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1. Ileau 1 3a1a4M OCBOEHUSI ANCIHUILIMHBI
Llenb TUCIUIUTMHBI - OCBOCHHE O0YYaIOIUMUCST TCOPETHUYSCKUX M MPAKTUYCCKHX OCHOB
aJIMHUHHCTPUPOBAHUSA MH(POPMAIIMOHHBIX CHCTEM; CIOCOOOB YIpaBJICHHS WH(OPMAIMOHHBIMU
CETSIMU.
3amaun JUCLUILIMHEL:
® [IOJIyYUTh 3HAHUSA OO0 OCHOBHBIX HAaNpaBJICHUAX PaOOTHl ATIMHUHUCTPATOPOB
HH()OPMALIMOHHBIX CHCTEM;
® U3YYUTH OCHOBHBIC TOHSITHSI aJIMUHUCTPUPOBAHHS HH(POPMAIMOHHBIX CHCTEM;
CTPYKTYpPY OCHOBHBIX CITYK0O aJIMAUHUCTPUPOBAHUS; MOJICITH aJIMUHUCTPHPOBAHHS
CETH U CIocoObI o0ecreyeHus1 0€30I1aCHOCTH;
® HAyYUTHCS ONPEACIATH 3a/Ia41 AJIMUHUCTPUPOBAHHUS JJIs1 KOHKPETHOTO CITydasi;
® BEITOJHATH AaHAJIU3 BO3MOXKHBIX HAPYIICHH HH()OPMAIMOHHON OE301TaCHOCTH;
® OCBOWUTHh (DYHKIMHM aJIMUHUCTPUPOBAHHS W YIPABICHUS B HHPOPMAIIMOHHBIX

CHUCTCMaAxX.

2. MecTO IMCHUIUINHBI B CTPYKTYpPe 00pa30BaTe/ibHOM MPOrpaMMbl

JuctunnnHa «AJIMUHUCTPUPOBAHUE H  OE30IACHOCTh KOMIIBIOTEPHBIX  CHCTEM»
OTHOCHUTCS K JUCLUHUIUIMHAM 4acTH, (POpMUPYEMOIl yuacTHUKaMU 00pa30BaTEIbHBIX OTHOIICHUH,
onoka bl «/{ucuumniaunsl (Mogynu)y» ydeOHoro 1uiana, corinacHo @I'OC BO st HampaBieHUs

noarotoBku 38.03.05 busznec-undopmaruka.



3. Ilnanupyembie pe3yJibTaThbl 00y4YeHMsI

Kox m HauMeHOBaHHe

KO/] H HAMMEHOBAHUE HHAUKATOPA JOCTHKCHUA KOMIICTCHIIMHA

IInanupyemble pe3yJbTaThl 00y4eHUs!

KOMIIETEHIIU U (NAK)

OIIK-4 Cmocoben mnonmmath | MOIIK-4.13HaTh: Buabl HWH(POPMANWW, NPHHIMWILL, METOABI U | 3HATH:

MPUHLIUIIBI paboThl | mporpaMMHBIE CpeAcTBa ee cOopa, OOpadOTKM M aHamu3a s e  Buasl nuHpopManyu, NpUHIMITEL, METOABL 1
MHPOPMALIUOHHBIX WHPOPMALMOHHO-aHATUTHYECKON MTOAJCP)KKH PUHSTHUS YIIPaBIEHYECKUX | MPOrpaMMHBIE cpelcTBa e€ cOopa, oOpaboTKu U
TEXHOJIOTUM;  HMCIOJIb30BaTh | PEIICHUM aHanm3a Il WHOOPMAIMOHHO-aHATUTHICCKOM
uapopmarmio, wmeroasl  u | MOIIK-4.2 YMmeTs: ucrons30BaTh HHOOPMAITHIO, METOIBI U TIPOTPAMMHEIE | TIOJACPKKH TPUHATHS YIIPABICHUECKUX PEIICHUI
MporpaMMHBIC  CpPEACTBa €¢ | CpelIcTBa €€ cOopa, 00paOOTKM M aHanmm3a JUIsi HWH(OPMAIMOHHO- o (OCHOBBI OM3HEC-OpPUCHTUPOBAHHBIX
cbopa, 0OpaboTKM M aHaIM3a | AHATUTUYECKOM MOIAEPKKU NPUHSITHS YIPABICHICCKUX PELLICHUH. SI3BIKOB NPOrPaMMHPOBAHMSA, MX HPEUMYILECTBA,
TUISL nHpopmarmonHo- | MOIIK-4.3 BnaneTs: HaBpIKaMy UCTIONB30BaHUS WHPOPMAIINH, METOJIOB U | HEJOCTATKH M 0OJIACTH MTPUMEHEHUSI.
AHATUTUYECKON  MOJJCP)KKH | MPOTPaMMHBIX  CpeACTB ee cOopa, o00paboTkm u aHanmu3a i | YMeTh:

NIPUHSATHS yIpaBleHUYECKUX | NHPOPMALMOHHO-aHATUTUIECKONW TOAJICPKKH e lcnonb3oBaTh MHGOPMALUIO, METONBI H
pereHui MPUHATHS YIPABICHYECKUX PeIICHUN IIporpaMMHBIE CpeAcTBa A1t cOopa, 00paboTKU U
I1K-4 Cnocoben | UITK-4.1 3HaTh:  OCHOBBI ~ OWM3HEC-OPMEHTHUPOBAHHBIX  S3BIKOB | aHAIM3a JaHHBIX C LEIb0 HMH(OPMAIMOHHO-
pa3pabaTeiBaTh TPWIOKEHUS | IPOrPAMMHUPOBAHHUA C YYETOM HX TNPEHMYIIECTB, HEJOCTATKOB, chep | aHATMTUYECKOU MOAIEPIKKHU TIPUHATHS

Ha OW3HEC-OPUEHTHPOBAHHBIX
A3bIKAX MPOTrPaMMHUPOBAHUS

[IPUMEHEHUS

UIIK-4.2 VYwmers: pa3pabaTeiBaTh
po(ecCHOoHaIbHOMN JeSITEeITbHOCTH
UIIK-4.3 BrnaneTh: HaBbIKAMH BbIOOpA ONTHMANBHBIX TEXHOJOTHH H
WHCTPYMEHTAJIBHBIX CPEICTB Pa3paboTKH OPUTMHAIIBHOTO MPUII0KEHUS

MNPpUKIIAAHBbIC TIPUIIOXKCHUA  JI

YIPaBICHUECKUX PEIICHUH.

e Pa3pa0aTpIBaTh MPHUKIAIHBIE TTPHIIOKEHUS
JUTst TPO(hEeCCUOHAIBHOM JISATSIIBHOCTH.

Baagern:

e HapplkamMu HCTIONIB30BaHUST WH(OPMAIIWH,
METOAOB 158 HpOFpaMMHLIX Cpe)ICTB JJISA
UHGOPMAIMOHHO-aHAIUTUIECKON TOIJIEPIKKHU
MIPUHSTHS YIIPABICHYECKUX PEIICHUI.

e Hagbikamu BBIOOpA OIITUMAaJIbHBIX
TEXHOJIOTMA W MHCTPYMEHTAIBHBIX CPEICTB IS
pa3paboOTKH OPUTHHAIBHBIX MPUIIOKESHUH.




4. CTpyKTYypAa U coAepKaHUe TUCIUIIUHBI (MOILYJIA)

4.1 O0beM IMCHUIIMHBI U BU/bI y4eOHOH padoThI

Buabl yueOHoli padoTsl

O0BeM B yacax

OO0miast TpyA0€MKOCTh AUCIIUTUIMHBI

108 (3 3a4eTHBIX eTMHHUIIBI)

oOyyJaromerocs

KoHnTtakTHas paboTa o0y4aronumxcs ¢ 36
npenojiaBaresieM (BCero)

AynuTopHas pabora (BCero), B TOM 4HCIE: 36
Jlexuun 12
CeMuHapbl, IPaKTUYECKUE 3aHATUS 24
JlaboparopHbie pabOTHI

Bneaynuropnas padota (Bcero): 72
B TOM YHCIIE:

KOHCYJIbTAIIMS 110 AUCLHUIUINHE

CamocTtosTenbHas pabota o0yyaroumxcs (BCero) 72
Bun npomexxyTouHOM aTTecTauu 3auer




4.2 TemaTH4YecKH# IJIAH TUCIHUILIAHBI

HaumeHoBaHue pa3jiesioB U TeM C Buabl yueOHo# padoThl, BKJIKOYAS CAMOCTOSITEIbHYIO padoTy Komnerenuun
e 00Y4YAKIIHXCSl M TPYA0EMKOCTh (B 4acax)
M Bcer N3 Hux Camocrositesibia | KypcoBasi | KonTpoabHa
e 0 ayJUTOPHBIE s1 pabora padora s1 pabora
c 3aHATHS
T Jle | JIa6 | IIp
p KIl | Opa | aKT
UM | TOp | Mue
HbIe | CKHM
pad | e/ce
OTBHI | MH
Hap
CKH
e
3aH
SATH
i
Tema 1. O6mme  cBemeHHS O 4 12 2 4 6 OIIK-4, IIK-4
CETEeBOI HHPPACTPYKTYpe
Tema 2.  WudopmamuoHHas 4 12 2 4 6 OIIK-4, I1K-4
moxens TCP/IP
Tema3.  CereBoe 4 12 2 2 8 OIIK-4, IIK-4
B3aNMOACUCTBUC
Tema4.  HuskoypoBHeBas 4 12 2 2 8 OIIK-4, I1K-4
00paboTKa MaKeToB
Tema 5. ApPXUTEKTYpBI 4 10 2 2 6 OIIK-4, IIK-4
MH(POPMALMOHHBIX CHCTEM
Tewma 6. CereBble omnepanuoHHble | 4 10 2 2 6 OIIK-4, IIK-4
CHCTEMBbI
Tema 7. AnmuHuCcTpUpOBaHue B | 4 10 2 8 OIIK-4, IIK-4
CeTSIX C OMNEpalMOHHBIMH CHCTEMaMH
tuna Windows
Tema 8.  CiryxObl KaTaJaoros 4 10 2 8 OIIK-4, TIK-4




Tema 9. AJIMUHUCTPUpPOBaHUE B 10 2 8 OIIK-4, IIK-4
cpene Unix/Linux
Tema 10. CepBucbl ¥ CIyKOBI 10 2 8 OIIK-4, I1K-4
UH(OPMAIIMOHHBIX CHCTEM
108 | 12 24 72

Hroro




4.3 Conepxanue IMCHUILIHHBI
Tema 1. OO01mme cBeeHUs 0 ceTeBOil HHPpPacTpPyKType

Knaccubukanus u  apXuTeKTypa  BBIYUCIMUTEIBHBIX  CeTEH,  TEXHUYECKOE,
UHPOPMALIMOHHOE W TPOrpaMMHOE OO0ECleYeHUue CeTei, CTPyKTypa M OpraHu3anus
(GyHKIMOHUPOBAaHUS ceTeil (IIo0aNbHBIX, PETHOHAIBHBIX, JOKaJIbHBIX). CpeacTBa MOCTPOCHUS
JIBC, opranuzanust ¢pynkimonupobanus JIBC. [IpuuuHbl ¥ yCI0BHUS pa3BUTHSI KOMIBIOTEPHBIX
cerel. IlpemmymiectBa, obecrieunBacMble NpPUMEHEHHEM ceTeld. Mojenb B3aUMOJCUCTBUS
OTKpBITBHIX cucTeM. CeMuypoBHEBasi CUCTEMA IIPOTOKOJIOB.
Tema 2. Nudopmanuonnas mogear TCP/IP

ITpoToko, crek mpoTokosnoB. Moaenu OSI-1SO, DoD, TCP/IP. Crek TCP/IP, agpecanus.
Kananeubiii ypoBenb: mnporokosl ARP, ARP ¢ mnpencraButenem; CeteBoii ypoBeHb: [P-
MapupyTusanus (npsmasi, KOCBEHHas!, Ta0IMIIbl MapUIPYTH3aLUH ).
Tema 3. CereBoe B3aumoeiicTBue

[IpuBatHbie ceTu: nauana3oHsl anpecoB, wmackapaguur: NAT, NAPT, NAT-T.
[TpokcupoBanue: HTTP, FTP, Mapping, HTTPs, Socks. Buptyanbusie uactHbsie cetu VPN:
NPUHUUIIBI  MHKANCcymsiquu W nocrpoenuss ceru, PPPoE L2TP [IPIP PPTP, IPSEC.
Mapmpytuzanusi: Onion routing, TOR, Garlic Routing, 12P; Apxurektypa, BO3MOXHOCTH H
IIPABOBBIE BOIIPOCHI.
Tema 4. HuskoypoBHeBasi 00padoTKa MaKkeToB

[Ipouenypsl 00pabOTKM MaKETOB B SApE OIEPAMOHHON CHCTEMBI, CTPYKTypa U
B3aMMO/ieiicTBre KOMIOHEHTOB B HOTaluu Linux u FreeBSD. [1pasuiia punbrparyu u o0padboTku
nakeroB B Iptables m IPFW; Tabmuubl npaBui, craTtuyeckue W JMHAMUYECKUE IIpaBHIIA,
nonacuctembl NAT. [Ipumeps! yrpo3 U METOJ0B UX MPEIOTBPAIICHHS CPEICTBAMU OpaHAMAaydpa.
Tema S. ApXHUTEKTYpPbI HHPOPMALMOHHBIX CHCTEM

ApXuTeKTypa KIUEHT-CEPBEP: DBOJIOIUS apXUTEKTYpbl, 0a3bl JaHHBIX, KIACCHI
NPWIOKEHUH, TpPEX3BEHHAs AapXUTEKTypa. ApPXHUTEKTypa MPOMEXKYTOYHOTO MPOTrPaMMHOIO
olOecrieyeHMs.  YAaJeHHbI  BBI3OB  mpouenyp. VHTepHeT, HWHTpaHeT, AKCTpPAHET,
JeMUJIUTAapU30BaHHas 30Ha. DopmaTbl W MPEACTABICHHE JIaHHBIX, METOIbl PE3EPBUPOBAHUS,
PEIUITMLIMPOBAHUS U TUPAKUPOBAHUS.
Tema 6. CeTteBble onepanoOHHbIE CHCTEMbI

CeteBble OIEpallMOHHbIE CHCTEMBI W OCOOCHHOCTM AJMHUHUCTPUPOBaHMS B HHX.
Cpasnenue cereBbix OC.
Tema 7. AIMHUHUCTPHPOBAHHE B CETAX C ONEPALMOHHBIMU cucTeMamMu Tuna Windows

Pa3BepreiBanne u Hactpoiika Server Core. BHeapeHue M UCHOIB30BaHUE YTAIEHHOIO

aaMuHuCTpupoBaHus cepsepa. O630p AD DS. Pa3sepTriBanue KOHTposuiepoB fomeHa Windows
9



Server. O630p Azure AD. Peanuzamus rpynmoBoi momutuku. O030p ciykObl cepTudukanmum
Active Directory. Toma u ¢aitnossie cucremsl B Windows Server. Peanuzanus oduiero nfocrymna
B Windows Server. Buenpenue iSCSI. Pa3zBepTeiBanue pacupeencHHON (paiaoBOil CHCTEMBI.
Tema 8. Cayx0bl KaTaJ0roB

daiisel yrpasieHus nosib3osaresssmu, JJomen WINNT, Network Information Service NIS,
NIS++, X.500, LDAP, Novell Directory Service, Active Directory Servise.
Tema 9. Anmunucrpuposanue B cpeae Unix/Linux

VY nanennsnid goctyn K cepBepy Linux. Jluarnoctuka cetu Linux. MOHUTOPHHT pecypcoB
cuctembl. [IpoBepka pabotocmocobHocTH cepBepoB. [Ipocmorp soroB. CucremtHoe
aJIMUHUCTPUPOBAHNUE C TIOMOIIBIO CETEBBIX MWHCTPYMEHTOB. YTPaBJICHHUE YUETHBIMHU 3aIHUCIMU
I10JIb30BATENEN U JOCTYIIOM K PECYPCaM.
Tema 10. CepBucshl u ¢J1yK0bl HHPOPMAIMOHHBIX CHCTEM

Ycrpanenue HEHUCIIPABHOCTEH. VYuer pecypcos. Peruukanus JTAaHHBIX.
KondurypupoBanne u uMeHOBaHHE. MOHUTOPHHT MPOU3BOAUTEIHLHOCTH. YTIpaBJICHUE

0€30MacHOCTBI0. APXUTEKTypa CUCTEM CETEBOTO aIMUHUCTPUPOBAHUSI.

4.4. llpakTH4yeckas NOAroTOBKA

[IpakTrueckass MOATOTOBKA peaTu3yeTCs MyTEeM NPOBEICHUS] MPAKTUUYECKUX 3aHSITHUH,
MpPEeAYyCMaTPUBAIOIINX ydacThe OOYyYarolIMXCsl B BBIMOJHEHUU OTJIEIBHBIX AJIEMEHTOB paldoT,
CBSI3aHHBIX ¢ OyayIIeil mpodeccuoHaNbHON ACSITETbHOCTHIO.

OO0bem 3aHATHI B (OpME MPAKTUUSCKON MTOATOTOBKH COCTAaBJIsET 24 4acoB.

5. YueOHO-MeTOAUYECKOE, MHPOPMALMOHHOE M MATEPHUATLHO-TEXHUYECKOE
odecnevyeHne JUCHUILIUHBI

5.1 OcHoBHas JauTEpPaTypa
1. Keii, O. AnmunuctpupoBanue Windows Server 2022 / 3. Keit, . Dunepcon. — M.:
JIMK Ilpecc, 2022. — 560 c.
2. Kepn, Y. UNIX u Linux. PykoBozacTBo cuctemuoro agmuauctpatopa / Y. Kepn, M.
JlxoHc. — 5-e u3a. — M.: Anpniuna [Tabaumep, 2020. — 1024 c.
3. Mexep, [Ix. OcHoBBI HHPOpMaLIMOHHOM Oe3omacHocTH / [Ix. Mexep, b. Meiiep. — 3-e
3. — M.: Uadpa-M, 2021. — 448 c.
4. Touenbaym, J. C. Komnwtotepusie cetu / 3. C. Tanendaym, M. Ix. Yazepomr. — 5-e
uzn. — CII6.: [Turep, 2021. — 928 c.
5.2 lonmosiHuTeIbHAS JIUTEPATYPA

1. Bomuxos, C. B. AnmunuctpupoBanue ceteil Ha ocHoBe Windows u Unix / C. B.

Bomukos. — CI16.: Jlans, 2021. — 368 c.
10



2. CrapogoiitoB, A. C. CeTeBble OnepaimoOHHbIE CUCTEMBI U UX aJIMUHUCTPUPOBAHUE:

yuebnuk / A. C. CrapoBoiitoB. — M.: FOpaiir, 2021. — 416 c.

3. Kysnenos, E. H. UadopmannonHas 6€301MacHOCTb: METOIbI U TEXHOJIOTHH 3aIUThI

nannbix / E. H. Ky3nenos. — M.: [Ipocnekr, 2020. — 296 c.

4. boiiko, Jl. C. CereBble mpoTokoisl u nuHppactpyktypa TCP/IP / JI. C. boiiko. — CII6.:
[Tutep, 2020. — 352 c.

5. Anekcanzapos, B. 1. CereBbie city>kObl 1 CUCTEMBI: TeOpHs U mpakTuka / B. W.

AunekcannipoB. — M.: Akagemus, 2021. — 384 c.

5.3 Hpodwccnona.nbnble 0a3bl JaAaHHBIX " HH(l)OpMaIIHOHHBIe CIIPaBOYHBIC CUCTEMbI

1. https://elibrary.ru - Hayunas osnextponHas OuOmmoreka eLIBRARY.RU (pecypcsl

OTKPBITOTO JOCTYTIA)

2. https://www.rsl.ru - Poccutickas ['ocymapctBenHass bubnnoreka (pecypchl OTKPBITOTO

JIOCTYTIA)

3. https://link.springer.com - MexayHapoaHas pedeparuBHas 0a3a JaHHBIX HayYHBIX

uznanuit Springerlink (pecypcsl OTKpBITOr0 JOCTYyTA)

4. https://zbmath.org - Mexaynapoanas pedeparuBHas 0a3a AaHHBIX HAyYHBIX H3aHUM

zbMATH (pecypchbl OTKPBITOTO J10CTYIIA)

5.4 MaTepuajibHO-TeXHUYECKOE U POrpaMMHoe obecriedyeHue (JIMEH3UOHHOE U CBOOOTHO

pacnpocTpansiemoe)
HaumenoBanue HauMeHoBaHue OcHallleHHOCTDL Ilepeuennb
U CHUIIINHBI CHenuaJdbHbBIX cIelHaJbHbIX JUIEH3UOHHOI0
(MomyJisi), MPaKTHUK MOMelleHUu u MOMellleHUu u MPOrpaMMHOIO
B COOTBETCTBHHM C | IOMEIICHHH s MOMeIIeHHH 115 odecrmeueHus.

UHTEpHET, paboyee
MECTO IpernojaBaTess B
COCTaBe CTOJI, CTYII,
TymM0a, KOMIIBIOTED
IIpenoaaBaTes C
BBIXOJ/IOM B CETh
MHTEPHET, 3KpaH,
MYJIbTUMEIUNHBIN
IIPOEKTOP, TEIEBU30P,
TeMaTHU4ECKHE CTEH/IbI,
MPE3EHTAllMOHHBIN
MaTepuan

Y4eOHBbIM ILIAHOM CaMOCTOSITEIbHO CaMOCTOSTEILHOMN

i padboThI padoThI
b1.B.04 Kabuner VuebHble MecTa, Microsoft Windows
AJMMHUCTPUPOBAaHU | MH(GOPMALIMOHHON | 000pynOBaHHbIE XP Professional
e ¥ 0e301IacHOCTh 0€3011acHOCTH 0J109HOM MebebIo, Microsoft Office
KOMIIBIOTEPHBIX KOMIIBIOTEPAMH C 2010
CHCTEM BBIXOJIOM B CETh Kaspersky Endpoint

JUIsL OU3Heca
KoncynbrantlInroc
AdobeReader

Cisco WebEX
HNudopmannonHo-
KOMMYHHUKAI[HOHHAST
iatdopma
«Chepym»

11



https://www.webex-russia.ru/

Aynuropus s Y4eOHble MecTa,
CaMOCTOSITENILHOW | 000pyIOBaHHBIC
paboThI 01104HOI MeOenbio,
KOMIThIOTEPaMH C
BBIXOJIOM B CETh
UHTEPHET,
MHOTO()YHKIIHOHAJIEHOE
YCTPOMCTBO

6. MCTOI{H‘IECKHe YKazaHuda OJast oﬁyqalomnxm 10 0OCBOCHMUIO JUCHUIIJIMHDBI

6.1 3aHATHSA JIEKIIUOHHOTO U CEMHUHAPCKOT0 (MPAaKTHYE€CKOI0) THIIOB

Mertonuueckue ykazaHus JUIsl 3aHATHN JEKIIMOHHOTO TUIA. B X0/1€ JIGKIMOHHBIX 3aHATHI
oOydaromiemycsi HE0OXOJUMO BECTH KOHCIIEKTHPOBaHHE Y4eOHOro MaTepuana, oOpaiaTh
BHUMaHUE Ha KaTeropuu, GopMyIUPOBKH, PACKPHIBAIOIINE COJCPKAHUE TeX WU WHBIX SBICHUN
U TIPOIECCOB, HAay4YHbIC BBIBOJABI M TMpaKTUYECKHe pekomeHaanuu. HeoOxomumo 3amaBaTh
MPENOJABATENI0 YTOYHSAIOIIME BONPOCHI C LEJNbI0 YSICHEHHS TEOPETHUYECKUX TOJIOKEHHUM,
pa3penieHus: COPHbBIX CUTYyalUH.

[enecooOpa3no nopabaTbiBaTh CBOW KOHCIEKT JIEKIIUH, JIeJasi B HEM COOTBETCTBYIOIINE
3allUCH U3 OCHOBHOW M JIONOJHUTEIBHOW JINTEPATyphbl, PEKOMEHIOBAHHOM IPENOJABATEIIEM U
MPEAYCMOTPEHHOM y4eOHOU MPOrpaMMON JUCIIUTLIMHBI.

Metoauyeckne yKazaHus JUIS  3aHATUA CEMHHAPCKOTO (MPaKTUYECKOro) THIIA.
[TpakTHyeckue 3aHATHS MO3BOJSIOT Pa3BUBaTh y OOYYAIOIIErocs TBOPUYECKOE TEOPETUYECKOE
MBIIUIEHUE, YMEHUE CAMOCTOSITEIBHO HM3Yy4aTh JUTEPATypy, AHAIU3HPOBATH MPAKTUKY; ydar
4eTKO (OPMYJIUPOBATH MBICTH, BECTH JUCKYCCHIO, TO €CThb WMEIOT HCKIIOYUTEIHHO BAXKHOE
3HAYEHUE B PA3BUTUU CAMOCTOSATEIIBHOTO MBILUICHUS.

[ToaroroBka K mIpakTHUYECKOMY 3aHATHIO BKIIOYAaeT JBa Jrana. Ha nepBoM srare
0o0ydJaronuiics IJIaHUPYET CBOID CAaMOCTOSATEIBHYIO paboTy, KOTOpas BKJIIOUYAET: YSICHEHUE
3a/IaHUsl HA CaMOCTOATENBbHYIO PaboTy; MOJ00p OCHOBHOM M JIOMOJIHUTEIBHOW JHUTEPATYPHI;
COCTaBlieHHE IUTaHa pabOThl, B KOTOPOM OIPENENSIOTCS OCHOBHBIE MYHKTHI MPEACTOSIIEH
noarotoBku. CocTaBieHHe IJIaHa AUCHUIUTMHUPYET U MOBBIIIAET OPraHU30BaHHOCTh B padoTe.
Bropoii sTanm BKIHOYAET HENMOCPEACTBEHHYIO MOJATOTOBKY K 3aHSATHUIO, KOTOpas HAYMHAETCH C
M3YYEHUS OCHOBHOH M JIOMOJHUTENbHOU muTepaTyphl. Oco0oe BHUMaHUE IIPH 3TOM HEOOXOAUMO
00paTUTh Ha COJIEP)KAHNE OCHOBHBIX TMOJIOKEHWW U BBIBOJIOB, OOBSICHEHUE SIBICHUM W (haKTOB,
YSICHEHUE MPAKTUYECKOTO MPUIIOKEHUSI PACCMATPUBAEMBIX TEOPETHYECKUX BONpPOCOB. Jlaiee

CJICAYCT MOATOTOBUTH TC3UCHI IJIA BBICTyrI.HeHI/Iﬁ 110 BCEM yLIC6HLIM BOIIpOCaM, BBIHOCUMBIM Ha
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IPAaKTUYECKOE 3aHATHE WIN IO TEME, BBIHECEHHOM Ha JUCKYCCHIO (KPYIVIBIM CTOJ), IPOAyMaTh
IPUMEPBI C LIEIbI0 00ECIIeYeHUsI TECHOM CBA3HM M3Y4aeMOM TEMBbI C PealbHOM KU3HBI0. ['0TOBSCH
K JIOKJIQJy WM BBICTYIUICHUIO B PaMKaxX MHTEPAKTUBHOM (hOPMBI (AMCKYCCHS, KPYTJIBIA CTOJ), IPU
HE00XO0IMMOCTH ClIelyeT 00OpaTUTHCS 32 MOMOILBIO K ITPET01aBaTellto.

6.2. CamocTosiTe/IbHAsA padoTa CTY/ICHTOB

CamocrodrenbHas padoTa CTyJEHTOB IPEJYCMOTPEHA YU€OHbBIM IJIAHOM 110 AUCLUIIMHE
B o0beMe 72 uacoB. CamocTosATenbHas paboTa peaqu3yercss B paMKax IpOrpaMMbl OCBOEHUS
JUCLUTUIMHBI B CIEAYIOUINX (hopMax:

- paboTa ¢ KOHCIIEKTOM 3aHATHUs (00padoTKa TeKCTa);

- IpOpabOTKA TEMATUKU CAMOCTOSTEIbHON pabOThI;

- HaIlMCaHUe KOHTPOJIbHON PaboThI;

- mouck nHpopmanuu B cetu «MHTepHET» U TUTEpaType;

- BBIIIOJIHEHUE VH/IMBUTyaJIbHBIX 3aJaHUii;

- IOATOTOBKA K C/laye 3a4erTa.

CamocrodrenbHas padoTa MPOBOAUTCS C LEIbIO:

- CUCTEMAaTU3allUH U 3aKPEIUICHUS MTOJIyYEHHBIX TEOPETUYECKUX 3HAHUI U IPAKTHYECKUX
YMEHHI 00YJarOIIUXCS;

- YIIIyOJIeHHsI U pacCIIMPEHUS TEOPETUIECKUX 3HAHUH CTY/ICHTOB;

- (opMupoBaHus yYMEHMH HCHOJIb30BATh HOPMATUBHYIO, IPAaBOBYIO, CIPAaBOUHYIO
JOKYMEHTAIUIO0, YUeOHYIO U CIIELUANIbHYIO JIUTEPATYPY;

- pa3BUTHUS MO3HABATEIbHBIX CIIOCOOHOCTEH M AKTHBHOCTH OOYYaIOIIMXCS: TBOPUECKOMN
WHUIMATUBBI, CAMOCTOSTEILHOCTH, OTBETCTBEHHOCTH, OPraHU30BAaHHOCTH; (OPMHUPOBAHUE
CaMOCTOSITEJIbHOCTH MBIIUIEHUS, CIIOCOOHOCTEH K CaMOpa3BUTHIO, COBEPILIEHCTBOBAHHUIO U
caMOOpraHu3alnu;

- Pa3BUTHIO UCCIIEIOBATEILCKMX YMEHUN CTYJEHTOB.

TexHomorus opraHu3alid CaMOCTOSITENIbHOM  paboThl  OOy4aromuXxcs BKJIIOYAET
UCMOJIb30BaHUE WH(POPMALMOHHBIX W MaTepHallbHO-TEXHHYECKHUX pPecypcoB: Oubimoreka c
YUTAIbHBIM 3aJI0M, KOMITBIOTEPHBIE KJIAcChl ¢ BO3MOXHOCTBIO paboThl B MIHTEpHET, ayuTOpUn
JUISL CAMOCTOSITEIbHON PabOTHI.

[lepen BbIMONIHEHHEM OOYYarOIMIMMHCS BHEAYIUTOPHOM CaMOCTOSITENIbHOM paboThI
IpenoaaBaTesib MPOBOAUT KOHCYJIBTHUPOBAHME 10 BBINOJHEHHUIO 3aJaHUS, KOTOPBIN BKIJIIOYAET
LeNb 3aJlaHusl, €ro COJAEp)KaHUs, CPOKH BBIOJHEHMS, OPUEHTHPOBOUHBIH 00BEM pPabOTHI,
OCHOBHbIE TpeOOBaHUS K pe3ybTaTaM paboThl, KpUTEPUHU OLIEHKH.

CamocrosiTenbHasi paboTa MOXKET OCYIIECTBIATHCS HWHAMBUAYAJbHO WM TpyNIaMu

06yqa101u1/1xc;{ B 3aBUCHMOCTH OT IICJIHU, OG’BCMa, KOHKpCTHOfI TEMATUKH CaMOCTOSTEIbLHOMN
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paboThI, YPOBHS CIIOKHOCTH, YPOBHSI YMEHUH 00YyJarOIITXCSI.

KoHTpoib caMocTosATeIbHON PabOTHI CTYACHTOB IIPEyCMaTPHBAELT:

-COOTHECEHUE COJICPIKAHUS KOHTPOJIIS C IeNIIMUA 00yUCHUS;

-00bEKTUBHOCTb KOHTPOJIS;

-BAIMJHOCTh  KOHTPOJII  (COOTBETCTBUE TMPEABABIAEMBIX 3aJaHUl  TOMYy, 4YTO
MIPEANOJaraeTcsi NpOBEPHUTH);

- depeHrannio KOHTPOIbHO-U3MEPUTENBHBIX MaTEPUAIOB.

@DopMbI KOHTPOJISI CAMOCTOSATEIBHON PaOOTHI:

-IIPOCMOTP U MPOBEPKA BBIMOIHEHHS] CAMOCTOSATEIHHON PaOOThHI MPENo/iaBaTesieM;

-OpraHu3aIus CaMOIPOBEPKH, B3aUMOIIPOBEPKH BBITIOTHEHHOTO 33/IaHUS B TPYIIIIC;

-00CyXIeHHE PEe3yIbTATOB BBITTOJHEHHOW pabOThI HA 3aHSATUH;

-IPOBEICHNE MTUCEMEHHOT0 OMPOCa;

-MPOBEICHUE YCTHOTO OMNpOCa; OpraHu3anus W MPOBEIECHUE WHAMBUAYAIbHOTO
cobece0BaHU,

-OpraHu3anus U NpoBeJeHUE COOECEeJOBaHUs C IPYIIION.

7. MeToanuyeckue peKoMeHAalMU M0 00yUeHHUI0 JIUI ¢ OTPAHMYEeHHBIMH

BO3MOKHOCTAMH 3I0POBbA U HHBAJIUIA0B

OOydeHue Mo TUCIUILIMHE 00YYaIOIIUXCS ¢ OTPAHMYEHHBIMH BO3MOKHOCTSIMH 37I0POBbBS
(mamee — OB3) ocymiecTBISIETCS C y4€TOM OCOOEHHOCTEH NCUXO(PHU3NYECKOTO pa3BUTHS,
WHIMBUIYATLHBIX BOBMOKHOCTEH M COCTOSIHUS 3/IOPOBBSI TAKUX 00YJIAFOIIIAXCSI.

Copepxanrie 00pa30BaHUS W YCIOBUS OpraHu3alnuu o0ydeHus, odydarommxcs ¢ OB3
OTIpEICNIAIOTCA AJaNTUPOBAHHONW 00pa30BaTEeIbHONW MPOTPaMMOM, a s HWHBAJIHWIOB TaKkKe B
COOTBETCTBUU C HHIUBUAYATBHON IPOrpaMMON peabuTUTAI[N HHBATUIA.

OcBoenue nucnurmiinHbl oOydaromumucs ¢ OB3 Moker OBITh OpraHHW30BaHO Kak
COBMECTHO C JIpyrUMH OOydYaloIIMMHUCSA, TaK UM B OTIENbHBIX Tpymmnax. [Ipeamonmararorcs
CHeIMallbHbIe YCIOBUS AJIs OyueHus: oOpa3oBanus ooydaromumucs ¢ OB3.

[Tpodeccopcko-nenarornyeckuii cocTaB 3HAKOMHUTCS C TICUXOJIOTO-(DU3UOJIOTHUECKUMU
OCOOCHHOCTSIMU O0OydJaromuxcsi WHBAMHAOB U jurl ¢ OB3, MHAMBUIYyaILHBIME TIPOrpaMMaMu
peaduIuTai UHBATUAOB (TIPY HATUYUH).

B kxypce npeanonaraeTcsi UCMOIB30BaTh COIMATLHO-AKTUBHBIE U pe(hIIEKCUBHBIE METOIBI
00yJeHUsI, TEXHOJOTUM COIMOKYJIBTYPHOW peaOMIUTalliid C IIeJIbI0 OKa3aHWs TIOMOINU B
YCTAHOBJICHHUH TTOJTHOIEHHBIX MEKIUYHOCTHBIX OTHOIIECHUH C IPYTMMH CTYACHTAaMH, CO3JIaHUN
KOM(OPTHOTO TICHXOJIOTUYECKOT0 KJIMMara B cTynaeHdeckoil rpymme. [logbop u pazpaboTka

y‘{e6HLIX MaTCpruajIOB IMPOU3BOAATCA C YUCTOM IMPCAOCTABIICHUA MaTCpHalia B Pa3JIMYHBIX
14



dopmax: ayquaabHOM, BU3YaTbHOW, C MCIIOIb30BAaHHEM CIEHHAIBHBIX TEXHHYECKUX CPEICTB U
UH(POPMALIMOHHBIX CHCTEM.

OcBoenne nuctuminebl Junamu ¢ OB3 ocymecTBisieTcst ¢ MCMOIb30BaHUEM CPE/CTB
o0y4yeHus: OOWIETO W CIEUUATbHOTO Ha3HAuYeHHA (IEPCOHATIBHOTO U  KOJUIEKTHBHOTO
UCTIONIB30BaHus ). MaTepuanbHO-TEXHUYECKOe o0ecTieueHe pelyCMaTpuBaeT IPUCIIOCO0IeHUE
aynutopuil Kk Hyxaam jaun ¢ OB3.

dopma npoBeeHUs aTTECTAlUU TSl CTYICHTOB-UHBAIUAOB YCTAaHABIUBACTCSA C yUETOM
WHIMBHIyaJIbHBIX ICUX0(pHU3NUecKux ocodennoctei. s crynentos ¢ OB3 npexycmaTpuBaercs
JocTymnHas popMa MpeJoCTaBICHUS 3aIlaHUH KaK OIICHOYHBIX CPEJICTB, @ UMEHHO:

— B IICYATHOH WJIM 3JIEKTPOHHOU (hopMe (IS JIUI ¢ HApYIICHUSIMA OIIOPHO-ABUTaTEILHOTO
amnrmnapara);
— B TeyaTHOH (¢opMe WM DIEKTPOHHOH (opMe C yBETHYEHHBIM MPUPYTOM U

KOHTPACTHOCTBIO (ISl JIMII C HAPYLICHUSMH CIIyXa, PeUH, 3pEHHS);

— METOJIOM YTEHHS aCCUCTEHTOM 3aJlaHus BCIyX (Il JIMI C HAPYLICHUSIMH 3PESHUS).

CtyneHTaM C WMHBIMJHOCTHIO YBEIMYMBAETCS BpPEMs Ha IOJIrOTOBKY OTBETOB Ha
KOHTPOJIbHBIE BOMPOCHL. [l Takux CTYAEHTOB NpeaycMaTpuBaeTcs [ocTymHas (opma
IPEJOCTABIICHHS OTBETOB HA 33aJJaHUs, 2 UMEHHO:

- NHCEMEHHO Ha Oymare win HaOOpOM OTBETOB Ha KOMIBIOTEPE (LIS JIHI C HApYIICHUSIMH
clIyxa, peun);

- BBIOOPOM OTBETa W3 BO3MOXKHBIX BaPUAHTOB C MCIIOJIb30BAHUEM YCIIYT acCUCTEHTa (IUIs
JIMII ¢ HAPYIICHUSIMU OMTOPHO-/IBUTATEIILHOTO aIapara);

- YCTHO (7151 JTUI] C HAPYIIESHUSIMHA 3PEHHSI, OTIOPHO-/IBUTATEIILHOTO amnrapara).

- npd HEOOXOAMMOCTH il OOyYaromMXCsl C WHBAJIMIHOCTHIO MPOIEAypa OICHUBAHHS

PE3YJIbTATOB O6y‘-I€HI/I$I MOKET IMMPOBOAUTHECA B HCCKOJIBKO 3TAIlOB.
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[Tpunoxenue 1

DoH/ OLICHOYHBIX CPEICTB
MJIS TEKYLIero KOHTPOJISA ¥ IPOMEXKYTOYHOM aTTecTaluu
MPHU U3YYEHUH TUCHMILIMHBI
b1.B.04 AxMuHHCTPUPOBaHUE U 0€30IIACHOCTH KOMIIBIOTEPHBIX CHCTEM

Mocksa 2024
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1. ITacnopTt oHIa OLIEHOYHBIX CPECTB

Koa u HaumenoBanue NHaukaTop 10CTHKEHUS HaumenoBanue
KOMIIeTeHUUH KOMIIeTeHUNH OLICHOYHOI'0
cpeacrsa
OIIK-4 CriocobeH moHuMaTh WOIIK-4.13nate: Buabl uHboOpManuy, | Texymuit
MIPUHLIMIIBI pa60TbI IIPUHOUIIBI, METOJAbI W IIPOTrpPpaMMHBIC KOHTpO.HB:
cpenctBa ee cbopa, oOpaboTkm U
aHanmza VIS UH(pOPMAIIMOHHO-
aHAJTUTUICCKOW TIOMIEPKKH TPUHATHA | 3aAaHUC,
YIPaBICHYECKUX PEIICHUH KOHTpPOJbHAA
ee cOopa, 00pabOTKH 1 aHaH3a HOIIK-4.2  YMeTh:  HCHOIL30BaTh
JUTsl “H(OPMAITMOHHO- WHGOPMAITUIO, METOJIbI U TIPOTPAMMHEIC
aHAJTUTUICCKOH TTOICPIKKH cpenctBa ee cObopa, oOpaboTkm U
IPUHATHS YIPaBIEHYECKHUX aHajmnsa AT MH(OPMALIHOHHO-
AHAIUTUYCCKON TOJJICPKKH  MPUHATHS
YIpaBIeHUYECKAX PEIICHUH.
NOIIK-4.3 Bnaners: HaBBIKAMU
WCIOJIb30BaHMsI MH(POPMAIIMY, METOJOB
U TPOTPaMMHBIX CpEICTB ee cOopa,
00paboTku " aHanmm3a TUTS
UH(POPMAITMOHHO-aHATUTHICCKON
MOIICPKKA

npuMWHATNA

MH(POPMAITMOHHBIX TEXHOJIOTHIA;
UCTIOJB30BaTh HH()OPMAITHIO,

TCCTOBOC

MCTOJbI U IIPOTpaMMHBIC CPECTBA

paborta

peLIeHnt

[IpomexxyrouHnas
aTTeCTalus:
3auer
ynpaBneHYECKIMUNX

peweHNN

ITIK-4 Crioco6en pa3zpabaTsiBaTh UIIK-4.1 3HaTth: OCHOBBI  Ou3HEcC-
MPUIIOKEHUS Ha On3HEeC- OPUCHTUPOBAHHBIX SI3BIKOB
MPOTPaMMHUPOBAaHUSL C  yYETOM WX
MPEUMYINECTB,  HEIOCTaTKOB,  cdep
MIPUMEHEHUS

HIIK-4.2 YMmeTs: pa3pabaTsIBaTh
MIPHUKIIATHBIE MIPHIIOKESHHS JUTS
po(heCCUOHAIBHOM JIeATENbHOCTH
NIIK-4.3 BrnaneTs: HaBBIKaMU BBIOOpA

OpPUEHTHPOBAHHBIX SA3bIKAX
POrpaMMHUPOBaHHUS

OITHUMAIBHLIX TEXHOJIOTUU U
HHCTPYMEHTAIILHBIX CPEJICTB
pa3pabOTKH OPUTHHATILHOTO

MIPUIIOKEHUS

Oranel (opMupoBanust KoMmreTeHIM B mporecce ocBoeHus OOII mpsiMo cBsi3aHbI C
MECTOM JIMCIMIUIMH B oOpa3oBarenbHOl mporpamme. Kaxaplii 3Tan  (gopmupoBaHus
KOMITETCHIINM, XapaKTEPU3yeTCsl ONPEACIICHHBIMA 3HAHUSMHU, YMEHUSMH U HaBBIKAMHU U (WJIH)
OTBITOM TPO(ecCHOHANLHON NeATEeThbHOCTH, KOTOpPHIE OIEHUBAIOTCS B MPOIECCE TEKYIIETO
KOHTPOJISI yCTIEBAEMOCTH, TPOMEKYTOUHOM aTTeCTAllUH 110 TUCIIUTUIHHE (IPAKTUKE) U B MPOIIecce

UTOrOoBOW arrecranuu. JlucuuninHa «AJIMUHUCTPUPOBAHUE U 0€30MaCHOCTh KOMIBbIOTEPHBIX
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CHUCTEM» SIBJISIETCS TIPOMEXKYTOUHBIM 3TarnoM (opmupoBanus kommnereHiud OIIK-4, T1K-4 B
npouecce ocBoenus OOII.

Jns  OueHKH ypoBHA CGHOPMHPOBAHHOCTH KOMIIETEHUMH B TPOLECCe HW3YyYEHUs
JUCIUIUIMHBL MPEAYCMOTPEHO MPOBEAEHUE TEKYIIEro KOHTPOJS YCIEBAEMOCTH I0 TeMaM

(pazmenamM) AUCIUIUIMHBI M TPOMEKYTOUYHON aTTECTAIlMHU 1O TUCIUILIMHE — 3a4eT.

2. OueHoOYHBIE CPeACTBa

2.1 Texymmii KOHTPOJIb

Tumnosoe TecToBOE 3aJaHNE
Bomnpoc Nel .
IIposaiinep — 3T0:
Bapuaumer omeemos:
1. Bnagener y3na ceTH, ¢ KOTOPBIM 3aKJIFOUAETCS I0TOBOP Ha MOJKIIOYEHHE K €r0 Y3y

2. Ha3BaHHE ImporpaMmal, 1Jisd OCYIICCTBIICHUSA CBA3U MCKAY KOMIIbIOTCpaMU
3. allrapaTHoe YCTpOﬁCTBO AJI TIOAKIIFOYCHUS K Y3J1y CECTU

Bompoc Ne2 .
KommyTranus — 370:

Bapuaﬂmbl omeemoe.

1. »sto mpouecc nepenaun ganubix ¢ onHoro I1K na npyroi I1K, korna stu [1K naxonsarcs B
Pa3HBIX CETAX

2. mpouecc COCANHCHUA a0OHEHTOB KOMMYHI/IKaL[I/IOHHOﬁ CCTHU YCPE3 TPAH3UTHBIC Y3JIbI
3. 310 MMOCJICAOBATCIIBHOCTE MApIIPYTU3aTOPOB, KOTOPBIC JOJIZKCH HpOfITPI IHaKeT OT
OTHPABUTECIIA A0 ITYHKTAa HA3HAYCHUA

Bonpoc Ne3 .
[Tporpamma, B3aUMOAEHCTBYIONIAS C CETEBBIM aJalITEPOM Ha3bIBACTCS:

Bapuaﬁmbz omeemos.

1. cereBoii npaiiBep
2. mepepaawomas cpeaa
3. MyJbTHUILIEKCOP

Bonpoc Ne4 .
JlomeH-310...

BapuaHrnbl omeemoe.

1. gactp aapeca, onpeacidromas agpeC KOMIBIOTEPA MOJIB30BATECIIA B CETHU
2. Ha3BaHHE IporpaMmal, IJid OCYIICCTBIICHUA CBA3HU MEXKIY KOMIILIOTCpaMU
3. Ha3BaHHE yCTpOf/'ICTBa, OCYHICCTBJIAOMICTO CBA3b MCKAY KOMIIBIOTCPAMHA

Bompoc Ne5 .
ITpu yaCTOTHOM pa3JeJIEHNN KaHAJIOB CBSA3U MPOUCXO/IUT:

Bapuaﬂmbz omeemaos.

1. nepenaua nnpopmanu B HUPPOBOM BUIE
2. yBEIUYEHUS MPOITYCKHON CIIOCOOHOCTH CUCTEM Tiepeadr nH(OpMaIiH
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3. mepenaya nHGOOPMAITMOHHOTO MOTOKA MO (PU3UYECKOMY KaHATYy HAa COOTBETCTBYIOIICH
4acToTe
Bomnpoc Ne6 .

Texnonorus Gigabit Ethernet ocHoBana Ha cranaapre:

Bapuaﬂmbz omeemos.

1. IEEE 802.1

2. IEEE 802.2

3. IEEE 802.3
Bomnpoc Ne7.

[IIyHa JaHHBIX — 3TO:

Bapuaﬂmbz omeemos.

1. YacTh CHCTEMHO¥ IIMHBI, TPeTHA3HAUCHHAS JUIS TIepeIadl KOMaH]I MEKIY KOMIIOHCHTaMHU
KOMITbIOTEpa

2. YacTh CHCTEMHOU IIUHBI, PEIHA3HAUYCHHAS JUIS TIEpeayuy aapeca siUCHKU MaMsATH M1y
KOMITOHCHTaMHU KOMITBIOTEPa

3. qacTh CUCTEMHOU IOWHBI, TpE€aAHa3HAYCHHAaA I NIEPCAadn JaHHBIX MCKAY KOMIIOHCHTAMHA
KOMITbIOTEpA

Bompoc Ne§ .

DneMeHTHast 0a3a TpeTbero nokojeHus IBM —

Bapuaﬂmbl omeemoe.

1. uHTerpanbHbIE MUKPOCXEMBbI
2. DIEKTPOHHO-BAaKyyMHBIE TIPHOOPHI
3. TOIYIPOBOIHUKOBBIE MPUOOPHI

Bompoc Ne9 .

J171st MOAKITIOUEHUsT KOMIIBIOTEpa K JIOKATbHOU ceTH TpebyeTcs, YTOOBI B KOMIIbIOTEpE ObLIT
YCTAHOBJIEH -

BapuaHrnbl omeemoe.

1. BuaeoamanTep
2. KOMMYTaTop
3. ceTeBoOl aganrtep

Bompoc Nel0 .
Kakoli Tun ¢pusnyeckoro coeinHeHus sABIseTCs Han0oJiee BBICOKOCKOPOCTHBIM?

BapuaHrnbl omeemoe.

1. OnTOBOIIOKHO
2. KOakCUaIbHBIN Kadenb
3. BWTas mapa

IIIxana oreHWBaHUs TECTOBOTO 3aJaHUS

% BepHBIX penieHnii (0TBETOB) HIxaJsa oueHnBaHusA
85-100% «OMIUYHON
70-84% «XOpOULON
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51-69% «y0081€MBOPUMENILHOY

50% u menee «Hey0081emE8OPUMENILHO»

IIpumepHbIe 3a1aHUA 1JI51 KOHTPOJIbHBIX padoT

3amaunue 1

[TocTpouTh CeTh U3 TPEX CErMEHTOB, KX bl U3 KOTOpbIX cocTouT u3 C, 102 D u E pabounx
CTaHLUH COOTBETCTBEHHO. Kax/1blif CErMEHT IOCTPOEH Ha 06a3e KOMMYTAaTOpa, U KaXAblii
KOMMYTaTOp NOJKJIIOUEH K OTJEIbHOMY Mapiipytusaropy. [Lnto3om 1uist Kak10ro cermeHTa
CILY>KMT COOTBETCTBYIOIIMI MapuipyTu3zarop. MapupyTu3zaTopbl COEIUHEHBI MEXAY CO00 ¢
nomoinbio uaTepdeiica DTE. Heo6xonumo 3anate IP agpeca cereBbiM nHTEphEiicam
MapIIpyTU3aTOPOB U JIOKAIBHBIX KOMITBIOTEPOB. 3anaTh nmapametp Clock Rate na
MapuIpyTu3aTopax. Y CTaHOBUTh Ha MaplIpyTU3aTOpax HapoJu sl JOCTyIa K
IPUBUIIETUPOBAHHOMY pexuMy. HacTpouTh cTaTndeckyro MapipyTH3aLHio U JOOUThCS
BO3MOYKHOCTH MEPECHUIKU JaHHBIX 10 poTokory ICMP mexay Bcemu 00bEKTaMH CETH.

3ananue 2

[TocTpouTh ceTh, COCTOALLYIO U3 IByX CETMEHTOB Ha OCHOBE KOMMYTaTOpoB. CermeHT Nel
coziepkut B pabounx cranuuii, cermeHT Ne2 — C paOouux craHuuii u cepsep. Mapuipyruzarop
aBisieTcs 1UT030M. CerMeHThl coeAMHEHBI MapuipyTuzaropoM. B nepBom cermente IP agpeca
pa3laroTCs MapIIpyTU3aTOPOM JUHAMUYECKH, BO BTOpoM [P angpeca 3agaHbl craTHYeCKH.
Hactpouts mapmpytuzanuto no nporokony RIP. Cepsep sBisercs DNS u BeGcepBepoM.
Hactpouts Ha cepBepe BeO-cTpaHHUIly TPOU3BOJIBLHOTO (hopmata. JJoOUTHCS BOZMOKHOCTH
MEePeChUIKH TaHHBIX 10 mpoTokony ICMP mexny Bcemu oObekTamu ceTu. JJodutbes mpocMoTpa
BeO-CTpaHMIIBI C CepBEPA BO BCTPOSHHBIX Opay3epax pado4uux CTaHITHMA

3aganue 3
HacTtpoiika kommbrorepa st paboThl B CETH

Boiinure B cucteMy ¢ y4€THOH 3aIlHCHIO.

B mento Ilyck BbiOepute nyHkT [lanens ynpaBieHus.

B otkpsiBIIeMCs OkHe [laHenb ynpaBieHus MEIKHATE MBILIBIO Ha ccbulke CEeTh U
noakiatoyeHus k MurepHery.

B okne Cetb u nojkioueHust K MIHTepHETY IIETKHUTE MBILIBIO Ha cTpoke Macrep
HacTporku cetu. Ha mepBoit ctpanuiie Mactepa HaCTPOMKH CETH LIETKHUTE MBIIIbIO

Ha KHoImke Jlamee.

Ha crpanunie Macrepa Ilepen Tem, Kak npoJOJKUTE LISJIIKHUTE MBIIIBIO HA KHONKe [lanee.
Ha crpanuiie Boibepute MeTo1 moaKIr0ueHus: BEIOEpUTE paaiuoKHONKY [[pyroe u
HIETKHUTE MBIIIBIO Ha KHOTIKE Jlanee.

Ha crpanune [pyrue crnoco0bl noakiaoueHus K MHTepHETy BbIOEpUTE PaJHOKHONKY ODTOT
KOMITBIOTED TPHHAAIECKUT CETH, HE MMEIOLIEH MOAKIo4YeHHs K MHTepHeTy M IIeIKHHUTE
MBIIIBIO0 HA KHOTIKE Jlamee.

Ha crpanune 3agaiite uMs U ONUCAHKE JIJIs1 3TOTO KOMITbIoTepa yoeauTecs, 4yTo B nosie Mms
KOMIIBIOTEPA COAEPIKUTCS TPaBUIIBHOE Ha3BaHUE BAIIEr0 KOMIIBIOTEpA (€CIIH BbI
COMHEBAETECH, TO CIPOCUTE Y MPEIOIAaBATENs) U LIEIKHUTE MBIIIBIO HA KHOMKE Jlasee.

Ha cTpanwune 3amaiite uMs 115 Baieil cetu BBeauTe B mosie Pabovas rpymnmna

Ha3BaHMeE, yKazaHHOe npenoaasareneM (Hanpumep, CLASS10A) u menkHuTe

MBIIIBIO HA KHOMKe [laree.

[Tpumeuanue. Ha3Banue paboueil rpynmnsl JOKHO OBITH OJJUHAKOBBIM ISl BCEX KOMIIBIOTEPOB
KJlacca, MHa4e MOT'YT BO3HUKHYTH NPOOJIEMBI C OTOOpaXXEHHEM 3HAYKOB KOMITbIOTEPOB B CETH.
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Ha crpanune OOmuii goctyn K (aiinaM u mpuHTEpaM BbIOEpUTE paMOKHOIIKY BKIIOUNTH
00muiA 1OCTyI
K (haiiiaM M IpUHTEpaM U LIEJIKHUTE MBIIIBIO Ha KHOKe Jlanee.
Ha crpanune Bce rotoBo 1i1st npuMEHEHHs! CETEBBIX MapaMeTpoB yOeIUTeCh, 4TO BCE
HaCTPOWKHU yKa3aHbl
IPaBUJIbHO, U IIEJIKHUTE MBIIIBIO Ha KHOIKe Jlasee.
Ha crpanune Bee noutu rotoBo BeiOepute paguokHonky I[IpocTo 3aBepuunts padboty
MacTepa, HeT HY»/Ibl 3allyCKaTh €ro Ha JPYTuX KOMIbIOTEpaxX U IEJIKHUTE MBIIIBIO Ha
kHornke [aree.
Ha crpanune 3aBepiienne paboTsl MacTepa HaCTPOUKU CETH yOeIuTeCh, 4To
HACTpOIKa 3aBepIlICHA YCIEUIHO, U IIEIKHUTE MBIIIbIO Ha KHOIIKE I'0TOBO.
B nosiBuBmemcst okune M3MeHeHue napaMeTpoB CUCTEMBI IIEIKHUTE MBIIIBIO HA
kHomke [la, 4ToObI epe3arpy3uTb KOMIBIOTED.

3amaune 4
. [IpenocraBiieHue nanku B 00U TOCTYII

Co3znanue manky u MpeIoCTaBJICHUE €€ B
o0umii toctyn

Boiiaure B cucteMy ¢ yUETHOM 3alUChIO, BXOIALLIEH B JIOKAJIBHYIO IPYIIY
«AIMMHUCTPATOPBD.

B mento [lyck BeiOepuTe myHKT MoO# KOMIIBIOTED.

B oTkpsiBIIEMCS OKHE MO KOMIIBIOTED BBIIIOJIHUTE ABOMHOM IIETYOK MBIIIBIO HA
3HAYKE OJIHOTO U3 JKECTKUX TUCKOB (Harpumep, Jlokansubiit auck (C:)).

[Tpumeuanue. Ecnu mpu 5TOM NOSBHUTCS peAynpexaeHne: «ITH (aIbl CKPBITBI», TO
HICJTKHUTE MBIIIBIO Ha KHOTKE OTOOpaXaTh COAEPKIUMOE STOW MaIKH.

B okne JlokanpHabii auck (C:) MIENTKHATE PABOM KHOIKOW MBIIIN Ha JTIOOOM CBOOOJTHOM
y4acTKe OKHa, BbIOEpUTE B KOHTEKCTHOM MeHI0 myHKT Coznath, Ilanky, BBequTe MM
NanKy, COBIAJalollee ¢ MMEHEM Balleil yueTHoM 3anucu (Hampumep, Userl) u Haxxmure
KJ1aBuIy Enter.

[IlenkHMUTE NMpaBOW KHOMKOM MBIIIN Ha 3HaYKe TOJIBKO YTO CO3aHHON MaNKH U BEIOEpUTE B
KOHTEKCTHOM MEHIO MyHKT OOImuii 10cTyn U 6€301acHOCTb.

B oTkprIBIIEMCS OKHE CBOMCTB MAaNKu yOeAUTECh, YTO Bbl HAXOUTECHh Ha BKIaake JlocTy.
B paznene O6muit goctyn u 6€30macHOCTb MoMeThTe (prakku OTKPBITH OOIIMNA JOCTYII K
3TOH manke u Pa3pemmts n3mMeHeHue GpaiaoB Mo CeTH, MOCHE YEro IIEIKHUTE MBIIIBIO Ha
kHonke OK.

BrInonHuTe 1BOMHON MIETYOK MBIIIBIO HA 3HAYKE CO3/JAHHON IAIKH.

B oTkpbIBIIEMCS OKHE MMANKW CO3/IaliTe TEKCTOBBIN (hailyl C UMEHEM, COBIAIAIOIIUM C
UMEHEeM Balllell yueTHoi 3anucu (Hanpumep, Userl).

OTtpenakTupyiTe CO3/1aHHbIN (aiisl, TOMECTHB TyJ]a HECKOJIbKO CTPOK TEKCTa, U
COXpaHMUTE U3MEHEHUs. 3aKpOITe BCE OKHA.

3aganue 5
1. Pabota ¢ o0muMu nankaMu B OJJHOPAHTOBOI ceTh

[Tonkmouenue k oOmei manke u paboTa ¢
ynajgeHHbIMU Qaitnamu B mento Ilyck Beioepute

nyHKT CeTeBoe OKpy>KeHHE.
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[Tpumeuanue. Eciin nynkt CereBoe okpykeHue B MeHIo [Iyck oTCyTCTBYET, TO

BbIOepuTE B HeM MyHKT [lanens ynpasnenus, Cetb

U IOAKIIFOUYCHUSA K HHTCpHCTy 1 B OTKPBIBHICMCA OKHC IICJIKHUTC MBIIIBIO HA CCHIIKC CereBoe
OKPY>KE€HHUE B JIEBOM YaCTH 3TOrO OKHA.

B oxne CereBoe OKpy>KE€HHUE OTHIILUTE SIPJIBIK OOILEH MalKy, CO3JaHHOI Ha KOMIIBIOTEPE
Balllero napTHepa (Hanpumep, spiblk nanku User2 Ha komnbrotepe Comp2) U OTKpOUTE 3Ty
HanKy.

[Tpumeuanue. Ecnu nckoMasi nanka B OKHE HE MOSIBUIIACH, TO MOI0XKIANUTE OJHY-/1BE MUHYTHI,

NEPUOANICCKHU
HaXXHUMasl Ha KJIaBUIITY F5. Ecnu aT0 He IIOMOTacT, a APJIBIKU MAIIOK, CO3JaHHBIX BaMH U JPYTHUMHU

YYaIUMUCS, UMEIOTCS B HAIMYUU, TO TTOMIPOCUTE Balllero NapTHEPA MPOBEPUTH MPABUIBLHOCTh
BBINIOJIHEHUS UM 3a1aHui 1

u?2.

Haiinure daiin, co3aanHblii BamuM napTaepoM (Hanpumep, daiin User2.txt). OTKpoiTe ero u
BHECUTE CBOU U3MEHEHUs, Iocie yero coxpanure ¢ain (knasumamu Ctrl+S), He 3akpbiBas
OKHa OTKPBITOTO (paiina u ob1eil namnku.

B mento Ilyck BeiOepuTe MyHKT BBITOIHUATS.

B otkpeiBmiemMcst okHe 3anyck nporpammsl BBeauTe komanay: FSMGMT.MSC u

LIEJIKHUTE MBIIIBIO HA KHOMKe OK.

B otkpriBiIeMcs okHe ocHAacTKH OO1Me Nanky BeIIOJIHUTE ABOWHOM 1IETUOK MBILIBIO Ha
nanke Ceancsl. [lepeiinute B manky OTKpBITbIE Qailiibl.

3aKpoiiTe BCE OTKPBIThIE OKHA U 3aBEPIINUTE PA0OTY C KOMIIBIOTEPOM.

[Ixasa u KpUTEPUH OLIEHUBAHUS KOHTPOJIbHBIX paboT

IlIka/1a oneHUBAHUSA Kpurepuu oueHnBaHus

«OMIAUYHOY OO6yuaromuiics r1yboKo U cOAepKaTeIbHO PACKPBIBAET TEMY
KOHTPOJIbHOW paboThI, HE TOMYCTUB OMUOOK. OTBET HOCUT
Pa3BEPHYTHIN M MCUEPIBIBAIOIIUN XapaAKTED.

«xXopouioy OOyuaromuiics B 11eJIOM PaCKpbIBaeT TEMY KOHTPOJIbHON
paboThl, OJTHAKO OTBET HE HOCUT Pa3BEPHYTOI0 M MCUEPIIBIBAIOIIETO
Xapakrepa.

«y00671emeoPUMenbHO» OOyuaromuiics B IIEJIOM PACKpBIBAET TEMY KOHTPOJIBHOM paObOTHI U

JAOIIYCKACT piaAjg HeTO‘-IHOCTeI\/'I, (I)parMeHTapHo PacCKpbIBACT
COACPIKAHUEC TCOPCTUICCKUX BOMIPOCOB WJIN UX PACKPBLIBACT
COACPIKATCIIbHO, HO JOITyCKasd 3HAUYUTCIIbHBIC

HETOYHOCTH.

«Heyoosremeopumenvroy | O0ydarouuiics He BageeT BBIOpaHHON TEMOI KOHTPOJIBbHON
paboTel. Tema KOHTPOJIbHOM paboThl HE pacKphITa

2.2 IIpomMe:kyTOYHAS aTTeCTALMUS
IIpumepHBbIe BONPOCHI K 3a4€Ty

Tema 1. Obwue ceedenust o cemesou uHppacmpykmype

1. Knaccuduxamnus 1 apXuTeKTypa BEIYUCIUTENbHBIX CETeH, TEXHUYECKOE,
MH(OpPMaLlMOHHOE U MPOrpaMMHOE 00eCieueHUe CeTel, CTPYKTypa U OpraHu3alus
GyHKIIMOHUPOBaHUS ceTell (IN100aNbHBIX, PErMOHANBHBIX, JOKAJIBHBIX).
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2. Cpenctsa nnoctpoenust JIBC, opranuzamnus ¢hyakuuonupoBanus JIBC. [Tpuunnbl n
YCIIOBUS Pa3BUTHS KOMIIBIOTEPHBIX ceTel. [IpenmyiecTa, oOecrieunBaeMble IPUMEHEHUEM
ceteil. Moienb B3auMOIEHCTBUS OTKPBITHIX cucTeM. CeMUypOBHEBAsl CHCTEMA MTPOTOKOJIOB.

Tema 2. Ungpopmayuonnas moodenv TCP/IP

3. IIpoTokoi, cTek MPOTOKOJIOB.

4. Mogemnu OSI-1SO, DoD, TCP/IP. Ctex TCP/IP, anpecarus. KaHanbHbIH ypOBEHB:
npotokoi ARP, ARP ¢ mpexncraButenem; CereBoii ypoBeHb: IP-mapuipytusanus (mpsimas,
KOCBEHHasl, TAOJIMIIbI MapUIPYTU3AIIH ).

5. Komannnerit uatepdeiic OC FreeBSD.

6. [Tonmutuka 6e3onacuoct OC FreeBSD.

7. CereBble YTHIIUTHI KOMAaHTHOM CTPOKH.

Tema 3. Cemesoe gzaumooeticmaue

8. IlpuBaTHBIC CETH.
9. IlpokcupoBanue.
10. BupryanbHble YaCTHBIE CETH.
11. Hactpoiika u ynpasienue OC FreeBSD ¢ koncomnu omneparopa.
12. ITepexBar ceteBbix nakeToB. CHuddep WareShark.
13. Hactpoiika mpokcu-cepsepa Squid.
Tema 4. Huzkoypoenesas obpabomka nakemos

14. bpanamayspsel. bpanamaysp NetFilter/IPTables. bpanamaysp IPFW.
15. Hactpoiika cuctemsl DNS.

Tema 5. Apxumexmypuvl UHDOPMAYUOHHBIX CUCTEM

16. CucreMbl perIuKauy U pe3epBUPOBAHHUS.

17. Monenu apXUTEKTYpbl KITUEHT-CEPBED.

18. CepBep 31EKTPOHHO MOYTHI.

19. IlnanupoBanue 3a7aHuil U pe3epBUPOBAHUE JTaHHBIX.

Tema 6. Cemesvie onepayuorRHble CUCnemMbl

20. CereBblIe OIIEpallnOHHBIE CUCTEMBI 1 OCOOCHHOCTH aIMUHUCTPUPOBAHHS B HUX.
21. CpaBnenne cereBbix OC.

Tema 7. AOmunucmpupoeanue 6 cemsx c onepayuonHvimu cucmemamu muna Windows

22. PazBepTriBanme u HacTpoiika Server Core.

23. BHeapeHue 1 HCII0JIb30BaHKE YIAJIEHHOTO a/IMUHUCTPUPOBAHUS CEPBEPA.
24. O630p AD DS.

25. PazBepThIBaHNe KOHTpoOJUIepoB foMeHa Windows Server.
26. O630p Azure AD.

27. Peanu3anus TpyNIoBOi MOJUTHKH.

28. O0630p cayx0b1 ceprudukanuu Active Directory.

29. Toma u (aiinoseie cucremsr B Windows Server.

30. Peanuzanust obmiero gocryna B Windows Server.

31. Buenpenue iSCSIL

32. Pa3BepThIBaHUE paclipe/ielIeHHON (haillIoBON CUCTEMBI.

Tema 8. Cnyswcovl kKamanoeos

33. Cory)OBI KaTaJIOTOB.
34. ADS wu eDirectory.
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35. Samba - cityk6a moctyma k pecypcam ceteit Microsoft.
Tema 9. Aomunucmpuposanue 6 cpede Unix/Linux

36. Y naneHHslii 10CTyI K cepBepy Linux.

37. qunarHoctuka cetu Linux. MOHUTOPHHT pECYPCOB CHCTEMBI.

38. IIpoBepka paboTocmnocodHOCTH cepBepoB. [IpocMoTp J10TOB.

39. CucremMHOE aIMHHICTPUPOBAHUE C MIOMOIIBIO0 CETEBBIX HHCTPYMEHTOB.

40. YrpaneHue y9€THBIMH 3aIHCSIMU TTOJTB30BATEIIEH U TIOCTYIIOM K pecypcam.

Tema 10. Cepsucol u ciyaicowbl UHGOPMAYUOHHBIX CUCEM

41. YcrpaHeHue HeucnpaBHOCTER. YUeT pecypcoB. Pennukanus JaHHBIX.
Kondurypuposanue n umeHoBaHUE. MOHUTOPHHT POU3BOJUTEIHHOCTH.

42. YupapneHue 6€30MaCHOCThIO. APXUTEKTYpa CHCTEM CETEBOTO aAMUHUCTPUPOBAHHMS.
43. ObnavHbIe BHIYUCIICHUS.

44, Beb-cepBep Apache.

Ilxana u KPUTCPUHU OLICHUBAHUA 3a4€Ta

IIxana Kpurepun onenuBanuns
OlLICHMBaHUS
«3aumeno» OneHka «3a4TeHO0» BBICTABIIAETCS CTYAEHTY, KOTOPBIN

- IIPOYHO YCBOWJI IIPEAYCMOTPEHHBIH  IPOIPAMMHBIN
Marepual;

- MPaBUJIBHO, APTYMEHTHPOBAHO OTBETHJI HA BCE BOMPOCHI, C
MPUBEACHUEM MPUMEPOB;

- TIOKa3aJl TIIyOOKHE CHCTEeMaTHU3UPOBAHHBIC 3HAHUS, BIAJICET
MpUEMaMU PACCYXACHUS M COMNOCTABIISIET MaTepual U3 Pa3HbIX
HMCTOYHHKOB: TEOPHUIO CBS3BIBAET C MPAKTUKOW, APYTUMHU TEMaMH
JTAHHOT'O Kypca, IPyTruX U3y4aeMbIX IIPEIMETOB

- 0€3 OIMOOK BHITIOJHUJ MPAKTUYECKOE 3aJaHNE.

«He 3a4meHoy OreHKa «He 3aU4TEHO» BBICTABISIETCS 00yUYaIOIEMYCsl, €CITU: OH
HE 3HACT OCHOBHBIX OIPEICNICHUM, HEMOCIEA0BaTeIeH U COMBUYMB B
M3II0’)KEHUU MaTepHana, He 00JiajjaeT onpeAeNIeHHOM CUCTEMOM 3HAHHIA
Mo AWCIHUIUIMHE, HE B TIOJIHOW Mepe BIaZeeT HEOOXOAUMBIMU
YMEHHSIMH M HaBBIKAMU IIPU BHITIOJHEHUH MPAKTUYECKUX 33JaHUi.
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