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1. Ileau 1 3a1a4M OCBOEHUSI ANCIHUILIMHBI
Llenb TUCIUIUTMHBI - OCBOCHHE O0YYaIOIUMUCST TCOPETHUYSCKUX M MPAKTUYCCKHX OCHOB
aJIMHUHHCTPUPOBAHUSA MH(POPMAIIMOHHBIX CHCTEM; CIOCOOOB YIpaBJICHHS WH(OPMAIMOHHBIMU
CCTAMMU.
3amaun JUCLUILIMHEL:
® [IOJIyYNTh 3HAHUSA OO0 OCHOBHBIX HAampaBJICHUAX PaOOTHI ATMHUHUCTPATOPOB
MH()OPMALIMOHHBIX CHCTEM;
[ I/I3y‘II/ITb OCHOBHBIC IIOHATHUA aI[MI/IHI/ICTpI/IPOBaHI/ISI I/IH(bOpMaL[I/IOHHLIX CHUCTEM,
CTPYKTypy OCHOBHBIX CJ'IY)K6 aI[MI/IHI/ICTpI/IpOBaHI/ISI; MOACIIN aI[MI/IHI/ICTpI/IpOBaHI/Iﬂ
CETHU U CcIoco0kI o0ecreuecHus 0€30I1aCHOCTH;
® HAayYUTHCS ONPEACIATH 3a/1a41 AJIMUHUCTPUPOBAHHUS )11 KOHKPETHOTO CITydasi;
® BBINOJHATH AHAIN3 BO3MOXKHBIX HAPYIICHUH HH(OPMAIIMOHHON 0€301MacCHOCTH;
® OCBOWTHh (DYHKIIMM aJIMHUHHCTPUPOBAHUS M YIPABJICHUS B WHGOPMAIMOHHBIX

CUCTEMaAX.

2. MecTo IMCHUIIMHBI B CTPYKTYpPe 00pa3oBaTe/IbHOM POrpaMMbl

JuctunnuHa «AJIMHUHUCTPUPOBAHUE H  OE30IACHOCTh KOMIIBIOTEPHBIX  CHCTEM)»
OTHOCHUTCSI K AUCIUIUIMHAM YacTH, (GOPMUPYEMON yJaCTHUKaMH 00pa30BaTelbHBIX OTHOILIECHUH,
onoka bl «/lucuumniaunsl (Mogynu)y» ydeOHoro 1uiana, corinacHo @I'OC BO st HanpaBieHUs

noaroToBku 38.03.05 buzHec-uHpopmaTHKa.



3. Ilnanupyembie pe3yJibTaThbl 00y4YeHMsI

Kox m HauMeHOBaHHe

KO/] H HAMMEHOBAHUE HHAUKATOPA JOCTHKCHUA KOMIICTCHIIMHA

IInanupyemble pe3yJbTaThl 00y4eHUs!

KOMIIETEHIIU U (NAK)

OIIK-4 Cmocoben mnonmmath | MOIIK-4.13HaTh: Buabl HWH(POPMANWW, NPHHIMWILL, METOABI U | 3HATH:

TPUHIIMITBI paboThl | mporpaMMHBIE CpeAcTBa ee cOopa, OOpadOTKM M aHamu3a s e  Buasl nuHpopManyu, NpUHIKITEL, METOABL U
UHGOPMAITUOHHBIX MH(OPMAITMOHHO-aHATUTUYCCKON MOISPKKK IPUHSATHUS YIIPABICHUSCKUX | IIPOrpaMMHBIE cpencTBa €€ cOopa, o0pabOTKU U
TEXHOJIOTH;  HCIIOJIb30BAaTh | pELICHUI aHanm3a Il WHOOPMAIMOHHO-aHATHTHICCKOM
uHpopmarmio, wmeroasl U | MOIIK-4.2 YMmers: ncnons30BaTh HHGOPMALIUIO, METOABI U IPOTPAMMHBIE | MOIACPIKKH NPUHSTHS YIPaBICHIECKAX PEIICHUN
nporpaMMHBIE  CpelicTBa ee | cpeicTBa ee cOopa, 00pabOTKM H aHanmu3a il HHOOPMAIMOHHO- o OcCHOBBI OM3HEC-OpUEHTHPOBAHHBIX
cbopa, 0OpaboTKM M aHaIM3a | AHATUTUYECKOM MOIAEPKKU NPUHSITHS YIPABICHICCKUX PELLICHUH. SI3BIKOB TIPOTPaMMHUPOBAHUS, MX TPEUMYIIECTBA,
TUISL uHpopmaronao- | MOIIK-4.3 Bnanets: HaBbIKaMH UCTIOJIb30BaHMS HH(POPMAIMK, METOJIOB U | HEIOCTATKH U 00JaCTH IPUMEHEHHS.
AHAJIMUTUYCCKOH  TIOJUICP)KKH | IPOrpaMMHBIX CPEICTB ee¢ cOopa, 00pabOTKM © aHanmmM3a JUid | YMeThb:

OPUHATHS ~ YNPaBICHYECKUX | HWHPOPMALUOHHO-aHATUTHYECKON TOAICPKKH e llcmonb3oBaTh WHAOOPMAILUIO, METOIBI U
pereHui MPUHATHS YIPABICHYECKUX PeIICHUN NporpaMMHBIE CpeIcTBa It cOopa, 00paboTKH U
IIK-4 Crocoben | UI1IK-4.1  3HaTh:  OCHOBBI  OW3HEC-OPHEHTHUPOBAHHBIX  S3BIKOB | aHAM3a JAHHBIX C IeNbl0  WHPOPMAIOHHO-
pa3pabaTeiBaTh TPWIOKEHUS | MPOrPAMMHUPOBAHHA C YYETOM HX INPEHMYIIECTB, HEJOCTATKOB, c(hep | aHATMTUYCCKOU MTOIIEPKKH HPUHSTHS

Ha OW3HEC-OPUEHTHPOBAHHBIX
A3bIKAX MPOTrPaMMHUPOBAHUS

[IPUMEHEHUS

UIIK-4.2 VYwmers: pa3pabaTeiBaTh
po(ecCHOoHaIbHOMN JeSITEeITbHOCTH
UIIK-4.3 BrnaneTh: HaBbIKAMH BbIOOpA ONTHMANBHBIX TEXHOJOTHH H
WHCTPYMEHTAJIBHBIX CPEICTB Pa3paboTKH OPUTMHAIIBHOTO MPUII0KEHUS

MNPpUKIIAAHBbIC TIPUIIOXKCHUA  JI

YIPABJICHYECKUX PELLICHUMN.

e PazpabaTbIBaTh MPUKIAIHBIE TPUIOKEHUS
U1 TpoecCHOHATBHOM IeSITeIbHOCTH.

Baangers:

e HamwikamMu ncnonb3oBaHus HHGOpPMAIIHY,
METOJIOB ¥  NPOrpaMMHBIX  CPEACTB  JUIA
UHQOPMAITHOHHO-aHATUTHYECKON HOJIJIEPIKKHU
MIPUHATHUS YIIPABIEHYECKUX PEIICHHM.

e HaBbikamu BbIOOpa ONTHMAaJIbHBIX
TEXHOJIOTMM W MHCTPYMEHTAIBHBIX CPEICTB IS
pa3pabOTKH OPUTHHAJIBHBIX MPUIOKEHHH.




4. CTpyKTYypAa U coAepKaHUe TUCIUIIUHBI (MOILYJIA)

4.1 O0beM IMCHUIIMHBI U BU/bI y4eOHOH padoThI

Buabl yueOHoli padoTsl

O0BeM B yacax

OO0miast TpyA0€MKOCTh AUCIIUTUIMHBI

108 (3 3a4eTHBIX eTMHHUIIBI)

oOyyJaromerocs

KoHnTtakTHas paboTa o0y4aronumxcs ¢ 10
npenojiaBaresieM (BCero)

AynuTopHas pabora (BCero), B TOM 4HCIE: 10
Jlekuuu 4
CeMuHapbl, IPaKTUYECKUE 3aHATUS 6
JlaboparopHbie pabOTHI

Bneaynuropnas padota (Bcero): 98
B TOM YHCIIE:

KOHCYJIbTAIIMS 110 AUCLHUIUINHE

CamocTtosTenbHas pabota o0yyaroumxcs (BCero) 98
Bun npomexxyTouHOM aTTecTauu 3auer




4.2 TemaTH4YecKH# IJIAH TUCIHUILIAHBI

HaumeHoBaHue pa3jiesioB U TeM C Buabl yueOHo# padoThl, BKJIKOYAS CAMOCTOSITEIbHYIO padoTy Komnerenuun
e 00Y4YAKIIHXCSl M TPYA0EMKOCTh (B 4acax)
M Bcer N3 Hux Camocrositesibia | KypcoBasi | KonTpoabHa
e 0 ayJUTOPHBIE s1 pabora padora s1 pabora
c 3aHATHS
T Jle | JIa6 | IIp
p KIl | Opa | aKT
UM | TOp | Mue
HbIe | CKHM
pad | e/ce
OTBHI | MH
Hap
CKH
e
3aH
SATH
i
Tema 1. O6mme  cBemeHHS O 4 12 2 2 8 OIIK-4, IIK-4
CETEeBOI HHPPACTPYKTYpe
Tema 2.  WudopmamuoHHas 4 12 2 2 8 OIIK-4, I1K-4
moxens TCP/IP
Tema3.  CereBoe 4 12 2 10 OIIK-4, IIK-4
B3aNMOACUCTBUC
Tema4.  HuskoypoBHeBas 4 12 12 OIIK-4, I1K-4
00paboTKa MaKeToB
Tema 5. ApPXUTEKTYpBI 4 10 10 OIIK-4, IIK-4
MH(POPMALMOHHBIX CHCTEM
Tewma 6. CereBble omnepanuoHHble | 4 10 10 OIIK-4, TIK-4
CHCTEMBbI
Tema 7. AnmuHuCcTpUpOBaHue B | 4 10 10 OIIK-4, IIK-4
CeTSIX C OMNEpalMOHHBIMH CHCTEMaMH
tuna Windows
Tema 8.  CiryxObl KaTaJaoros 4 10 10 OIIK-4, TIK-4




Tema 9.  AJIMUHHCTpUpOBaHHE B 10 10 OIIK-4, TIK-4
cpene Unix/Linux
Tema 10. CepBucbl ¥ CIyKOBI 10 10 OIIK-4, I1K-4
UHGOPMALMOHHBIX CUCTEM
108 98

Hroro




4.3 Conepxanue IMCHUILIHHBI
Tema 1. OO01mme cBeeHUs 0 ceTeBOil HHPpPacTpPyKType

Knaccubukanus u  apXuTeKTypa  BBIYUCIMUTEIBHBIX  CeTEH,  TEXHUYECKOE,
UHPOPMALIMOHHOE W TPOrpaMMHOE OO0ECleYeHUue CeTei, CTPyKTypa M OpraHu3anus
(GyHKIMOHUPOBAaHUS ceTeil (IIo0aNbHBIX, PETHOHAIBHBIX, JOKaJIbHBIX). CpeacTBa MOCTPOCHUS
JIBC, opranuzanust ¢pynkimonupoBanus JIBC. [IpudyuHbl U yCIIOBHs pa3BUTHS KOMITBIOTEPHBIX
cerei. IlpemmymiectBa, obOecrneunBacMble NpPUMEHEHHUEM ceTeld. Mojenb B3auMOJACHCTBUS
OTKpBITBHIX cucTeM. CeMuypoBHEBasi CUCTEMA IIPOTOKOJIOB.
Tema 2. Nudopmanuonnas mogear TCP/IP

ITpoToko, crek mpoTokonoB. Moaenu OSI-1SO, DoD, TCP/IP. Crek TCP/IP, agpecanus.
Kananeubiii ypoBenb: mnpotokosl ARP, ARP c¢ npencraButenem; CereBoil ypoBeHb: [P-
MapupyTusanus (npsmasi, KOCBEHHas!, Ta0IMIIbl MapUIPYTH3aLUH ).
Tema 3. CereBoe B3aumoeiicTBue

[IpuBatHbie ceTu: nauana3oHsl anpecoB, wmackapaguur: NAT, NAPT, NAT-T.
[TpokcupoBanue: HTTP, FTP, Mapping, HTTPs, Socks. Buptyanbusie uactHsie cetu VPN:
NPUHUUIIBI  MHKANCcymsiquu W nocrpoenuss ceru, PPPoE L2TP [IPIP PPTP, IPSEC.
Mapmpytuzanusi: Onion routing, TOR, Garlic Routing, 12P; Apxurektypa, BO3MOXHOCTH H
IIPABOBBIE BOIIPOCHI.
Tema 4. HuskoypoBHeBasi 00padoTKa MaKkeToB

[Ipouenypsl 00pabOTKM MaKeTOB B fAApe OMNEPAMOHHONW CHCTEMBI; CTPYKTypa U
B3aMMO/ieiicTBre KOMIOHEHTOB B HOTaluu Linux u FreeBSD. [1pasuiia punbrparyu u o0padboTku
nakeroB B Iptables u IPFW; Tabnuuel npaBun, cratuueckue M JMHAMUYECKHE IPaBUIIA,
nonacuctembl NAT. [Ipumeps! yrpo3 U METOOB UX MPEIOTBPAIICHHS CPEACTBAMU OpaHaMaydpa.
Tema S. ApXHUTEKTYpPbI HHPOPMALMOHHBIX CHCTEM

ApXuTeKTypa KIUEHT-CEPBEP: DBOJIOIUS apXUTEKTYpbl, 0a3bl JaHHBIX, KIACCHI
NPWIOKEHUHN, TPEX3BEHHAs AapXUTEKTypa. ApPXMTEKTypa IPOMEXYTOYHOI'O MMPOrpPaMMHOTO
oOecrieyeHHs.  YAaJeHHbIM  BBI3OB  mporenyp. HTepHeT, HWHTpaHeT, AKCTpPAaHET,
JeMUJIUTAapU30BaHHas 30Ha. DopmaTbl W MPEACTABICHHE JIaHHBIX, METOIbl PE3EPBUPOBAHUS,
PEIUITMLIMPOBAHUS U TUPAKUPOBAHUS.
Tema 6. CeTteBble onepanoOHHbIE CHCTEMbI

CeteBble OIEpALlMOHHBIE CHUCTEMBI M OCOOCHHOCTM AJMHUHUCTPUPOBAHHUA B HHX.
Cpasnenue cereBbix OC.
Tema 7. AIMHUHUCTPHPOBAHHE B CETAX C ONEPALMOHHBIMU cucTeMamMu Tuna Windows

Pa3BepreiBanne u Hactpoiika Server Core. BHeapeHue M UCHOIB30BaHUE YTAIEHHOIO

aaMuHUCTpupoBanus cepsepa. O630p AD DS. Pa3eptriBanue koHTposuiepoB fomeHa Windows
9



Server. O630p Azure AD. Peanuzarus rpynmnoBoil momutukd. O030p Ciyxk0bl cepTHhHUKAITTN
Active Directory. Toma u ¢aitnossie cucremsl B Windows Server. Peanuzanus oduiero nfocrymna
B Windows Server. Buenpenue iSCSI. Pa3zBepTeiBanue pacupeeneHHON (paiaoBOil CHCTEMBI.
Tema 8. Cayx0bl KaTaJ0roB

daiisel yrpasieHus nosib3osaresssmu, JJomen WINNT, Network Information Service NIS,
NIS++, X.500, LDAP, Novell Directory Service, Active Directory Servise.
Tema 9. Anvmunucrpuposanue B cpeae Unix/Linux

VY nanennsnii goctyn K cepBepy Linux. lnarnoctuka cetu Linux. MOHUTOPUHT pecypcoB
cuctembl. [IpoBepka pabotocmocobHocTH cepBepoB. [Ipocmorp soroB. CucremtHoe
aJIMUHUCTPUPOBAHNUE C TIOMOIIBIO CETEBBIX MWHCTPYMEHTOB. YTPaBJICHHUE YUETHBIMHU 3aIHUCIMU
I10JIb30BATENEN U JOCTYIIOM K PECYpCaM.
Tema 10. CepBucshl u ¢J1yK0bl HHPOPMAIMOHHBIX CHCTEM

Ycrpanenue HEHUCIIPABHOCTEH. VYuer pecypcos. Peruukanus JTAaHHBIX.
KondurypupoBanne u uMeHOBaHHE. MOHUTOPHHT MPOU3BOAUTEIHLHOCTH. YTIpaBJICHUE

0€30MacHOCTBI0. APXUTEKTypa CUCTEM CETEBOTO aIMUHUCTPUPOBAHUSI.

4.4. llpakTH4yeckas NOAroTOBKA

[IpakTrueckass MOATOTOBKA peaTu3yeTCs MyTEeM NPOBEICHUS] MPAKTUUYECKUX 3aHSITHUH,
MpPEeAYyCMaTPUBAIOIINX ydacThe OOYyYarolIMXCsl B BBIMOJHEHUU OTJIEIBHBIX AJIEMEHTOB paldoT,
CBSI3aHHBIX ¢ OyayIIeil mpodeccuoHaNbHON ACSITETbHOCTHIO.

O6beM 3aHaTuii B hopMe MPaKTUIECKON OJTOTOBKU COCTaBIseT 6 4acoB.

5. YueOHO-MeTOAUYECKOE, MHPOPMALMOHHOE M MATEPHUATLHO-TEXHUYECKOE
odecnevyeHne JUCHUILIUHBI

5.1 OcHoBHas JauTEpPaTypa

1. Keii, O. AnmunuctpupoBanue Windows Server 2022 / 3. Keit, . Dunepcon. — M.:
JIMK Ilpecc, 2022. — 560 c.

2. Kepn, Y. UNIX u Linux. PykoBoacTBo cuctemuoro aqmuauctparopa / Y. Kepn, M.
JlxoHc. — 5-e u3a. — M.: Anpniuna [Tabaumep, 2020. — 1024 c.

3. Mexep, [Ix. OcHoBBI HHPOpMaLIMOHHOM Oe3omacHocTH / [Ix. Mexep, b. Meiiep. — 3-e
u3n. — M.: Undpa-M, 2021. — 448 c.

4. Touenbaym, J. C. Komnwtotepusie cetu / 3. C. Trnendaym, . JIx. Yazepomn. — 5-e
uzn. — CII6.: [Turep, 2021. — 928 c.

5.2 lonmosiHuTeIbHAS JIUTEPATYPA

1. Bomuxos, C. B. AnmunuctpupoBanue ceteil Ha ocHoBe Windows u Unix / C. B.
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Bonukos. — CII6.: JIans, 2021. — 368 c.

2. CrapoBoiitoB, A. C. CeTeBble ONEepallMOHHbIE CUCTEMBI U UX aJIMUHUCTPHUPOBAHHUE!
yuebnuk / A. C. CrapoBoiitoB. — M.: FOpaiir, 2021. — 416 c.

3. Kysnenos, E. H. UndopmannonHas 6e30macHOCTb: METOJIbI U TEXHOJIOTHH 3alllUThI
nanubix / E. H. Ky3nenos. — M.: [Ipocnekr, 2020. — 296 c.

4. boiiko, JI. C. Cerebie mpoTokomsl u uHPpactpykrypa TCP/IP / 1. C. boiiko. — CII6.:
[Tutep, 2020. — 352 c.

5. Anekcannpos, B. 1. CereBblie ciyObI U CHCTEMBI: Teopus U npaktuka / B. .
AunexcannpoB. — M.: Akagemus, 2021. — 384 c.

5.3 lIpodeccuonanbHble 6a3bl JAHHBIX 1 HH(POPMAINMOHHBIE CIIPABOYHBbIE CHCTEMbI

1. https://elibrary.ru - Hayumnas osnextponHas OuOmmoreka eLIBRARY.RU (pecypcsl
OTKPBITOTO JJOCTYTIA)

2. https://www.rsl.ru - Poccutickas ['ocymapctBenHass bubnnoreka (pecypchl OTKPBITOTO
JIOCTYTIA)

3. https://link.springer.com - MexayHapoaHas pedeparuBHas 0a3a JaHHBIX HAayYHBIX
uznanuit Springerlink (pecypchl OTKpBITOrO JOCTYyTA)

4. https://zbmath.org - Mexaynapoanas pedeparuBHas 0a3a JaHHBIX HAay4YHBIX W3aHUI

zbMATH (pecypchbl OTKpPBITOTO 10CTYIIA)

5.4 MarepuajbHO-TeXHHYECKO€E U MPOrPaMMHOe odecrieyeHue (JHIeH3NOHHOEe U CBOOOTHO

pacnpocTpaHsieMoe)
HaumenoBanue HaumenoBaHue OcHalleHHOCTH Ilepeuennb
AUCHMITUHBI crenuaIbHbIX crenuaJIbHbIX JIMI[€H3MOHHOT O
(MonyJifi), MPAKTHUK NOMeLIeHUil U NOMeLIeHUi U MPOrpamMMHOro
B COOTBETCTBHU C | MOMeIeHUI As noMeleHuil 115 o0ecrieveHmus.
Y4eOHBIM IIAHOM CaMOCTOATEIbHO CaMOCTOSITEIbHOM
i padoThl padoThl
b1.B.04 Kabuner VYueOHbIe MecTa, Microsoft Windows
AJMHHUCTPUPOBaHH | WH(POPMAIIMOHHON | 000pyIOBaHHEIE XP Professional
e ¥ 0€e30macHOCTh 0€301acHOCTH 0J104HOM MeOEBIO, Microsoft Office
KOMITBIOTEPHBIX KOMIIBIOTEpPaMH C 2010
cHCTEM BBIXOJIOM B CETh Kaspersky Endpoint
UHTEpPHET, pabouee Jutst On3Heca
mecto npenoaasarens B | Koncynsrantllmoc
COCTaBe CTOJI, CTYII, AdobeReader
TyMm0a, KOMIBIOTEP Cisco WebEx
MPEIOJaBaTEINs C Nudopmanmnonno-
BBIXOJIOM B CETh KOMMYHHKAITIOHHAS
MHTEPHET, 3KPaH, mwiardopma
MYJIbTUMEIUMHBIN «Chepym»
MIPOEKTOP, TEIIEBU30P,
TEMaTU4YeCKHe CTEeH/IB,
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https://www.webex-russia.ru/

MPE3EHTaLlMOHHBIN

Marepua
Aynuropus s Y4eOHble MecTa,
CaMOCTOSATENIFHON | 000pyJIOBaHHEIE
paboThI 01109HOI MeOenbio,

KOMITBIOTEpPaMH C
BBIXOJIOM B CETh
HUHTEPHET,
MHOTO()YHKIIHOHAJIEHOE
YCTPOMCTBO

6. MCTOI{H‘IECKHe YKazaHuda OJast oﬁyqalomnxm 10 0OCBOCHMUIO JUCHUITIJIMHDBI

6.1 3aHsATHSA JIEKHHMOHHOTO M CEMMHAPCKOro (IPAKTHYeCKOr0) TUIIOB

Meroanueckue ykazaHus Ui 3aHATUN JIEKIIMOHHOIO TUIA. B X0/1€ JIGKIMOHHBIX 3aHATUI
oOyuyaromiemycss HEOOXOJUMO BECTH KOHCIEKTHpPOBaHME Yy4yeOHOro marepuaia, obOpaliaTh
BHUMaHME Ha KaTeropuu, GOpMyJINPOBKH, PACKPHIBAIOLINE COACP)KaHUE TEX WM UHBIX SBJICHUN
U IIpOLIECCOB, Hay4yHbIE BBIBOJBI M IpaKTHUecKWe pexkomeHaauuu. HeoOxonumo 3anaBaTh
IIPENOIABATENI0 YTOYHSIOIIKME BOIPOCHI C LEJIBI0 YICHEHUS TEOPETUYECKUX II0JIOKECHUH,
pa3pelleHus CIIOPHBIX CUTYaLUi.

IenecooOpa3Ho nopabaTbiBaTh CBOW KOHCIIEKT JICKLMH, Jejias B HEM COOTBETCTBYIOIUE
3allMCU U3 OCHOBHOM M JIOIIOJIHUTEIIBHOM JINTEPATypbl, PEKOMEHIOBAHHON IPENOJABATEIIEM H
IpelyCMOTPEHHOHN y4eOHOH MporpaMMon AUCIUITINHBI.

Mertoauueckue yKa3aHHMs IS 3aHATHM  CEMMHApCKOro (IPakTUYEeCKOro) THIIA.
[TpakTudeckue 3aHATHS MO3BOJIAIOT Pa3BUBaTh y OOYYaroOIIErocsi TBOPUYECKOE TEOPETUUECKOE
MBIIUICHHE, YMEHHE CaMOCTOSITENIbHO HM3y4aThb JINTEPATypy, aHAIM3UPOBATh IPAKTHUKY; ydaT
YeTKO (POpMYIMpOBaTh MBIC/Ib, BECTH JIUCKYCCHIO, TO €CThb MMEIOT HCKIIOUUTEIBHO Ba)XKHOE
3HAQYECHUE B PA3BUTUU CAMOCTOSTEIBHOIO MBIIUICHHUS.

ITogroroBka K IpakTHYECKOMY 3aHATHIO BKIOYaeT JABa drana. Ha mepBoM srame
oOyyaromuiicss IUIaHUPYET CBOIO CAMOCTOATEIbHYIO padoOTy, KOTOpas BKIIIOUAET: YsSCHEHUE
3a/laHusl Ha CaMOCTOATEIbHYI0 paboTy; MoJ00p OCHOBHOM M JOIMOJIHUTENBHOM JIUTEPaTyphl;
COCTaBJIEeHHE IUIaHa paboOThl, B KOTOPOM ONPENENISIOTCS OCHOBHBIE MYHKTHI MpPEICTOSIIEN
noarotoBku. CocTapieHue IUIaHa JAUCHUILUTMHUPYET U MOBBIIIAET OPraHU30BaHHOCTH B paborTe.
Bropoil sTan BKIIOYaET HENOCPEACTBEHHYIO IOATOTOBKY K 3aHATHIO, KOTOpas HAYMHACTCS C
M3YYEHUS OCHOBHOH M JIOMOJHUTENbHOU IuTepaTyphl. Oco00oe BHUMaHUE MIPH 3TOM HEOOXOAUMO

00paTUTh Ha COJIEP)KAHNE OCHOBHBIX TOJIOKEHUW W BBIBOJOB, OOBSICHEHHE SIBICHUN U (PAKTOB,
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YSICHEHHE MPAaKTHYECKOr0 MPHIIOKEHUS paccMaTpUBAEMBIX TEOPETHYECKUX BONMpOCOB. Jlamee
cleayeT MOJrOTOBUTh TE€3UCHI JUIsl BHICTYIUICHHH 1O BCEM y4e€OHBIM BOIPOCAM, BBIHOCHMBIM Ha
MPaKTUYECKOE 3aHSATUE WM 10 TeME, BBIHECEHHON Ha JUCKYCCHIO (KPYIJIBIA CTOJI), IPOyMaTh
MPUMEPHI C LIEIbI0 00eCIeYeHUs TECHOM CBS3U U3Y4aeMOM TEMBI C pealibHOM KU3HBI0. ['0TOBSICH
K JIOKJIa1y WM BBICTYIUICHUIO B paMKaxX HHTEPAKTUBHON (POPMBI (TUCKYCCUSL, KPYTIIBIHA CTOM), IPU

HEOOXOIMMOCTH cIeayer O6paTI/ITbCSI 3a [MIOMOLIBIO K IMPpETIoaaBaTeCIIro.

6.2. CamocTosiTeqiIbHAs padoTa CTYJI€HTOB

CamocrosrenbHas paboTa CTyJCHTOB MPEIYCMOTPEHA YU€OHBIM IJIAHOM I10 AUCIUIIINHE
B o0beme 98 uacoB. CamocrosTenbHas paboTa peaqu3yercss B paMKax MpOrpaMMbl OCBOCHUS
JVCIATUTHHBI B CIISYIONINX (hopMax:

- paboTa ¢ KOHCIIEKTOM 3aHATHs (00paboOTKa TEKCTa);

- MPOpabOTKa TEMATUKN CAMOCTOSTEILHON paOOTHI;

- HAIMCaHUE KOHTPOJIBHOU paboThI;

- nouck uHpopmaun B cetu «MHTepHET» U TUTEpaType;

- BBITNIOJIHEHUE UHUBUIYaIbHBIX 33 JaHHIA;

- MOJITOTOBKA K C/Iaue 3aueTa.

CamocTosiTenbHast paboTa IPOBOJUTCS C LIEIBIO:

- CUCTEMATHU3allH U 3aKPEIUICHUS TOJyYCHHBIX TEOPETUYCCKUX 3HAHUN U TPAKTHYCCKUX
YMEHUH 00y4aronuxcs;

- yOIIyOJICHHsI U paCIIMPEHUS TEOPETUUCCKUX 3HAHUH CTY/ICHTOB;

- (dopMHpOBaHHS YMEHHU KCIIOIb30BaTh HOPMATHBHYIO, MPABOBYIO, CIIPaBOYHYIO
JOKYMEHTAIUIO, YIeOHYIO U CIICIIUAIIBHYIO JIUTEPATYPY;

- pa3BUTHS TO3HABATEIBHBIX CIIOCOOHOCTEH M aKTUBHOCTU OOYYAFOLIMXCS: TBOPYECKOM
WHHIMATUBBI, CaMOCTOSTEIBHOCTH, OTBETCTBEHHOCTH, OpPraHW30BaHHOCTH; (OpMHUpPOBaHUE
CaMOCTOSITEIbHOCTH MBIIUICHUS, CIIOCOOHOCTEH K CaMOPa3BUTHIO, COBEPIICHCTBOBAHHUIO U
caMOOpTaHU3aINH;

- Pa3BUTHIO UCCIIEIOBATEIILCKUX YMEHUH CTYICHTOB.

TexHomorust OpraHM3allMM  CaMOCTOATENFHONH palbOThl  OOYdYarOIIMXCS — BKIIIOYAET
UCIIOJIb30BaHUEe HMH(MOPMAIMOHHBIX W MaTepUAbHO-TEXHUYECKUX PECypcoB: OHONMOTEKa C
YUTAIBLHBIM 3aJI0M, KOMITBIOTEPHBIC KJIACCHI C BO3MOXKHOCTBIO paboThl B IHTEpHET, ayIuTOpUH
JUISL CAMOCTOSITETIBHOM PabOTHI.

[lepen BBHIMOTHEHHWEM OOYYAIOIIUMHKCS BHEAYIUTOPHOW CaMOCTOSTENLHONW PabOTHI
npernoaaBaTeb MPOBOIUT KOHCYJIbTUPOBAHUE 1O BBIMNOJIHEHHIO 3aJaHHs, KOTOPBIH BKIIIOYAET
Hedb 3aJaHusl, €ro COJCPXKAHUS, CPOKU BBHIMOJHEHHUS, OPUCHTUPOBOYHBIH 00BEM pPabOTHI,

OCHOBHBIC Tpe6OBaHI/I$I K pe3yjibTaTaM pa60TBI, KpUTCPHUU OLICHKU.
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CamocrodarenbHas paboTa MOXKET OCYILECTBIIATHCS MHIAMBHUIYalbHO WM IpyNIaMH
00y4aromuxcst B 3aBUCUMOCTH OT LENH, 00BbEMa, KOHKPETHOW TEMaTHKH CaMOCTOSTENbHOU
paboThI, yPOBHS CIIOKHOCTH, YPOBHS YMEHHI 00yUYarOIIUXCSL.

KonTposns camocTosTenbHON paboThl CTyI€HTOB IIPEAYCMATPUBAET:

-COOTHECEHUE CO/IEPKaHUS KOHTPOJIA C LEIsIMH 00yUueHuMs;

-00bEKTUBHOCTb KOHTPOJIS;

-BAINJHOCTh  KOHTPOJII (COOTBETCTBUE MPEABSBIAEMBbIX 3aJaHUMl  TOMY, 4YTO
IPEIOoIaraeTcsi IpOBEPUTH);

-nuddepeHIuannio KOHTPOIbHO-U3MEPUTEIIbHBIX MaTEPUAIIOB.

@DopMBbI KOHTPOJISI CAMOCTOSATENBHON PabOTHI:

-IIPOCMOTP U IIPOBEPKA BBINOJIHEHHSI CAMOCTOSATENBHON PabOTHI IPENO1aBaATENEM;

-OpraHu3anus caMOIIpOBEPKH, B3aUMOIIPOBEPKH BBITIOJIHEHHOTO 3alaHUs B TPYIIIIE;

-00Cy)XJICHHE PE3yJIbTaTOB BHINOJIHEHHONW PabOThl Ha 3aHATUH;

-IPOBEICHNE MUCBMEHHOIO ONPOCa;

-IPOBEICHUE YCTHOI'O OIpPOCa; OpraHu3aluusi U I[POBEIEHUE HWHAMBHUAYAIbHOIO
cobece]0BaHuS;

-OpraHu3anusda U IpOBCIACHHUC CO6€C€I[OB3HI/I$[ C prHHOﬁ.

7. MeToauueckue PEKOMECHIAIINA 110 oﬁyqumo JUII ¢ OrPpAaHHYCHHBIMHA

BO3MOKHOCTHAMH 310POBbS H HHBAJIUA0B

OO0y4eHue no JUCHUILIMHE 00YYaIOIIUXCsl C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 37J0POBbSI
(maee — OB3) ocymiecTBisieTcss C y4eTOM OCOOEHHOCTEM MCUXO(PHU3MUECKOro pPa3BUTHSA,
WH/IMBUYaJIbHBIX BO3MOKHOCTEN M COCTOSIHUS 3/I0POBbsI TAKUX O0YUaIOIIHUXCS.

Conepxanne oOpa3oBaHMsI M YCIIOBUS OpraHu3anuu oOydenwus, oOydaronmmxcs ¢ OB3
OTIPENIeNAIOTCS aIalTHPOBAHHONW 00pa30BaTENFHONW TPOTPAMMOM, a IS MHBAJIHIOB TaKKe B
COOTBETCTBUM C UHAMBUAYAILHOW MPOrpaMMOil peabmiinTaluy HHBAIUAA.

OcBoenne aucuuIUIMHBL oOyuarommmmucs ¢ OB3 Moxer ObITh OpraHM30BaHO Kak
COBMECTHO C JpPYTUMH OOyYaroIMMHUCS, TaK M B OTIENbHBIX rpymmax. [Ipenmomaratorcs
CHelHalIbHbIe YCIIOBUS AJIs oJyuyeHus: oOpa3zoBaHus oodyqatomumucs ¢ OB3.

ITpodeccopcko-nienarornyeckuif cocTaB 3HaKOMHUTCSA € ICHUXO0JIOT0-(PU3HOIOTHIECKUMU
ocoOeHHOCTIMH O0ydaromuxcs WHBaMUA0B U jun ¢ OB3, MHIMBUAYaTbHBIMU MPOTpaMMaMHU
peaduIuTalli UHBAJIUAOB (MIPY HATUYUH).

B kypce mpenmonaraeTcst MCIIOJIb30BaTh CONMAIBHO-aKTUBHBIC U PEQIIEKCUBHBIC METOIBI
00y4YeHHsI, TEXHOJOTMH COLMOKYJIbTYpHOH peaOuiauTaluu ¢ LeJdbl0 OKa3aHUs IOMOIIM B

YCTAHOBJICHUU MOJIHOLCHHBIX MCKIIMYHOCTHBIX OTHOIIIEHHUH C APyruMu CTyaC€HTaMu, CO30aHUN
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KOM(OPTHOTO TICHXOJOTMYECKOT0 KJIMMaTa B cTyAeHYeckoi rpymme. [lombop m paspaboTka
y4eOHBIX MaTepUalOB IMPOU3BOMATCS C YYETOM IMPEAOCTABJICHUS MaTepHalia B Pa3IMYHBIX
dbopMax: ayqualbHOHN, BU3YAIbHOH, C UCIIOJIB30BAHUEM CIEIUAIBHBIX TEXHUYECKHX CPEJICTB H
MH(OPMALIMOHHBIX CUCTEM.

OcBoenne nucuuiuinHbl JunamMu ¢ OB3 ocymecTBisieTcs ¢ MCHOIb30BaHUEM CPEICTB
oOydeHuss OOIIEr0 W CHEMUAIBHOTO Ha3HaueHUs (MEePCOHANTBHOTO H  KOJUICKTUBHOTO
UCIIONIb30BaHMs1). MaTepuanbHO-TEXHUYECKOE 00eCrieueHre MpeayCMaTpUBaeT PUCIIOCOOICHNE
ayauTopuil kK Hyxxaam aui ¢ OB3.

dopma npoBeACHUS aTTECTAllMK ISl CTYACHTOB-UHBAINI0B YCTaHABIMBACTCS C YYETOM
WHAUBUIYAIBHBIX TIcUXopu3nueckux ocodbennocrei. [l crynenroB ¢ OB3 mpemycmarpuBaeTcst
JIocTymHast popma nmpeaoCTaBICHHs 3aIaHUN KaK OIEHOYHBIX CPEJCTB, 8 UMEHHO:

— B [IEYaTHOMW WJIM AJIEKTPOHHOU (hopMme (ISl JIUIl ¢ HAPYIIEHUSIMU OTIOPHO-/IBUTaTEILHOTO
amnmapara);
— B TMeyaTHOW QopMe WM DJIIEKTPOHHON (opMe C yBEIUYEHHBIM MIPUPTOM H

KOHTPACTHOCTBIO (TSI JIUI] ¢ HAPYIICHUSIMH CITyXa, PEUd, 3pCHHUS);

— METOJIOM YTCHHSI aCCUCTEHTOM 3aJIaHUs BCIYX (IJIS JIUI] C HAPYIICHUSIMH 3PEHUS).

CryneHTaM C HMHBIUMIHOCTHIO YBEIMYMBACTCS BPEMs Ha TIOJTOTOBKY OTBETOB Ha
KOHTPOJIbHBIE BOMPOCHL. [l TakuX CTYAEHTOB TMpeaycMaTpuUBaeTcs JAOCTymHas ¢opma
MPEIOCTaBICHUSI OTBETOB Ha 33/I1aHUS, 3 HMEHHO:

- MUCHhMEHHO Ha Oymare miu HabOpOM OTBETOB Ha KOMITBIOTEpE (JIJIs JIHI] C HAPYIICHUSIMU
ciIyXa, peun);

- BBEIOOPOM OTBETa M3 BO3MOXKHBIX BAPHAHTOB C MCIIOIH30BAHUEM YCIYT aCCUCTEHTA (IS
JIUI] ¢ HAPYIICHUSIME OMTOPHO-/IBUTATEIILHOTO aIlapara);

- YCTHO (711 JTUI[ C HAPYIIEHUSIMU 3PEHHUSI, OTIOPHO-IBUTATEIHLHOTO arnapara).

- npy HEOOXOAMMOCTH IJisi OOYYArOIIMXCS C WHBAJIMAHOCTBIO MpOleaypa OILICHUBAHUS

PE3yJIbTaTOB O6y‘{CHHH MOZKET IMTPOBOAUTHCA B HCCKOJIBKO JTAIlOB.
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[Tpunoxenue 1

DoH/ OLICHOYHBIX CPEICTB
MJIS TEKYLIero KOHTPOJISA ¥ IPOMEXKYTOYHOM aTTecTaluu
MPHU U3YYEHUH TUCHMILIMHBI
b1.B.04 AxMuHUCTPUPOBaHUE U 0€30IIACHOCTH KOMIIBIOTEPHBIX CHCTEM

Mocksa 2024
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1. ITacnopTt oHIa OLIEHOYHBIX CPECTB

OPHUEHTUPOBAHHBIX SA3BIKAX
IIPOrpaMMHUPOBAHHUS

HOPOrPaMMHUPOBAHUSI € y4eTOM  HX
NPEUMYIIECTB,  HEJOCTAaTKOB,  cdep

NPUMEHEHUS
UIIK-4.2 YmMmeTs: pa3pabaTeIBaTh
IIPUKJIATHBIC IIPUIIOKCHUA JJIsA

po(heCCUOHAIBHOM JIeATENbHOCTH
NIIK-4.3 Baners: HaBBIKaMH BEIOOpa

ONTHMAJTbHBIX TEXHOJIOTHI U
HHCTPYMEHTAJIBHBIX CPEICTB
pa3pabOTKH OPUTHHATILHOTO

HPUITOKEHUSI

Koa u HaumenoBanue NHaukaTop 10CTHKEHHSI HaumenoBanue
KOMIIETEHIIUH KOMIIETEHIIMH OLIEHOYHOI'0
cpeacTBa
OIIK-4 CriocobeH moHuMaTh WOIIK-4.13nate: Buabl uHboOpManuy, | Texymuit
MIPUHLIMIIBI pa60TbI IIPUHOMUIIBI, METOJAbI W IIPOTrpPpaMMHBIC KOHTpO.HB:
MH(OPMALIMOHHBIX TEXHOIOTHIA; cpenctsa ee cbopa, obpaboTknm U TeCTOBOE
aHanmM3a JUIst UH(pOPMAIIMOHHO-
UCTIOJB30BaTh HH()OPMAITHIO, <
aHAJTUTUICCKOW TIOMIEPKKH TPUHATHA | 3aAaHUC,
METO/JIbI ¥ IPOTPAMMHBIE CPE/ICTBA VIIPABICHUECKAX PENICHHI KOHTDOIbHAA
ee cbopa, 00pabOTKH 1 aHATH3a HUOIIK-4.2  VYMerh:  HCIOIL30BATh paboTa
JUTsl “H(OPMAITMOHHO- UHGOPMAITUIO, METOJIBI U TPOTPAMMHEIC
aHAJTUTUICCKOH TTOICPIKKH cpenctBa ee cObopa, oOpaboTkm U
MIPUHATHUS YIIPABIEHIECKIX aHajinsa AT MH(OPMALOHHO-
permeHit AHATMTHYECKOH TMOJUICPHKKH  IPUHATHS
YIPaBIICHYECKUX PEIICHU.
HNOIIK-4.3 Bmanets: HaBBIKAMH
WCIOJIb30BaHMsI MH(POPMAIIMY, METOJOB
U TMPOrPaMMHBEIX CpEICTB ee cOopa,
00paboTku " aHanmm3a TUTS
WHPOPMAITMOHHO-aHATUTHYECKON TpoMexyTouHas
MOIICPKKA ]
NPUHATVS yNpaBEeHYEeCKNX aTTecTanms:
peLLeHni adet
I1K-4 CnocobGeHn pa3padaTbIBaTh UIIK-4.1 3nHath: OCHOBBI OH3HEC-
MIPUJIOKEHUS Ha 6I/I3HeC' OPUCHTUPOBAHHBIX S3BIKOB

Oranel (opMupoBaHusi koMmmeTeHIM B mpouecce ocBoeHus OOII mpsiMo cBsi3aHbl C

MECTOM JUCUMIUIMH B oOpa3oBaTenbHOW mporpamme. Kaxplii

KOMIIETEHIINH, XapaKTepU3yeTcs OINpeeIeHHBIMU 3HAHUSMH, YMEHUSMHU M HaBbIKAMU U (WJIH)
ONBITOM MpOo(ecCHOHANIbHON N1eATENbHOCTH, KOTOpPHIE OLIEHUBAIOTCA B IPOLIECCE TEKYILIETO
KOHTPOJISI yCIIEBAEMOCTH, TPOMEKYTOUHOM aTTeCcTalluu 10 TUCHUILUINHE (TPAKTHKE) U B ITpoLiecce
UTOTOBOM arrectanuu. JlucruuminHa «AJAMUHUCTPUPOBAHHE M 0€30MaCHOCTh KOMITBIOTEPHBIX

CHCTEM» SIBJISIETCS MPOMEXKYTOUYHBIM 3TanoM (opmupoBanus komnerenuuii OIIK-4, T1K-4 B

nponecce ocsoenust OOII.
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Jis oueHku ypoBHA CGHOPMHUPOBAHHOCTH KOMIIETEHIMII B Ipolecce H3y4eHUs
JUCLUIUIMHBL MPEAYCMOTPEHO NPOBEAEHUE TEKYIIEro KOHTPOJS YCIHEBAEMOCTH II0 TEMaM

(paznenamM) AUCHUIUIMHBI M TPOMEXKYTOUHOM aTTECTAlMU MO TUCLIUIUIMHE — 3a4eT.

2. OueHo4YHbIE CpeCcTBA

2.1 Texkymuuii KOHTPOJIb

TunosBoe TecToBOE 3aJaHNe
Bompoc Nel .
[Ipogaiinep — 3To0:
Bapuaumer omeemos:
1. Bnagener y3na ceTH, ¢ KOTOPBIM 3aKJIFOUAETCS I0TOBOP Ha MOJIKIIOUYEHHE K €T0 Y311y

2. Ha3BaHHUE MPOTPaMMBbl, IJIsl OCYILIECTBICHHS CBSI3U MEXKI1Y KOMIIbIOTEpaMU
3. ammapaTHOE YCTPOWCTBO IS MOJIKIIOUYEHUS K Y3JIy CeTH

Bormpoc Ne2 .
Kommyranus — 370:

Bapuaﬁmbz omeemos.

1. sto mpouecc nepenaun aanubix ¢ oxHoro IIK Ha npyroit 11K, korga atu I1K HaxonsaTcs B
pa3HBIX CETAX
2. Tporecc COeANHEHUsI a00OHEHTOB KOMMYHHUKAIIMOHHOW CETH Yepe3 TPAaH3UTHBIC Y3JIbI
3. 9TO MOCIEN0BATEIBHOCT MapPIIPYTU3aTOPOB, KOTOPHIE JOJKEH MPOUTH MAKET OT
OTIIPABUTEIS 10 IYHKTA HA3HAYECHHUS
Bompoc Ne3 .

[Tporpamma, B3auMOAEHCTBYIOLIAs C CETEBBIM aJalITEPOM Ha3bIBAECTCS:

BapuaHrnbl omeemoe.

1. cereBoii npaiiBep
2. Tmepemaromas cpena
3. MyJIBTHILIEKCOP

Bompoc Ne4 .
JloMeH-3TO...

Bapuaﬁmbz omeemos.

1. yacTtb agpeca, onpeaensionas apec KOMIbIOTepa MOIb30BATENS B CETH
2. Ha3BaHUE MPOTPAMMBI, 7Sl OCYIIECTBICHHS CBSI3U MEX]Iy KOMITbIOTEpaMU
3. Ha3BaHUE YCTPOMCTBA, OCYIIECTRIISFOIIECTO CBSI3b MKy KOMITBIOTEpaMHU

Bonpoc Ne5 .
HpI/I YaCTOTHOM pa3aCICHUU KaHAJIOB CBA3U IMMPOUCXOIUT:

BapuaHmbl omeemos.

1. mepenaya nadopmanuu B uudpoBoM BUE
2. yBEIUYEHUS MPOIYCKHON CIIOCOOHOCTH CUCTEM Mepenayn nHpopMaluu
3. mepenaya MH(OPMAIIMOHHOI'O TIOTOKA MO (PU3MYECKOMY KaHATy Ha COOTBETCTBYIOIIEH
4acToTe
Bompoc Ne6 .
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Texnomorus Gigabit Ethernet ocHoBaHa Ha cTanmapTe:

BapuaHmbz omeemaos.

1. IEEE 802.1

2. IEEE 802.2

3. IEEE 802.3
Bomnpoc Ne7.

[IInna naHHBIX — 3TO:

Bapuaﬂmbz omeemos.

1. yacTb CUCTEMHOM IOWHBI, MIpCAHa3HAYCHHAA JJId [ICPCaaYn KOMaH MCXKIY KOMIIOHCHTAMHA
KOMIThIOTEpA

2. YacTh CHCTEMHOU IIUHBI, IPETHA3HAYCHHAS [T TIEpeAayun aapeca siUCHKU MaMsATH MEXITy
KOMITOHEHTaMHU KOMITBIOTEPa

3. YacTh CHCTEMHOH IIWHBI, IPeTHA3HAYCHHAS [T TIepeaayl JaHHBIX MEXy KOMIIOHCHTaMHU
KOMIThIOTEpa

Bormpoc Ne§ .

DneMeHTHast 0a3a TpeTbero nmokojenus IBM —

Bapuaﬁmbz omeemos.

1. wHTEerpasbHBIE MUKPOCXEMBI
2. DJIEKTPOHHO-BAaKyyMHbBIC TIPUOOPHI
3. TMOJYIPOBOJAHUKOBBIE PUOOPHI

Bompoc Ne9 .

Jis IoAKITFOUeHHsI KOMIIBIOTEpaA K JIOKAJIbHOW CeTH TpedyeTcs, 9TOOBI B KOMITBIOTEPE ObLT
YCTaHOBJICH -

Bapuaﬁmbz omeemos.

1. Bumeoamantep
2. KOMMYTaTop
3. ceTeBoOH aganrtep

Bompoc Nel0 .
Kakoli Tun ¢pusnyeckoro coeinHeHus sABIseTCs Han0oJiee BBICOKOCKOPOCTHBIM?
BapuaHrnbl omeemoe.

1. OnTOBOIIOKHO
2. KOoaxkcHUaIbHBIN Kadeb
3. BHTas mapa

[IIxama oreHMBaHUS TECTOBOIO 3aJaHUS

% BepHBbIX pelieHui (0TBETOB) HIkana oueHnBaHus
85-100% «OMIUYHON

70-84% «xopouioy

51-69% «Y0081eMBOPUMETILHOY
50% u menee «HEYO08IIeMEOPUMETLHON
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IIpumepHbIe 321aHUA 1JIs1 KOHTPOJIbHBIX padoT

3amaunue 1

[TocTpouTh CeTh U3 TPEX CErMEHTOB, KX bl U3 KOTOpbIX cocTouT u3 C, 102 D u E pabounx
CTaHLUH COOTBETCTBEHHO. KaX/1blii CErMeHT IOCTPOEH Ha 06a3e KOMMYTAaTOpa, U KaXAblii
KOMMYTaTOp MOJKJIIOUEH K OTJAEIbHOMY Mapiuipytusaropy. [Lnto3om 1uist Kaxk10ro cermeHTa
CJIY’)KUT COOTBETCTBYIOLIMH MapuIpyTu3aTop. MapipyTu3aTopbl COEJUHEHBI MEXly OO0 ¢
nomoinbio uaTepdeiica DTE. Heo6xonumo 3anate IP agpeca cereBsiM nnTEpdeiicam
MapIIpyTU3aTOPOB U JIOKAIBHBIX KOMITBIOTEPOB. 3anaTh nmapametrp Clock Rate na
MapuIpyTu3aTopax. ¥ CTaHOBUTh Ha MapUIpyTHU3aTopax HapoJiy s JOCTyIa K
NPUBUIIETUPOBAHHOMY pexkuMy. HacTpoUTh CTaTHUECKY O MapIIPYTH3AIMIO U JOOUTHCS
BO3MOXKHOCTH ME€PECHUIKU JaHHBIX 10 poTokoiry ICMP mexay Bcemu 00BbEKTaMH CETH.

3ananue 2

ITocTpouTh ceTh, COCTOALLYIO U3 IByX CETMEHTOB Ha OCHOBE KOMMYTaTOpoB. CermeHT Nel
coziepkut B pabounx cranuuii, cermeHT Ne2 — C paOouux craHuuii u cepsep. Mapuipyruzarop
aBIsieTcs 1UT030M. CerMeHThl coeAMHEHBI MapuipyTuzaropoM. B nepBom cermente IP agpeca
pa3IarTCs MapIIpyTU3aTOPOM JUHAMUYECKH, BO BTOpoM [P angpeca 3agaHbl craTHYECKH.
Hactpouts mapmpytuzanuto no nporokony RIP. Cepsep sBisercs DNS u BebcepBepoM.
Hactpouts Ha cepBepe BeO-cTpaHUIly TPOU3BOJIBLHOTO (hopmara. JJoOUTHCS BOZMOKHOCTH
MEePEChUIKH TaHHBIX 10 poTokony ICMP mexny Bcemu oObekTamu ceTu. JJodutbes mpocMoTpa
BEO-CTpaHUIIBI C CEpPBEPa BO BCTPOECHHBIX Opay3epax pabouux CTaHIUH

3aganue 3
HacTtpoiika kommbrorepa st paboThl B CETH

Boiinure B cucteMy ¢ y4€THOH 3aIlUCHIO.

B mento Ilyck BeiOepute myHKT [lanens ynpaBieHus.

B otkpsiBIIeMcs okHe [laHenb ynpaBieHus MEIKHUTE MBILIbIO Ha ccbulke CeTh U
noakiaroyeHus k MurepHery.

B okne Cetb u nojkioueHus K VIHTepHETY IIETKHNUTE MBILIBIO Ha cTpoke Mactep
HacTpolku cetu. Ha mepBoit cTpanuiie Mactepa HaCTpOMKH CETH IETKHUTE MBIIIBIO

Ha KHomke Jlanee.

Ha crpanune Macrepa Ilepen Tem, Kak mpoJOJKUTE LISJIIKHUTE MBIIIBIO HA KHONKe [lanee.
Ha crpanunie Boibepute MeTo moakiroueHus: BbIOepUTe paaiuoKHONKY [[pyroe u
HIETKHUTE MBIIIBIO Ha KHOTIKE [lanee.

Ha crpanune [pyrue crnoco0bl noakaoueHus K MHTepHETy BbIOEpUTE PaJHOKHONKY ODTOT
KOMITBIOTEp TPHHAAIECKUT CETH, HE UMEIOLIEH MOAKIOYeHHs K MHTepHeTy M IIeIKHHUTE
MBIIIIBIO Ha KHOTIKe Jlanee.

Ha ctpanune 3anaiite nMs ¥ OIKMCcaHue JUIsl STOr0 KOMITbIOTEpa yoenuTech, 4To B nosie Mms
KOMITbIOTEpA COJIEPKUTCS MPABUIBHOE Ha3BaHUE BAlllero KOMIIBIOTEPA (€CIIH BbI
COMHEBAETECh, TO CIPOCUTE Y MPEIOIaBaTesl) U IIEIKHUTE MBIIIBIO Ha KHOTKe Jlaree.

Ha crpanune 3anaiite ums ans Baieil cetu BBenute B rosie PaGouas rpynna

Ha3BaHUe, yka3aHHoe npenojaaBateneM (Hanpumep, CLASS10A) u menkuure

MBIIIBIO HA KHOTKE [aree.

[Tpumeuanue. Ha3Banue paboueil rpynmnsl JOKHO OBITH OJMHAKOBBIM ISl BCEX KOMIIBIOTEPOB
KJ1acca, MHa4e MOTYT BO3HUKHYTb MPOOJIEMBI C OTOOpakeHHUEM 3HAYKOB KOMITBIOTEPOB B CETH.

Ha crpanune OOumii noctyn K ¢aitinaM u npuHTEpaM BhIOEpUTE paJUOKHONKY BKiIIounTh
o0muit goctyn
K (haiiiiaM ¥ IpUHTEpaM U LIEJIKHUTE MBIIIBIO Ha KHONKe Jlanee.
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Ha crpanune Bce rotoBo i1t npiMeHEHHs! CeTEBBIX TapaMeTpOB YOEIUTECh, UTO BCE
HAaCTPOWKHU yKa3aHbl
IIPaBWJIBHO, U LIEJIKHUTE MBILIBIO HA KHOMKE Jlanee.
Ha crpanune Bee moutn roroBo BeiGepute paanokHonky [Ipocto 3aBepmuTs paboty
MacTepa, HET HY’K/Ibl 3aIlyCKaTh €r0 Ha IPYIMX KOMIBIOTEpaX U ILEIKHUTE MBIIIbIO HA
kHorike [anee.
Ha crpanune 3aBepuienne paboTel MacTepa HaCTPOUKH CETH YOeAUTECh, YTO
HACTpOIiKa 3aBepIlIeHa YCIIEIIHO, U IIEIKHUTE MBIIIbIO Ha KHOIIKE ['0TOBO.
B nosBuBmemcs okae M3sMeHeHHe apaMeTpoB CUCTEMBI HICJIIKHUTE MBIIIBIO Ha
kHomke [la, 4ToObl epe3arpy3uTb KOMIBIOTED.

3amanue 4
. [IpenocraBnenue nanku B 00U 1OCTYI

Co3/anue manky 1 NpeocTaBIeHNe ee B
o0umii toctyn

Boiiaure B cucteMy ¢ y4ETHOM 3alUChIO, BXOIALLIEH B JIOKAJIBHYIO IPYIIY
«AJIMUHHCTPATOPBD».

B mento Ilyck BeiOepuTe myHKT MO KOMITBIOTED.

B otkpsiBIIEMcs OKHE MO KOMITBIOTEP BBINOJIHUTE ABOMHOM IIETYOK MBIIIBIO HA
3HAYKe OJIHOTO M3 KECTKUX AUCKOB (Hampumep, Jlokanbusblii quck (C:)).

[Tpumeuanue. Ecnu npu 5TOM MOSBUTCS TpeaynpexaeHue: «ITH (aiibl CKPBITH), TO
HIETKHUTE MBIIIBI0 HA KHOMKE OTOOpaXkaTh COAEPKUMOE ITOU MAIKH.

B okne Jlokanpubii quck (C:) mETKHUTE MPpaBOil KHOMKON MBIIITN HA JIIOOOM CBOOOHOM
y4acTKe OKHa, BhIOEpUTE B KOHTEKCTHOM MeHI0 myHKT Cosnate, [lanky, BBemuTe mms
ManKy, COBIAJaloIIee C MMEHEM Ballleil yueTHo 3anucu (Hampumep, Userl) u Haxxmute
Kiasuiy Enter.

[[lenkHMTE MpaBOW KHOMKOMW MBIIIK HA 3HAYKE TOJIBKO YTO CO3JaHHOM IManKu U BEIOEpUTE B
KOHTEKCTHOM MEHIO TyHKT OOIIHil 10CTyM 1 0€301aCHOCTb.

B oTkpbIBIIIEMCS OKHE CBOMCTB MaNKu yOeIUTECh, UTO Bbl HAXOAUTECh Ha BKIaake JJocTym.
B pazgene O6uuit 1ocTymn u 6€30macHOCTh MOMeThTe (prakku OTKPBITH OOIINIA JOCTYII K
sTOM manke u Paspemuts uamMeHeHue GhansoB 1Mo CeTH, MOCIIe YeTo MIETKHUTE MBIIIBI0 Ha
kuonke OK.

BreinmonHuTEe IBOMHON MIETUOK MBIIIBIO HA 3HAYKE CO3JaHHOM IMaIIKH.

B oTkpbIBIIIEMCS OKHE MANKK CO3/IaiiTe TEKCTOBBIN (haiil ¢ UMEHEM, COBIAAIOIINM C
MMEHEM Balllel yueTHoi 3anucu (Hanpumep, Userl).

OTpenakTupyiTe CO31aHHbIN (aiis, TOMECTHB TyJa HECKOJIbKO CTPOK TEKCTa, U
COXpaHUTE U3MEHEHUs. 3aKPOUTE BCE OKHA.

3aganue 5
1. PaGoTa ¢ o0mmmMu markaMu B OJJHOPAHTOBOM CETH

[onknrouenue k oOuIel nanke u padboTa ¢
ynanenHsiMu Qaiinamu B mento [Tyck BeiOepute
nyHKT CeTeBoe OKpYKEHHUE.

IIpumeuanue. Ecnm nyHkT CeTteBoe okpyxeHue B MeHo [Iyck oTcyTcTBYyeT, TO
BbIOepuTe B HeM MyHKT [lanens ynpasnenus, Cetb
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Y NOAKII0YeHUs K IHTepHEeTy U B OTKpPBIBLIEMCS OKHE IIEIKHUTE MBIIIbIO Ha cChlike CeTeBoe

OKpYXEHHE B JIEBOW YaCTH 3TOr0 OKHA.
B okne CereBoe OKpyKeHUE OTBIILUTE SIPJIBIK O0IIEH AIKK, CO3/1aHHOM Ha KOMIIBIOTEPE
Balllero napTHepa (HarnpuMmep, spibik nanku User2 Ha komnbsiorepe Comp2) U OTKPOUTE ATy
HanKy.

[Tpumeuanue. Ecnu nckoMas nanka B OKHE HE MOSIBUIIACH, TO MOI0XKINUTE OJHY-/IBE MUHYTHI,

NEPUOANICCKHU
HaXXHUMasl Ha KJIaBUIITY F5. Ecnu aT0 He IIOMOTacT, a APJIBIKU MAIIOK, CO3JaHHBIX BAMH U JPYTHUMHU

YYaIMMUCS, UMEIOTCS B HAIMYUH, TO TTOMIPOCUTE BallleTo MapTHEPA MPOBEPUTH TPABUIBHOCTh
BBINIOJIHEHUS UM 3a1aHui 1

u?2.

Haiinure daiin, co3aanHblii BamuM napTaepoM (Hanpumep, daitn User2.txt). OTkpoiite ero u
BHECHTE CBOM U3MEHEHUS, ITOCIIe Yero coxpanure ¢aiin (knasumamu Ctrl+S), He 3akpbiBas
OKHA OTKPBITOTO (hailia u o0IIeH Manku.

B mento [lyck BbiOepuTe MyHKT BBIMOTHUTD.

B otkpeiBiemMcst okHe 3anyck nporpammsl BBeauTe komanay: FSMGMT.MSC u

HIEJIKHUTE MbIIbI0 Ha KHonke OK.

B otkpriBiIeMcs okHe ocHacTKU OO1Me nanky BeIIOJIHUTE ABOWHOM 1IETUOK MBILIBIO Ha
nanke Ceancsl. [lepeiinute B manky OTKpBITbIE (aitiibl.

3aKpoiiTe BCE OTKPBIThIE OKHA U 3aBEPIINUTE PA0OTY C KOMIIBIOTEPOM.

[Ixana u KpUTEPUH OLIEHUBAHUS KOHTPOJIbHBIX paboT

IlIka/1a oneHUBaAHUSA Kpurepum oueHnBaHus

«OMIAUYHOY OO6yuaromuiics r1yboKo U COAepKATEIbHO PACKPBIBAET TEMY
KOHTPOJIBHOW pabOTHI, HE AOMYCTUB OMIMOOK. OTBET HOCUT
pa3BEepHYTHIN U MCUYEPIIBIBAIOIIMIA XapaKTep.

«xopoutoy OOyuaromuiics B IIEJIOM PACKPBIBAET TEMY KOHTPOJIbHOU
paboThI, OIHAKO OTBET HE HOCUT PAa3BEPHYTOI'O U MCUEPIIBIBAIOLIETO
Xapakrepa.

«Y00871emEoPUMeNbHO» OOyuaronuiics B 11eJIOM PaCKpbIBaeT TeMY KOHTPOJIbHON pabOThI U

JIOTIYCKaeT psiJl HETOYHOCTEH, PparMeHTapHO pacKpbIBAaeT
COJIEp’KaHUE TEOPETUUECKUX BOIIPOCOB WIIM UX PACKPBIBAET
COJIEPKATENBHO, HO JONyCKas 3HAYMTEIbHbIE

HETOYHOCTH.

«Heyoosremeopumenvroy | O0ydarouuiics He BageeT BBIOpaHHONW TEMON KOHTPOJIbHOM
paboTel. Tema KOHTPOJIbHOM paboThl HE pacKphITa

2.2 IIpoMe:kyTOYHAasI aTTeCTALUS
IIpumepHBIC BONIPOCHI K 3a4€Ty

Tema 1. Obwue ceedenusi o cemegoll uHGpacmpykmype

1. Knaccuduxamnus 1 apXuTeKTypa BEIYUCIUTENbHBIX CETeH, TEXHUYECKOE,
nH(OPMaLIMOHHOE U MPOrpaMMHOE 00eCIIeYeHHE CeTel, CTPYKTypa U OpraHHu3aIHs
GyHKIIMOHUPOBaHUS ceTeil (IN100aNbHBIX, PErHOHANBHBIX, JTOKAJIBHBIX).

2. Cpencra nocrpoenust JIBC, opranuzanus pyukiuonuposanus JIBC. [Ipuunns! u
YCIIOBUS Pa3BUTHUS KOMIbIOTEPHBIX ceTell. [IpenmyriecTBa, oOecneurBaeMble IPUMEHEHHEM
ceredl. MoJienp B3aMMOIEUCTBUS OTKPBITBIX cucTeM. CeMHUypOBHEBAsI CUCTEMA IIPOTOKOJIOB.
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Tema 2. Ungpopmayuonuas mooenv TCP/IP

3. IIpoTokoi, cTeKk IPOTOKOJIOB.

4. Mogenu OSI-1SO, DoD, TCP/IP. Ctex TCP/IP, anpecarusi. KaHanbHbIH ypOBCHB:
npotokoi ARP, ARP ¢ mpencraButenem; CereBoli ypoBeHb: IP-mapuipyrusanus (mpsmast,
KOCBEHHas!, TAOJIHIIbI MapUIPYTH3AIIH ).

5. Komanansrii uatepgeiic OC FreeBSD.

6. ITonmutuka 6e3onacunoctu OC FreeBSD.

7. CereBble YTHIIUTHI KOMaHTHOM CTPOKH.

Tema 3. Cemesoe gzaumooeticmaue

8. [IpuBatHbIe ceTH.
9. [IpokcupoBanue.
10. BupryanbHble YaCTHBIE CETH.
11. Hactpoiika u ynpasnenue OC FreeBSD ¢ koHconu oneparopa.
12. TTepexBar ceteBbix makeToB. CHuddep WareShark.
13. Hactpoiika mpokcu-cepsepa Squid.
Tema 4. Huzkoypoenesas obpabomka nakemos

14. Bpanamayapsl. bpanamaysp NetFilter/[PTables. bpanamaysp IPFW.
15. Hactpoiika cuctemsr DNS.

Tema 5. Apxumexmypuvl UHDOPMAYUOHHBIX CUCTIEM

16. CucTteMbl perIuKauy U pe3epBUPOBAHHUS.

17. Mopnenu apXUTEKTYpbl KIMEHT-CEPBED.

18. CepBep 31EKTPOHHOM MOYTEHI.

19. IlnanupoBanue 3aaHuil U pe3epBUPOBAHUE TaHHBIX.
Tema 6. Cemesvie onepayuonuvie cucmembl

20. CereBble OlEpalluOHHBIE CUCTEMBI U OCOOCHHOCTH aAMUHUCTPUPOBAHMS B HUX.
21. CpaBHenue cereBbix OC.

Tema 7. AOmunucmpupogarue 8 cemsx ¢ onepayuoHHuiMu cucmemamu muna Windows

22. PazBepTriBanme u HacTpoiika Server Core.

23. BHenpeHue 1 UCIOJIb30BaHNE YIAJICHHOTO aJIMHHICTPUPOBAHUS CEpBEpa.
24. O630p AD DS.

25. PazBepThIBaHNe KOHTpoOJuIepoB foMeHa Windows Server.
26. O630p Azure AD.

27. Peanu3anus TpynmnoBoil MOJUTHKH.

28. O0630p cmyx0b1 ceprudukamun Active Directory.

29. Toma u (aiinoseie cucremsr B Windows Server.

30. Peaymzanmst oomero qocrymna B Windows Server.

31. Baenpenue iSCSIL

32. Pa3BepThIBaHUE pacripe/ielIeHHON (haillIoBON CUCTEMBI.

Tema 8. Cnystcovl kKamanoeos

33. Ciry>k0bI KaTaJjaoros.
34. ADS u eDirectory.
35. Samba - ciyxx6a moctyma k pecypcam ceteit Microsoft.

Tema 9. AOmunucmpuposarue 6 cpede Unix/Linux
36. Y naneHHslil mocTym K cepBepy Linux.
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37. dnarnoctuka cetu Linux. MOHUTOPHUHT PECYpPCOB CUCTEMBI.

38. IIpoBepka padboTocmocodHOCTH cepBepoB. [IpocMOTp JTOTOB.

39. CucreMHOE aIMUHHCTPUPOBAHUE C TIOMOIIBIO CETEBBIX HHCTPYMEHTOB.

40. YupapneHue y4ETHBIMU 3aITUCSIMHE MTOJIb30BATEIICH U JIOCTYIIOM K pecypcam.

Tema 10. Cepsucst u cysicObl UHPOPMAYUOHHBIX CUCTEM

41. YcrpaHeHue HeucnpaBHOCTER. YUeT pecypcoB. Pennukanus JaHHBIX.
Kondurypuposanue n umeHoBaHUEe. MOHUTOPHHT IPOU3BOAUTEIHHOCTH.

42. YupapneHue 6€30MaCHOCTbIO. APXUTEKTYpa CHCTEM CETEBOTO aIMHHUCTPUPOBAHHUSL.
43. ObnavHbIC BRIYUCIICHUS.

44. Beb6-cepBep Apache.

IIIkaJjia ¥ KpUTEPUH OLICHUBAHMA 324eTa

Ixana
OlleHUBaHUSA

Kpurepun onenuBanuns

«3a4meno»

OrneHka «3a4TeHO0» BBICTABIIAETCS CTYJEHTY, KOTOPBIN

- TPOYHO YCBOWUJI NPELYCMOTPEHHBI  IPOrpaMMHBIN
Marepuai;

- IIPaBWJIBHO, apryMEHTHUPOBAHO OTBETUJI Ha BCE BOIIPOCHI, C
IIPUBEJICHUEM IIPUMEPOB;

- TOKa3aj INyOOKHe CHCTeMaTU3MpPOBAHHBIE 3HAHMS, BIAJIeeT
IIPUEMAMHU  PACCYXKACHUS M CONOCTaBIIET MaTepuall U3 pPa3HbIX
HCTOYHUKOB: TEOPHUIO CBS3BIBAECT C IPAKTUKOH, APYrUMH TEMAMU
JJAHHOT'O Kypca, IpyTrUX U3y4aeMbIX IIPEIMETOB

- 6e3 o1MOOK BBIIOIHMI IPAKTHUECKOE 3aJaHUE.

«HE 3a4meHo»

OrneHKa «HE 3a4TEHOY» BBICTABIIAETCS 00yUaroIEeMycs, €CIIH: OH
HE 3HAeT OCHOBHBIX OIpEJeNICHUH, Hemociea0BaTesieH U COUBUYUB B
U3JI0’)KEHUU MaTepHaa, He 00J1aJaeT ONpeeIEHHON CUCTEMON 3HAaHUI
N0 JWCLUMIUIMHE, HE B IIOJIHOW Mepe BiaZeeT HEoOXOIUMBIMU
YMCHUSMHU W HABBIKAMU ITPU BBIITOJHCHUHN MPAKTHUYCCKUX SaI[aHHfI.
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