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1. Ileau 1 3a1a4u OCBOEHHUS AUCHUILIMHBI
[enb MUCIUTUIMHEI - OCBOCHHE OOYUYAIOIMUMUCS TEOPETHUSCKUX U MPAKTUIECKHX OCHOB
aJIMUHUCTPUPOBAHUS MH(YOPMAIMOHHBIX CHCTEM; CIOCOOOB YIpaBlieHUsS WH(OOPMAIMOHHBIMU
CETSAMU.
3amaun ITUCIHILINHEL:
® TIOJIyYUTh 3HAHUS 00 OCHOBHBIX HAMPABICHUAX pPaOOTHI aIMUHHCTPATOPOB
UH(POPMAITMOHHBIX CUCTEM;
® VU3YYNUTh OCHOBHBIC TIOHSTHS aJIMUHUCTPUPOBAHUS HH()OPMAIIMOHHBIX CHUCTEM;
CTPYKTYPY OCHOBHBIX CITY)KO aIMUHUCTPUPOBAHHS;, MOJICITH aIMUHUCTPUPOBAHHSI
CeTH U cOCO0OBI 0OecreueHMsT 0€30ITaCHOCTH;
® HAYYUTHCS ONPEACIATH 337a9d a/IMHHACTPUPOBAHHMS TSI KOHKPETHOTO CITydast;
® BHITOJHATH AaHAJIN3 BO3MOXKHBIX HAPYIICHUH WH(HOPMAITMOHHON 0€301TacHOCTH;
® OCBOWTh (DYHKIIMU aJIMHHHCTPHUPOBAHUS W YIPaBICHUS B WH(OOPMAIMOHHBIX

CUCTEMax.

2. MecTO TMCHHUILIMHBI B CTPYKTYpe 00pa30BaTeJIbHOM NMPOrpaMMbl

JucuuruinHa — «AIMUHHCTPHPOBAaHWE M 0OE30MACHOCTh  KOMITBIOTEPHBIX — CHCTEM»
OTHOCHTCS K TUCIMIIMHAM 4acTd, (GOpMUPYEMOil ydacTHHKaMH 00pa30BaTEebHBIX OTHOIICHHUH,
omoka bl «/lucuummmasl (Moaynw)» ydeOHoro tuiana, corjacHo @I'OC BO nmns nHampaBieHus

noarotoBku 38.03.05 busnec-undopmaruka.



3. Ilnanupyembie pe3yabTaTbl 00y4eHHs

KOI( U HAMMCHOBAHHUE

KO[[ U HAMMECHOBAHUEC MHAUKATOPA TOCTHKCHU A KOMIIETCHIIMA

Ilnanupyembie pe3yabTaThl 00y4YeHUs

KOMIIETEHIIUH (MIK)

OIIK-4 Cnocoden monumarh | UOIIK-4.13HaTh:  BuIbl WHGOpPMAIMK, MPUHIMIBL, METOABI W | 3HATH:

TIPUHIIMAITBI paboThl | MporpaMMHEBIE CcpeiicTBa ee  cOopa, o0paboOTKM © aHaiM3a s e  Bubl nHGpOpMAIIMY, TPUHITUAIIBI, METOBI U
WH(POPMAITMOHHBIX UH(OPMAIOHHO-aHAIN THYECKOH MOJJIEPIKKU MPUHATHUSI YIIPABIEHYECKUX | MPOrpaMMHBIe cpeicTBa eé cbopa, 00pabOTKHM H
TEXHOJIOTMH;  WCIIONIb30BATh | pEIlCHHH aHanmuza Ui MHQOPMAIMOHHO-aHAIUTHYECKOM
nHpopmaruio, Merousl U | MOIIK-4.2 YMers: ucnonb30BaTh HHQOPMAIIKIO, METOBI U IIPOTPAMMHBIC | TTOAEPKKH IPUHATHS YIPABICHIECKUX PEIICHHUH
mporpaMMHBIE  Cpe/icTBa ee | cpeictBa ee cOopa, 00paOOTKM M aHanmu3a Uit WHQOPMAIMOHHO- o OcCHOBBI OW3HEC-OPUEHTHPOBAHHBIX
cbopa, 0OpabOTKM ¥ aHa/M3a | AHATUTUYCCKOW MOJJIEP KKK TPUHSTHS YIPABICHYECKUX PEIICHHUH. SI3BIKOB MTPOrPaMMUPOBAHUS, HMX IPEHUMYIIECTBA,
U1 uHpopmarmonno- | MOIIK-4.3 Brnagers: HaBbIKAMHU HCIONIB30BaHMSI MHPOPMAIMH, METOIOB M | HEXOCTATKH M 00JIACTH PUMEHEHHS.
AHAJIUTHYECKOM  TMOMJIEPXKKU | MPOrpaMMHBIX CPEICTB ee  cOopa, o00pabOTKM ¥ aHanmuM3a JUId | YMeTh:

NPHHATHSL  YIPaBIEHYECKUX | MH(OPMAIMOHHO-aHATTMTUIECKON TTOIIEPIKKH e llcronp3oBaTh HMHMOPMAIMIO, METOABI H
pemeHui MIPUHSTHS YIPABICHYECKUX PEIISHUH MporpaMMHBIE CPEACTBa s cOopa, 0OpaboOTKH U
I1IK-4 Crnocoben | MIIK-4.1 ~ 3Hath:  OCHOBBI  OWM3HEC-OPUEHTUPOBAHHBIX  SI3BIKOB | aHalW3a [AHHBIX C IEIbI0  HH(MOPMAIHOHHO-
pa3pabaTeiBaTh MPHIOKEHHUS | MPOrPaMMUPOBAHUSA C YYETOM WX MPEUMYIIECTB, HEIOCTATKOB, Cdep | aHaTUTHYCCKON MOJIEPIKKH MIPUHSITHS

Ha OW3HEC-OpHEHTHUPOBAHHBIX
SI3BIKAX TPOTPAaMMHUPOBAHUS

MIPUMEHCHUS
HIIK-4.2 VYwmerb: pa3pabaTniBaTh
npodecCHOHANBHON A TETbHOCTH
WIIK-4.3 Brmamerh: HaBBIKAMH BBEIOOpPA ONTHUMAJIBHBIX TEXHOJIIOTHHA U
WHCTPYMEHTAIBHBIX CPEJCTB Pa3paboTKU OPUTHHAIBLHOTO MIPUII0KCHHUS

NPUKIAIHBIC IIPUIIOXKCHUA I

YIPaBJIEHYECKUX PEUIECHUMN.

e Pa3zpabaThIBaTh NPUKIAAHBIE TPUIOKEHUS
JUTSE IPO(eCCHOHATEHOM JIeSITENbHOCTH.

Baagers:

e HaprikaMu HCIONB30BaHUS WH(OPMAIIHH,
METOJJOB W  TPOTPAMMHBIX  CPEACTB IS
nH(OPMAITMOHHO-aHATU THIECKOH TTOIIEPKKA
TIPUHATHS yIIPABIEHYECKAX PEIICHUH.

e Hasrikamu BbIOOpa ONTHUMAJIBHBIX
TEXHOJIIOTUH W WHCTPYMEHTATBHBIX CPENCTB IS
pa3pabOTKH OPUTHHAIBHBIX TPIIIOKEHUH.




4. CTpyKTYpa H coAepKaHue TUCHUIIHHBI (MOLYJIs)

4.1 O0bem qMCUMIIIMHBI M BUABI Y4e0HOi padoThI

Buabl yueoHoii padoThl

O0beM B yacax

OO61ast TpyA0€MKOCTh AUCITUTUIHHBI

108 (3 3a4eTHBIX eTMHHUILIBI)

oOy4Jaromierocs

KonraktHas pabota 00ydaromuxcs ¢ 54
IpenojaBaTesieM (BCero)

AynuropHas pabora (Bcero), B TOM 4uCIIe: 54
Jlexkun 18
CeMHUHApPHI, TPAKTHYECKUE 3aHITUS 36
JlabopaTopHbie pabOTHI

Bueaynuropnas padota (Bcero): 54
B TOM YHCJIE:

KOHCYJIBTAIHSI 110 TUCITATIIINHE

CamocrositensHas paboTa oOydarommxcs (BCero) 54
Bun npomexyTo4HOM arrecTannu 3auer




4.2 TeMaTHYeCcKHUH NJIaH JUCHUIIIHHBI

HanmeHnoBaHue pa3je/ioB U TeM Buabl yueO6Ho# padoThl, BKJIKOYAs CAMOCTOATEIbHYI0 PadoTy Komnerenuun
00y4YalIIHXCSl M TPYA0EMKOCTh (B 4acax)
Bcero N3 Hux CamocrosiTeab Kypcosas KonTtpousn
e ayIMTOpPHbIE Has pabora padora Has padora
9 3aHATHUSA
=
S = | & | £E
= o O ~ o
AR L
s | &= 85
S1E |55
Tema 1. O6mme ceemenms o | 4 12 2 4 6 OIIK-4, ITIK-4
ceTeBOl HHPPACTPYKType
Tema 2. Hudopmarimonnas 4 12 2 4 6 OIIK-4, I1IK-4
monens TCP/IP
Tema 3. CereBoe 4 12 2 4 6 OIIK-4, T1IK-4
B3aMMOJCHCTBHE
Tema 4.  HuskoyposHeBas 4 12 2 4 6 OIIK-4, I1K-4
00paboTKa IMaKeToB
Tema 5.  ApXUTEKTYpHI 4 10 2 4 4 OIIK-4, I1K-4
MH(OPMALIMOHHBIX CHCTEM
Tema 6. CereBble oOIepalnoHHBIE | 4 10 2 4 4 OIIK-4, T1IK-4
CHCTEMBI
Tema 7.  AamuuucrpupoBanue B | 4 10 2 4 4 OIIK-4, I1K-4
CEeTIX C ONEPAlMOHHBIMH CHCTEMaMH
tuna Windows
Tema 8.  CuyxObI KaTajaoros 4 10 2 4 4 OIIK-4, I[IK-4
Tema 9.  AnmuuucrpupoBanue B | 4 10 2 2 6 OIIK-4, I1K-4
cpene Unix/Linux
Tema 10. CepBucel u  ciayxOsl | 4 10 2 8 OIIK-4, I[IK-4
MH(OPMALIMOHHBIX CHCTEM
108 | 18 36 54
Hroro




4.3 Conepxanue IMCUMILTHHBI
Tema 1. OO0uue cBegeHNs 0 ceTeBO HH(PPACTPYKType

Knaccupukammss u  apXUTeKTypa  BBIUMCIUTENBHBIX  CeTEH,  TEXHHYECKOE,
WHPOpPMAIIMOHHOE W TIPOTpaMMHOE OOeclieyeHue CceTeil, CTpyKTypa ¥ OpraHu3anus
(GyHKIMOHMPOBaHUS ceTell (ro0abHBIX, PETHOHANBHBIX, JIOKAIbHBIX). CpeacTBa MOCTPOCHUS
JIBC, opranuszanus ¢pynkunonuposanus JIBC. [IpuuuHel U ycaoBus pa3BUTHSI KOMIIbIOTEPHBIX
cerei. [IpeumymectBa, oOecreunBaemMble NPUMEHEHHEM ceTeil. Mojenb B3auMOJACUCTBUS
OTKpBITBIX cucTeM. CeMUypOBHEBasi CUCTEMa ITPOTOKOJIOB.
Tema 2. Nudpopmaunonnas moaean TCP/IP

ITpotokon, crek mpoTokosioB. Moaenu OSI-1SO, DoD, TCP/IP. Crek TCP/IP, anpecarus.
Kananpheiii ypoBenb: mnporokon ARP, ARP c¢ mpencraButenem; CereBoil ypoBeHb: [P-
MapipyTu3anus (mpsiMasi, KOCBeHHas1, TAOIMIIbI MapIIPYTU3ALIH ).
Tema 3. CeteBoe B3aumMoaeiicTene

[IpuBaTHble ceTH: aAuana3oHsl anapecoB, MackapaguHr: NAT, NAPT, NAT-T.
[Ipoxcuposanue: HTTP, FTP, Mapping, HTTPs, Socks. Bupryanbusie yactable cetu VPN:
NPUHIMIIBI  MHKAnCymsiquu W noctpoenus ceru, PPPoE L2TP IPIP PPTP, IPSEC.
Mapmpyruzanus: Onion routing, TOR, Garlic Routing, 12P; Apxutekrypa, BO3MOXHOCTH H
MIPaBOBBIE BOIIPOCHI.
Tema 4. HuskoypoBHeBasi 00padoTKa NaKeTOB

[Ipouenypsl 00pabOTKM NAKETOB B sIpe ONEPAIMOHHOM CHCTEMBI;, CTPYKTypa H
B3auMO/ICiCTBHE KOMIIOHEHTOB B HOTanuu Linux u FreeBSD. IIpaBwia ¢punsTpanuu u o0paboTKu
naketoB B Iptables m IPFW; Tabmuupl mpaBwii, cTaTHYecKMe W JAWHAMHYECKUE TIPABHIIA,
noacucteMbl NAT. IIpumepsl yrpo3 u METO0B UX MPEJOTBPAIICHUS CPEICTBAMU OpaHaMaydpa.
Tema 5. ApXuTEeKTYpPbl HHGPOPMAITHOHHBIX CHCTEM

ApXuTEKTypa KIMEHT-CEPBEP: DBOJIOLUS AapXUTEKTYphbl, 0a3bl JTaHHBIX, KJIACCHI
NPUIOKEHUN, TPEX3BEHHAs] apXUTEKTypa. ApXUTEKTypa HPOMEKYTOUHOIO IPOrPaMMHOIO
obecrieueHusa.  YJAleHHbI  BBI3OB  Mpolenyp. VHTepHeT, HHTpaHET, AKCTpPaHET,
JNEMUINTApU30BaHHas 30HA. PopmaTbl UM NPEACTABICHUE JaHHBIX, METOJbl PE3EPBHUPOBAHUS,
PEIUIMLIMPOBAHNS U TUPAKUPOBAHUS.
Tema 6. CeTeBble OnepanioOHHbIC CHCTEMbI

CeteBble ONEpallMOHHbIE CHCTEMBl W OCOOCHHOCTH aJMMHUCTPUPOBAHHUS B HHX.
Cpasnenue cereBbix OC.
Tema 7. AJIMMHHCTPHPOBAaHME B CETAX C ONepalMOHHBIMH cucTeMaMu THna Windows

Pa3BepTBIBaHI/IC u HaCTp0f/'IKa Server Core. BHC,Z[peHI/IC U HCIIOJIb30BAHUC YJAJICHHOTO



anMuHUCTpUpoBanus cepsepa. O630p AD DS. Pa3pepTsiBanue KoHTpossiepoB gfomena Windows
Server. O630p Azure AD. Peanuzauus rpynmoBoit noautuku. O030p ciayxObl cepTHHUKAINN
Active Directory. Toma u ¢aitnossie cucremsl B Windows Server. Peanuszanus obuiero nocrymna
B Windows Server. Buenpenue iSCSI. PazBepTeiBanue pacnpeneneHHON GailioBOil CHCTEMBI.
Tema 8. Ciy0bl KaTAJI0r0B

daiinel ynpasienus noab3osatensivu, Jomern WINNT, Network Information Service NIS,
NIS++, X.500, LDAP, Novell Directory Service, Active Directory Servise.
Tema 9. AamuHuctpupoBanme B cpeae Unix/Linux

VY nanenHsiii noctyn k cepsepy Linux. /luarnoctuka cetu Linux. MoHUTOpUHT pecypcoB
cuctembl. [IpoBepka paborocnocoOHOCTH  cepBepoB. IIpocmoTp goroB. CucremHoe
aIMUHUCTPUPOBAHHUE C TIOMOIIBIO CETEBBIX WHCTPYMEHTOB. YTPaBICHHE YUETHBIMHU 3aIUCIMU
MOJIb30BaTENeH M JOCTYIIOM K Pecypcam.
Tema 10. CepBuchl U CJIy:K0bI HHPOPMALMOHHBIX CHCTEM

VYcerpanenue HEHCIIPAaBHOCTEN. VYuer peCypCoB. Perumkanus JAHHBIX.
KondurypupoBanve u wnMeHOBaHWE. MOHUTOPHHT IPOM3BOJUTEIBHOCTH. Y TIPaBIICHHUE

0€30MacCHOCThI0. APXHTEKTypa CHCTEM CETEBOTO a/IMUHUCTPUPOBAHHSI.

4.4. IlpakTHyeckas MOAroToBKa

[IpakTnyeckas MOArOTOBKA peain3yeTcsl MyTEeM MPOBEAEHUS NMPAKTUYECKUX 3aHITHM,
MpelyCMaTPUBAIOIIUX y4acTHe OOYyYaroIIMUXCsl B BBIIIOJHEHUU OTAEIBHBIX 3JIEMEHTOB paboT,
CBSI3aHHBIX C OyAyIIel npodeccHoHanbHON AEITEIbHOCTHIO.

O06bem 3aHaTHIl B hOpME MPAKTHIECKOM IMOTOTOBKH COCTaBIIsIeT 36 4acos.

5. Y4ueOHO-MeTOAMYECKOEe, HHPOPMAIIMOHHOE U MATEPUATbHO-TEXHUYECKOE
o0ecnevyeHue TUCHUIIINHBI

5.1 OcHoBHasi 1uTEpaTypa

1. Keii, O. AnmunuctpupoBanue Windows Server 2022 / 3. Keii, [Ix. Dunepcon. — M.:
JAMK Ilpecc, 2022. — 560 c.

2. Kepn, Y. UNIX u Linux. PykoBoactBo cuctemHoro agmuaucrparopa / Y. Kepn, M.
JIxouc. — 5-e u3a. — M.: Anpnuna [Ta6mumep, 2020. — 1024 c.

3. Mexep, [Ix. OcHoBbl HHpOpMaIMoHHOH 6e3omacHocTH / [Ix. Mexep, b. Meliep. — 3-e
u3n. — M.: Uudpa-M, 2021. — 448 c.

4. Touenbaym, 3. C. Komnsiorepusie cetu / 3. C. Tonenbaywm, [I. Jx. Yazepomn. — 5-e
uzn. — CII6.: Turep, 2021. — 928 c.



5.2 JlonoiHuTEIBHAS IUTEPATYPA
1. Bouuxos, C. B. AnmunuctpupoBanue ceteit Ha ocHoBe Windows u Unix / C. B.
Bomukos. — CI16.: Jlans, 2021. — 368 c.
2. CrapoBoiiToB, A. C. CeTeBbie OTIEpallMOHHBIE CUCTEMBI U MX aIMUHUCTPHPOBAHUE!
yuebnuk / A. C. CrapoBoiitoB. — M.: KOpaiit, 2021. — 416 c.
3. Kyznenos, E. H. UndopmanmronHast 6€301macHOCTb: METO/IbI M TEXHOJIOTUH 3aIUATHI
nannbix / E. H. Ky3nenos. — M.: IIpocnexT, 2020. — 296 c.
4. boiiko, [I. C. Ceresie nmpotokoiasl u uadpactpykrypa TCP/IP / 1. C. boiiko. — CII6.:
[Turep, 2020. — 352 c.
5. Anekcanapos, B. U. CereBblie city:kObl U cucTeMbl: TeOpus U npaktuka / B. .
AnekcannpoB. — M.: Akanemus, 2021. — 384 c.
5.3 IIpogeccnonaibHbIe 0a3bI JAHHBIX U MHGOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMBbI
1. https://elibrary.ru - Hayunast snexktponnas OubOnmmoreka eLIBRARY.RU (pecypcer
OTKPBITOTO JIOCTYTIA)
2. https:/lwww.rsl.ru - Poccuiickas ['ocymapcrtBennas bubnmnoreka (pecypchbl OTKPBITOTO
JOCTYTIA)
3. https://link.springer.com - MexaynapoaHas pedepaTuBHas 0Oa3a JaHHBIX HayYHBIX
m3manuii Springerlink (pecypchl OTKPBITOTO JOCTYIIA)
4. https://zbmath.org - Mexnaynapoanas pedepaTuBHas 0a3a JaHHBIX HAyYHBIX H3TaHUI

zbMATH (pecypchl OTKPBITOTO JIOCTYIIA)

5.4 MaTepuajibHO-TEXHHYECKO€E M MPOrpaMMHoe obecriedeHue (JIMEH3UOHHOE U CBOOOIHO

pacnpocTpaHsiemoe)
HauMeHoBanue HanMeHoBanue OcHallIEHHOCTDH Ilepeuennb
AUCHUTITHHBI CrenuaIbHbIX CIenuaIbHbIX JIMI[EH3HOHHOT 0
(MoayJsisi), MPaKTHK MoOMeIleHn i U MoMeIleHu u MPOrpaMMHOr0
B COOTBETCTBHUM C | NOMEIICHHH s MOMEIeHHuH IS o0ecreueHus.
Y4eOHBIM IIAHOM CaAMOCTOSITEJILHO CaMOCTOSITEJIbHOM
il paboThbI padoThI
b1.B.04 KaOuner VyeOHble MecTa, Microsoft Windows
AJIMUHUCTPUPOBAHU | UH(DOPMALIMOHHON | 00OpYyIOBaHHBIE XP Professional
¢ ¥ 0€30MacHOCTh 0€30IMacHOCTH 0JI0YHO# MeOETbIO, Microsoft Office
KOMITBIOTEPHBIX KOMIIBIOTEPAMH C 2010
CHCTEM BBIXOJIOM B CETh Kaspersky Endpoint
UHTEpPHET, pabouee JUIst Ou3Heca
MmecTo npenofaBatens B | Koncynerantllnroc
COCTaBe CTOJI, CTYII, AdobeReader
TyM0a, KOMIIBIOTEP Cisco WebEx
MpernoaBaTeis ¢ HNudopmannoHHo-
BBIXOJIOM B CETh KOMMYHHUKAIIHOHHAS
WHTEPHET, 3KpaH, wiatopma
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https://www.webex-russia.ru/

MYJIbTUMEIUMHBINA «Chepym»
IIPOEKTOP, TENEBU30D,
TEMAaTHUYECKHUE CTCH/IBI,

IIPE3EHTALIMOHHBIN

MaTepHan
Aynurtopus i VY4eOHble MecTa,
CaMOCTOSITENIbHON | 000pyAOBaHHbIE
paboTsl 0J104HO MeOenbIO,

KOMIIBIOTEPaMH C
BBIXOJIOM B CETb
UHTEPHET,
MHOTO(QYHKIIMOHAIBHOE
YCTPOWCTBO

6. MeToguueckue yKa3aHus JJisi 00y4AIOUIUXCH 110 OCBOCHHUIO JUCHHUIIIMHbBI

6.1 3aHATHSA JIEKIIMOHHOI0 H CEMHHAPCKOI0 (IIPAaKTH4YE€CKOI0) THIIOB

Metouyeckue ykazaHusl AJs 3aHATUHN JIEKIIMOHHOTO THMA. B X0/1e TeKIIMOHHBIX 3aHITUN
oOydJaroreMycsi HEOOXOJMMO BECTH KOHCIIEKTHPOBAaHHWE Y4eOHOTO Marepuaia, oOpamiaTh
BHMMAaHHE Ha KaTeropuu, (GopMyIupOBKH, PACKPBIBAIOIINE COACPKAHUE TEX WM HUHBIX SIBICHUN
U TIpPOILIECCOB, Hay4yHbIe BBIBOJBI M IMpaKTHUYecKue pexomeHaauuu. Heobxommmo 3amaBaTh
MPENnoaBaTeNi0 YTOUHSIONUIME BOMPOCHl C IENbI0 YSICHEHHS] TEOPETHUECKUX IIOJIOKEHUH,
paspeleHus CIOPHBIX CUTYAaIHil.

Lenecoobpa3zHo opabaTbiBaTh CBOM KOHCHEKT JIGKIIUU, JeNiasi B HEM COOTBETCTBYIOIIHE
3alMcyu W3 OCHOBHOUM M JOMOJIHUTEIBHON JIUTEpaTyphbl, PEKOMEHJI0BAHHOM IpernogaBaTesieM U
MPEAYCMOTPEHHON Y4eOHOM MPOTpaMMOM JUCITUTUIUHBI.

Metonuyeckie yKazaHus JUIA  3aHATUA CEMHUHAPCKOTO  (MPAaKTUYECKOTO) THIA.
[IpakTyeckue 3aHATHS TO3BOJIAIOT Pa3BUBATh Y OOYYaIOMIETOCS TBOPUECKOE TEOPETUYECKOE
MBIIILJICHHE, YMEHHE CaMOCTOSITEIbHO M3Yy4aThb JIUTEPATypy, aHAIM3UPOBATh MPAKTUKY; y4aT
4eTKO (POpPMYIHUpPOBATh MBICHIb, BECTH IUCKYCCHIO, TO €CThb MMEIOT HCKIIUUTENIHHO Ba)KHOE
3HAUYE€HHE B Pa3BUTUU CAMOCTOSITEIIbHOTO MBILIICHHUS.

[loaroroBka K MNpakTHYECKOMY 3aHSATHUIO BKJIIOYaeT naBa drtana. Ha mepBoM »stame
oOyyaromuiicss MIaHUPYeT CBOK CaMOCTOSITENIBHYIO paboTy, KOTOpas BKIIKOYAET: YSICHEHUE
3aJJaHUsd Ha CaMOCTOSTEIbHYIO paldoTy; 1MoAOOp OCHOBHOHM M JOTOJHUTENIBHOW JIUTEPATYphI;
COCTaBJICHHE IUIaHAa paboThl, B KOTOPOM ONPEAEISIOTCS OCHOBHBIE ITYHKTBI MpPEACTOSIIECH
noarotoBku. CocTaBieHHe TUIaHA AUCHUILUTMHUPYET M MOBBIIIAET OPraHU30BaHHOCTH B padoTe.

BTOpOfI 9Tall BKIIKOYACT HEMOCPCACTBCHHYIO INOATOTOBKY K 3aHATHUIO, KOTOPAsA HAYUHACTCA C
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M3yUYEHHsI OCHOBHOM U JIONIOJTHUTENBHON auTeparypbl. Oco60e BHUMAaHUE IPH 3TOM HE00X0IMMO
0o0paTuTh Ha COJIEPKAHUE OCHOBHBIX IOJIOKEHUI M BBIBOJIOB, OOBSICHEHHE SIBJICHUH U (PAKTOB,
YSCHEHUE IPAKTHUYECKOIO0 IPWIOKEHUS PAacCMaTpPUBACMBIX TEOPETHYECKUX BONIpPOCOB. Jlaiee
CJIeIyeT NOArOTOBUTH TE3UCHI JUIsl BHICTYIUIEHUH IO BCEM y4€OHBIM BOIpPOCAM, BBIHOCUMBIM Ha
MIPaKTUYECKOE 3aHATHE WM 10 TEME, BHIHECEHHON Ha JUCKYCCHIO (KPYTJIBIM CTOI), IpOAYyMaTh
IIPUMEPHI C LIEJIBI0 00ECTIEYEHHs] TECHOM CBSA3M M3y4aeMOU TeMbI C pealbHON KU3HbI0. ['0TOBSCH
K JIOKJIa Ty WJIH BBICTYIUICHHUIO B PAMKAX HHTEPAKTHBHOM (OPMBI (AMCKYCCHSL, KPYTIIBIN CTOM), IPH

HGO6XOHI/IMOCTI/I CIICayeT 06paTI/ITI>C$I 3a IOMOMIBIO K MPENogaBaTeIIro.

6.2. CamocTosiTeIbHAs1 padoTa CTYAEHTOB

CamocTosiTenbHas paboTa CTYAEHTOB MPEIYCMOTPEHA y4eOHBIM TUIAHOM TI0 AUCIUILINHE
B 00beMe 54 uyacoB. CamocTosiTenbHas paboTa peanu3yercss B paMKax MpOTrpaMMbl OCBOEHHUS
JTUCITUTIIMHBI B CIIETYIOMHX (popMmax:

- paboTa c KOHCIIEKTOM 3aHATus (00paboTKa TeKcTa);

- MpopabOTKa TEMATUKNA CAMOCTOSITETbHOU pabOTHI;

- HalMcaHue KOHTPOJIbHOM paboThI;

- mouck nHpopmanuu B cetu «HTEpHET» U IUTEpaType;

- BHINTOJIHEHNE WHANBUAYAIbHBIX 3aJaHUH;

- IOJITOTOBKA K C/1a4e 3a4eTa.

CamocTosTenbHas paboTa MPOBOJUTCS C IIETIBIO:

- CHCTEMaTH3allUH U 3aKPETJICHUS TOIyYSHHBIX TEOPETUIECKUX 3HAHUN U MPAKTHYECKUX
yYMEHHH 00yJaronmxcs;

- yriryOJIeHHs ¥ pacIIMpEeHUs] TEOPETUIECKUX 3HAHUI CTY/IEHTOB;

- (dopmupoBaHHS yMEHHH HCIOJIH30BaTh HOPMATHBHYIO, IPAaBOBYIO, CIIPABOYHYIO
JOKYMEHTAIHIO, YIEOHYIO U CIIEHUATILHYIO JTUTEPATYPY;

- Pa3BUTHS TO3HABATEIFHBIX CIIOCOOHOCTEH M AKTHBHOCTU OOYYAIOUIMXCS: TBOPYECKOI
WHHULUATHUBBL, CAMOCTOSITEJIBHOCTH, OTBETCTBEHHOCTH, OPraHM30BaHHOCTH; (HOPMHUPOBAHUE
CaMOCTOSITEJIFHOCTH MBIIUICHHS, CIHOCOOHOCTEH K CaMOpa3BUTHIO, COBEPLICHCTBOBAHHIO U
CaMOOpraHu3alHy;

- Pa3BUTHIO MCCIIEJOBATEILCKUX YMEHUH CTYICHTOB.

TexHonorust OpraHM3allid  CaMOCTOSITEIBHON pabOThl  OOy4arOIIMXCS  BKIJIIOYAET
UCIOJb30BaHNE WH(POPMALMOHHBIX M MaTepUaTbHO-TEXHUYECKUX PEecypcoB: OMOIMOTEKa ¢
YUTAJIbHBIM 3aJI0M, KOMIIBIOTEPHBIE KJIAcChl ¢ BO3MOXHOCTBhIO paboThl B MIHTEpHET, ayaquropun
JUISL CAMOCTOSITEIIbHON PaOOTHI.

Hepe;[ BBIIIOJTHECHUEM 06y‘{aIOIJ_II/IMI/IC}I BHC&y,Z[PITOpHOfI CaMOCTOSTEIbHOMU paGOTBI
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MIPETo/1aBaTellb MPOBOJUT KOHCYIHTUPOBAHKWE MO BBHIMOJIHEHUIO 337aHUs, KOTOPBIM BKIIOYAET
LeNb 3aaHusl, €ro COACP)KaHUsS, CPOKH BBIIIOJHEHUS, OPUEHTUPOBOYHBIA 00BEM pPabOTHI,
OCHOBHBIE TpeOOBaHMUS K pe3yJbTaTaM padOThl, KPUTEPUU OLICHKH.

CamocrositenpbHas paboTa MOMKET OCYHIECTBISTHCS WHAMBUIYAILHO WM TPYIIIAMH
oOyJaromuxcss B 3aBUCUMOCTH OT IeNH, 00beMa, KOHKPETHOW TEMAaTHKH CaMOCTOSTEIbHOMN
paboTHI, YPOBHSI CJIOKHOCTH, YPOBHSI YMEHHIA 00yUJarOIINXCS.

KoHTposs camocTosITeTbHOM paboTHI CTYICHTOB NIPEAYCMAaTPHBAET:

-COOTHECEHHUE COAEPIKaHUSI KOHTPOJIS C IEISIMH 00yUYeHNS,

-00BEKTUBHOCTH KOHTPOJIS;

-BAIMAHOCTb  KOHTPOJII  (COOTBETCTBHE NPEABSBISIEMBIX 3aJaHUA  TOMY, 4TO
MPEANOJIaraeTcsi IPOBEPUTH);

- GepeHIannio KOHTPOIHHO-U3MEPUTEIFHBIX MaTEPHAIIOB.

@DopMBI KOHTPOJISI CAMOCTOSTETFHON paOOTHI:

-IIPOCMOTP | MPOBEPKA BBIMIOJHEHHUS CAMOCTOSTEIEHOW PabOTHI MPETo1aBaTelieM;

-OpraHu3aIys CaMOIIPOBEPKH, B3aUMOIIPOBEPKH BHITIOJTHEHHOTO 33aHUs B TPYIIIIE;

-00CyX/IeHHE Pe3yIbTaTOB BHIIIOJHEHHOI pabOTHI HA 3aHSTHH;

-TIPOBE/ICHUE MICEMEHHOTO OIPOCa;

-IPOBE/ICHHE YCTHOTO OINpOCAa; OpPraHM3alMs ¥ TPOBEACHHE HWHIMBHIYAJIHHOTO
coOecenoBaHus;

-OpraHu3alys 1 MpoBeJeHre codeceJoOBaHus C IPYIION.

7. MeToanuyecKkue peKOMeH AU M0 00y4eHH IO JINI ¢ OTPAHUYeHHbIMH

BO3MOKHOCTHAMMU 310POBbA U HHBAJIHU/10B

OO0ydeHue no IUCHUIUIMHE 00YYaIOIIUXCs ¢ OTPaHUYEHHBIMU BO3MOKHOCTSIMH 3JI0POBBS
(manee — OB3) ocymiecTBiseTCSs C YYETOM OCOOCHHOCTEH IMCUXO(PH3UYECKOTO pPa3BUTHS,
WHIUBUAYAIBHBIX BO3MOXHOCTEH M COCTOSIHUSA 3/I0POBbS TAKUX 00YJarOIIUXCS.

Copepxanre 00pa3oBaHUS M YCIOBUS OpraHuzanuu oOyudeHus, obOyuaromuxcs ¢ OB3
OTIPEIeNAI0TCA AJaNTUPOBAHHONW 00pa30BaTeIbHOM MPOrpaMMOi, a Il MHBAJIUIOB TaKXKe B
COOTBETCTBUU C MHIUBUAYAIbHON MPOTPaMMOii peaduInTalui HHBAIU/IA.

OcBoenne muctuIuinHbl oOydaromumucs ¢ OB3 Moxker OBITH OPraHHU30BaHO Kak
COBMECTHO C JAPYIMMH OOydYalolUuMHUCS, TaK ¥ B OTIENbHBIX Trpynmax. [Ipeamomaratorcs
CrHelHaibHbIe YCIOBUS Ui OydeHus oOpa3oBaHus ooydaromumucs ¢ OB3.

[Ipodeccopcko-mearorndecknii cocTaB 3HAKOMUTCSI C TICUXOJIOT0-(DHU3HOIOT HIECKUMHU
0COOCHHOCTSIMU oOyuaronuxcs WHBAMHIOB W juil ¢ OB3, MHAMBHIyaTbHBIMH TpOTpaMMaMHU

peabunuTay MHBATUAOB (TIPU HATHYWH).
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B xypce npeanonaraeTcs UCMOJIb30BaTh COIUAIBHO-aKTUBHBIC M PE(IICKCUBHBIE METOIbI
oOydeHusl, TEXHOJIOTHMM COLMOKYJIbTYpHOU peabuiuTanmuu ¢ TENbI0 OKa3aHWsl IOMOIIU B
YCTaHOBJICHHUH IMOJTHOIEHHBIX MEKJIMYHOCTHBIX OTHOIICHHUH C JPYTUMU CTYJACHTAMH, CO3JIaHUU
KOM(OPTHOTO TICUXOJIOTHYECKOTO KJIMMara B cTyiaeHdeckou rpymme. [logbop u paspabotka
Y4eOHBIX MaTepUAIOB TPOU3BOJATCS C YYETOM TMPEIAOCTABICHHS MaTrepualia B Pa3IMIHBIX
dbopMax: ayTuaNibHOW, BH3YAIBHOW, C MCIIOJI30BAHUEM CITCIIUATBHBIX TEXHHYECKHX CPEIICTB H
MH()OPMAIIMOHHBIX CHCTEM.

OcBoenne aucrumuHbl junamu ¢ OB3 ocymecTBiseTcss ¢ MCIOIB30BaHUEM CPEJICTB
oOyueHuss OOImMIET0O W CHEIUAIBHOTO Ha3HAueHUS (NMEPCOHATBHOTO H  KOJIJICKTUBHOTO
WCTIOJIb30BaHMs ). MaTepruanbHO-TEXHUYECKOE 00ECTIeUeHHE TPeyCMaTPUBAET MIPHUCIIOCOOTICHHE
aynutopuit k Hyxxaam juil ¢ OB3.

dopma TIpoBEACHUS aTTECTAIMH JIJIS CTYJACHTOB-UHBAIHMIOB YCTAaHABIMBACTCS C YIETOM
WHJIMBHUIYATBHBIX TICUX0(u3nyeckux ocodennoctet. [ cryaerto ¢ OB3 npenycmarpuBaeTcs
nocTymHas Gopma MpeAoCTaBICHHS 3aJaHUH KaK OIICHOYHBIX CPEJICTB, & UMEHHO:

— B ICYATHOM WJIM JIEKTPOHHOU Gopme (IS JTHI] C HApYIICHUSIMH OMOPHO-/IBHTaTEIIEHOTO
ammapara);
— B TMedaTHOWM QopMe WM OJJIEKTPOHHOH ¢GopMe C YBEIUYCHHBIM MPUPTOM H

KOHTPACTHOCTBIO (ISl JIUIL C HAPYIICHUSIMU CITyXa, pe4H, 3peHus);

— METOJIOM UTEHHS aCCUCTEHTOM 3aJlaHus BCIyX (AJIs JUI] C HAPYIICHUSIMU 3PEHHUS).

CryneHTaM C MHBAJIMJHOCTHIO YBEIMYHMBACTCS BpeMs Ha IOATOTOBKY OTBETOB Ha
KOHTPOJIbHBIE BOIpOChl. i TakuX CTYIEHTOB MpeAdycMaTpuBaeTcs MAOCTymHas Qopma
MIPEeI0OCTABJICHUS OTBETOB Ha 33JaHUS, 3 UMEHHO:

- MMCbMEHHO Ha Oymare ujiu HaOOpOM OTBETOB Ha KOMIIbIOTEpE (7S JIUI] C HAPYLIICHUSIMU
cllyXa, peun);

- BBHIOOPOM OTBETA M3 BO3MO>KHBIX BAPHAHTOB C MCIOJIH30BAHUEM YCIIYT aCCUCTEHTA (IS
JIUI] C HApYIICHUSIMU OMOPHO-/IBUTaTEeNILHOTO ariapara);

- YCTHO (7151 JIUIL C HAPYIICHUSIMU 3PEHHsI, OTIOPHO-IBUTATEIHLHOTO aIlapara).

- Py HEOOXOAUMOCTH Ui OOYYaroIIMXCS C HWHBAIUIHOCTHIO TMpOIeaAypa OICHHUBAHUS

PE3YyIbTATOB O6y‘IeHI/IH MOXKCET IPOBOAUTHCA B HECKOJIBKO 3TaIlOB.
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[Ipunoxenue 1

DoH/ OLICHOYHBIX CPEACTB
AJI51 TEKYLEro KOHTPOJIsl M IPOMEKYTOYHOM aTTecTalun
NPHU U3YYEeHUH TUCHUTITNHBI
b1.B.04 AxMuHBCcTPpHpOBaHKe U 0€30MIACHOCTh KOMIIBIOTEPHBIX CUCTEM

r. Mocksa, 2025
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1. ITacnopTt poHIa OLIEHOYHBIX CPEACTB

peLeHni

[IK-4 Cnocoben pa3padaThIBaTh
TIPUJIOKCHUS Ha OM3HEC-
OPHCHTHPOBAaHHBIX S3BIKAX
MPOrpaMMHUPOBAHUS

WIIK-4.1 3HaTh: OCHOBBI Ou3HEC-
OPHEHTHPOBAHHBIX SI3LIKOB
MPOrpaMMHPOBAHMS €  y4YETOM  HX
MPEUMYILECTB,  HEIOCTAaTKOB,  cdep

MPUMEHCHUS
HIIK-4.2 YMeTs: pa3pabaTsIBaTh
MIPUKIIATHBIC MPHIIOKECHUS JUTSt

podeCcCUOHATBHON JeATENbHOCTH
NIIK-4.3 Bnagers: HaBBIKAaMHU BBIOOpa

OITUMAJIbHBIX TEXHOJIOTHH 1
HHCTPYMEHTAIbHBIX CPEACTB
pa3paboTKH OPUTHHAIBHOTO

MIPUIIOKECHUS

Koa u HamMeHOBaHuUe HNuaukaTop 10cTHKEHHUS HaumeHnoBanue
KOMIeTeHINHT KOMIIeTeHIUU OL[CHOYHOI' 0
cpeacTBa
OIIK-4 CriocoOeH MOHUMATh HOIIK-4.13nate: Buasl uH(opmammy, | Texymuid
TIPHHIAIE PaGOTHI NPHHLMIEL, METOZBl M MPOTPAMMHBIC | 1oprpoj:
UH(OPMALMOHHBIX TEXHOIOTHIA; cpenctsa ee  cbopa, obpabotkn u TECTOBOE
aHaam3a JUTST UH(POPMAIMOHHO-
KCIOh30BaTh HH()OPMAITHIO, N
AHAJUTUYECKOW TONJEPKKA TMpHHsTUS | 3aJaHUC,
METOIIb i IPOrPAMMHEIE CPENICTBA | ypyyap nonueckux pemeHHi KOHTPOJIBHAS
ee cOopa, 00paboTKy U aHalM3a HNOIIK-4.2  YMerh:  HCHOJIB30BAThH pa6ota
JUTsE TH(GOPMAIMOHHO- uH(OpPMAITHIO, METOABI M MPOTrPAMMHBIC
AHAIUTUYECKOM TTOIICPIKKU cpenctea  ee  cbopa, o00pabOTKM W
NPUHATHUS YIIPABICHYECKUX aHajm3a AL MH(OPMAIHOHHO-
permermii AHATMTHYECKON TONIEPKKN  IPHHATHSA
YIPABJICHUECKUX PEIICHHM.
NOIIK-4.3 Biagers: HaBBIKAMU
UCIOJIb30BaHM MH(POPMAILIMK, METO0B
U TPOrpaMMHBIX CpEICTB ee cOopa,
00paboTku u aHajam3a TUTSI
uH(OPMAITHOHHO-aHATUTHIECKOM TpoMexyTouHas
MOJUICPIKKH
aTTeCcTalus:
MNPUNHATUA YNpaBAEeHYECKNX
P y P 3a4€eT

Oranel popmupoBaHus kKomreTeHIM B mporecce ocBoenus OOII mpsMo cBsizaHbl C

MECTOM JMCUMIUIMH B oOpa3oBaresnbHOW mporpamme. Kaxaprit

KOMHCTCHHHﬁ, XapaKTEpU3yeTcsa ONpPCACIICHHBIMU 3HAHUAMHU, YMCHUAMNU W HABBIKAMHU U (I/IJ'II/I)
OIIBITOM HpO(l)CCCHOH&JIBHOfI ACATCIIBHOCTH, KOTOPBIC OLICHUBAKOTCA B IMPOHECCE TCKYLICTO
KOHTPOJIA YCIIEBACMOCTH, HpOMeX(YTOqHOﬁ aTTeCTallkuH 110 JUCITUITIINHEC (HpaKTI/IKe) H B IIPpOLECCCC
HUTOTOBOM aTTECTallMM. ﬂI/ICLII/IHJ'II/IHa ((AI[MI/IHI/ICTpI/IpOBaHI/Ie u 0e30IacHOCTh KOMITIBIOTCPHBIX

CHCTEM» SIBJISIETCS MPOMEXKYTOUHBIM 3TanoM (opmupoBanus komnereniuii OIIK-4, TIK-4 B

npouecce ocsoenus OOIL.
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Jis  omleHKU YpOBHS C(HOPMHPOBAHHOCTH KOMIIETCHIIMHA B TMpOIECCe HU3YUCHUS
JUCLMIUIMHBI TPEAYCMOTPEHO MPOBEACHUE TEKYIIETO KOHTPOJISL YCIIEBAEMOCTH IO TEMam

(pazgenamM) TUCHUILUIMHBI U TPOMEXKYTOUYHOM aTTECTAI[MU 1O TUCHUILTUHE — 3a4eT.

2. OueHo4YHbIE CpeACTBA

2.1 Texkymmii KOHTPOJIb

Tunosoe TecToBoe 3a1aHNe
Bomnpoc Nel .
[TpoBaiinep — 3to0:
Bapuanmur omeemos:
1. Bnagener y3na ceTd, ¢ KOTOPBIM 3aKJIFOUAETCS I0TOBOP Ha MOJKIIOYEHHE K €T0 Y311y

2. Ha3BaHHWE MPOTPAMMBI, ISl OCYIIECTBICHUS CBSI3U MEXIY KOMITBIOTEpaMHU
3. ammapaTHOE YCTPOMCTBO IS MOIKITIOUEHHS K Y3IIy CETH

Bomnpoc Ne2 .
Kommyranus — ato:

Bapuanmur omeemoas:
1. sr1o mpouecc nepeaaun nanubix ¢ ogHoro 1K wva apyroii 1K, xorna »tu I1K Haxonarcs B
pa3HBIX CETAX

2. mpoliecc COeIUHEHNs aDOHEHTOB KOMMYHHUKAIIMOHHOM CETH Yepe3 TPAH3UTHBIE Y3JIblI
3. 3TO MOCJIeN0BATEIILHOCTh MAPIIPYTU3aTOPOB, KOTOPHIE AOJDKEH MPONTH MaKeT OT
OTIPABUTEIS JI0 MyHKTA Ha3HAYCHUS

Bonpoc Ne3 .
[IporpamMma, B3aMOEMCTBYIOIIAs C CETEBBIM a/IalITEPOM Ha3bIBACTCS:

Bapuaﬂmbz omeemoe.

1. cereBoii npaiiBep
2. mepenaromas cpena
3. MYJIBTHILIEKCOP

Bonpoc N4 .

JloMeH-3TO...

BapuaHmbl omeenmoe.

1. gacth aJipeca, onpcaciaromad aapeC KOMIILIOTEPA I10JIb30BATCIIAA B CETU
2. Ha3BaHUE nporpamMmmsal, Ijid OCYIICCTBJIICHHUA CBA3U MCKIY KOMIIBIOTCpaAMU
3. Ha3BaHHE YCTPOﬁCTBa, OCYHICCTBJIAIOUICTO CBA3b MCKAY KOMIIBIOTCPAMU

Bomnpoc No5 .

HpI/I YaCTOTHOM pa3ACJICHUN KaHAJIOB CBA3U ITPOUCXOIUNT:

Bapuaﬂmbl omeemoes.

1. nepenava uHbopMaMK B IUPPOBOM BHIE
2. yBeIUYEHUs MPOIYCKHOU COCOOHOCTH CHUCTEM Mepeaayl MH(opMaIu
3. mepenaya MH(GOPMALMOHHOTO MOTOKA MO (PU3MUECKOMY KaHALy Ha COOTBETCTBYIOLICH
qacToTe
Bompoc Ne6 .
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Texunonorus Gigabit Ethernet ocHoBana Ha cranmapre:

BapuaHmbz omeenoes.

1. IEEE 802.1

2. |IEEE 802.2

3. IEEE 802.3
Bomnpoc Ne7.

[IvHa JaHHBIX — ATO:

BapuaHmbz omeenoes.

1. gacTh cUCTEMHOI IOWHBI, MpE€AHa3HAYCHHAaA JJId Nepeaadn KOMaHa MCXKIY KOMIIOHCHTaAMA
KOMIIbIOTEpa

2. YacTh CUCTEMHOM IIMHBI, TIPEAHAa3HAYCHHAs /IS TIepeaunl apeca si9eiHKy maMsaTH MEKIY
KOMIIOHEHTAMH KOMIIBIOTEpA

3. YacTh CUCTEMHOM IIWHBI, IPEAHAa3HAYCHHAs IS TTepeaudl TaHHBIX MEXTy KOMIIOHEHTaMHU
KOMIIbIOTEpA

Bomnpoc Ne§ .

DOneMeHTHas 0a3a TpeTbero nmokojeHus IBM —

BapuaHmbz omeemoe.

1. uHTerpanbHbIE MUKPOCXEMBbI

2. DIIEKTPOHHO-BaKyyMHBIE IPHOOPHI
3. TOJYIPOBOIHUKOBBIEC PUOOPHI

Bonpoc N9 .

Jj1g moAKITI0OUeHUsT KOMIIBIOTEPa K JIOKAIbHOM ceTu TpeOyeTcs, 4TOObl B KOMIIBIOTEPE OBLIT
YCTaHOBJIEH -

Bapuaﬂmbz omeemoe.

1. BuaeoamanTep
2. KOMMYTaTop
3. ceTeBoi aganTep

Bompoc Nel0 .
Kakoii Tun ¢puznyeckoro coeAMHEHUs ABIsETCS HanOoJiee BBICOKOCKOPOCTHBIM ?

BapuaHmbl omeemoe.

1. OmTOBOJOKHO
2. KOakcuaJbHbII Kadenb
3. BUTadg mapa

IIlkana oneHUBaHUS TECTOBOIO 3aJIaHHU

% BepHBIX pelIeHuil (0TBETOB) IIIkana oneHUBAHUA
85-100% «OMIIUYHOY

70-84% «xopouioy

51-69% «V0081€MBOPUMENLHOY
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50% u menee «Hey0081emE8oOPUMETIbHO»

IIpumepHbIe 3a1aHNs I KOHTPOJIbHBIX padoT

3ananue 1

[TocTpouTh ceTh U3 TPEX CErMEHTOB, KaXKbli U3 KOTOphIX cocTouT U3 C, 102 D u E pabounx
CTaHIUI COOTBETCTBEHHO. Kak/plif CErMEHT MOCTpOEeH Ha 6a3e KOMMYTATOPa, U KaxIbIi
KOMMYTATOp MOAKIIOUEH K OTEIbHOMY MapiipyTuzaropy. lnro3om 1 kaxx10ro cermeHTa
CIIY’)KUT COOTBETCTBYIOILIMN MapuIpyTu3aTtop. MapupyTu3aTopbl CO€AMHEHBI MEXKIY CO00ii ¢
nomotisio uaTepderica DTE. Heobxomumo 3amath [P agpeca cereBsiM uHTEpdEiicam
MapIIpyTHU3aTOPOB U JIOKAJIbHBIX KOMIbIOTEPOB. 3aaath napamerp Clock Rate Ha
MapIlpyTH3aToOpax. Y CTaAHOBUTh Ha MapLIpyTH3aTOPax MapoJu i JOCTyIa K
MIPUBUIIETUPOBAHHOMY pexuMy. HacTpouTh cTraTndyeckyro MapiipyTu3amuio 1 100UThCs
BO3MOXHOCTH MEPECHIIKN JaHHbBIX 110 npoTokoiry ICMP Mmexny BceMu oObeKTaMu CETH.

3ananue 2

[TocTpouthb ceTh, COCTOSIIIYIO U3 IByX CETMEHTOB Ha OCHOBE KOMMYyTaTOpoB. CermeHT Nel
conepkut B pabounx cranuuid, cermeHT Ne2 — C paGouux ctaHuuit U cepBep. MapuipyTuzaTop
siBiIsieTCs IUTF030M. CerMeHThI COeTMHEHBI MapiipyTu3atopoM. B mepBom cermente [P agpeca
pazaroTcsl MapuIpyTH3aTOPOM TMHAMUYECKH, BO BTopoM I[P aipeca 3aanbl craTnyecku.
Hactpouts mapupyruszamuto no nporokonry RIP. Cepsep sBisiercst DNS u BeGcepBepoMm.
HacTtpouTs Ha cepBepe BeO-CTpaHuUIly TPOU3BOJIBHOTO Gopmata. JloOUTHCSI BO3MOXKHOCTH
MEePECHUIKH TaHHBIX 10 MpoTokoiy ICMP mexay Bcemu oObekTamMu cetr. JIoOUThCs MpocMoTpa
BeO-CTpaHUIIBI C cepBepa BO BCTPOCHHBIX Opay3epax pabodyux CTaHIIUMA

3amanue 3
Hacrpoiika kommbrorepa a1 paboThl B CETH

BoiiguTe B cucTeMy € y4€THOM 3aMHUCHIO.

B mento I[Tyck BeiOepute myHkT [Tanens ynpaBieHus.

B otkpsiBIeMcs okHe [lanenp ynpaBiieHus EIKHUTE MBIIIBIO Ha ccbuike CeTh U
nojkiaoueHus Kk Miarepuery.

B oxne Cetb 1 noaxitoueHust K MHTEpHETY 1IETKHUTE MBI Ha cTpoke Mactep
HacTpoiiku cetu. Ha mepBoii ctpanuiie Mactepa HaCTpONKH CETH IIETKHUTE MBIIIBIO

Ha kHonKe [lamee.

Ha crpanune Mactepa Ilepen Tem, kak IpoJ0JKUTh LISJIIKHUTE MBIILIBIO Ha KHOTIKE [lanee.
Ha ctpanunie Beibepute MeTo moakitoueHus BbIOepuTe paanokHoNKy Jpyroe u
LIEIKHUTE MBIIIbIO Ha KHOTIKE J[arnee.

Ha crpanune Jlpyrue cnocoOsl monkiroueHust K MHTepHeTY BbIOGpHUTE PAIMOKHONKY JTOT
KOMITBIOTEp TPUHAUICKHUT CETH, HE MMEIOIIeH MONKIIoueHus] K VIHTepHeTy M IIeJIKHHUTE
MBIIIBIO Ha KHOTKE Jlanee.

Ha crpanune 3agaiiTe UMs U OIIMCAaHUE JUIs 3TOTO KOMITBIOTEpa yoeuTech, 4to B noje Mms
KOMIIBIOTEpA COJAEPKUTCSI MPABUIIBHOE HA3BAHUE BAIIETO0 KOMIIBIOTEPA (E€CIIH BBl
COMHEBAETECH, TO CIIPOCUTE Y MPENOAABATENS) U IIEIKHUTE MBIIIBIO HA KHOMKE Jlasee.

Ha crpanune 3agaiite uMs 1Uis Baiieit ceTu BBeauTe B roJie Pabouas rpynna

Ha3BaHUe, ykazaHHoe npenojaasareneM (Hampumep, CLASS10A) u menkuute

MBIIIBIO HAa KHONIKe Jlanee.

[Tpumeuanue. Ha3Banue paboueil rpynibl 10JKHO ObITh OJIMHAKOBBIM JUIS BCEX KOMIIBIOTEPOB
KJlacca, MHa4e MOTYT BO3HUKHYTh MPOOIEMbI ¢ 0TOOpa)KEHHEM 3HAaYKOB KOMITBIOTEPOB B CETH.
Ha crpanune OOmuit goctyn Kk (aitnaMm u npuHTEpaM BHIOEpUTE PaAHOKHONIKY BKiItounTh
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oOmmii gocTym
K (paiimam u mpuUHTEpaM U IIEIKHUTE MBIIBIO Ha KHOTKe Jlasee.
Ha ctpanune Bee roToBO 171 IPUMEHEHUS CETEBBIX ITApaMETPOB yOEAUTECh, UTO BCE
HAaCTPOMKHU yKa3aHbI
MIpaBUJIbHO, U LIEJIKHUTE MBIILIBIO HAa KHOIIKE Jlanee.
Ha crpanunie Bee moutu rotoBo BeiOepute pagnokHonky [Ipocto 3aBepmuth padboTy
MacTepa, HET HyK/Ibl 3allyCKaTh €ro Ha IPYyruX KOMIIbIOTEpax U ILEIKHUTE MbIIIbIO Ha
kHonke Jlanee.
Ha ctpanune 3aBepiienue paboTbl MacTepa HaCTPOMKHU CETU yOeAUTECH, YTO
HAcTpOMKa 3aBeplIeHa YCIIEIIHO, U IIEJIKHUTE MBIIIbIO Ha KHOIIKE ['0TOBO.
B nosBuBmIemMcs okHe MI3MeHeHNe mapaMeTpoB CUCTEMBI LIIEJIKHUTE MBIIIBIO Ha
kHorike [la, yToOBI epe3arpy3uTb KOMIIbIOTED.

3ananue 4
. [IpenocraBnenue nanku B 00U JOoCTYyM

Co3panue nanky 1 NpeoCcTaBIeHNe ee B
oOumii noctyn

Boiinure B cucteMy ¢ y4eTHOM 3alMChIO, BXOAAUIEN B JTIOKAIBHYIO TPYIIITY
«AIMUHUCTPATOPBD».

B menro Ilyck BbiOepuTe myHKT Moii KOMIIBIOTED.

B otkpsIBIIEMCSI OKHE MO KOMITBIOTED BBITIOJIHUTE ABOMHOW MIETYOK MBIIIBIO HA
3HAYKE OJIHOTO M3 JKECTKUX TUCKOB (Harpumep, Jlokampublil auck (C:)).

[Tpumeuanue. Eciu nmpu 3TOM MOSBHUTCS MpeaynpexaeHue: «ITH (Halibl CKPBITHI, TO
LIEJIKHUTE MBIIIBIO Ha KHOIIKe OTOOpa)kaTh COAEPKUMOE ITOU MaIKH.

B oxne JlokaneHeril quck (C:) meNIKHUTE MPaBOK KHOMKOW MBIIITH HA JTI0OOM CBOOOIHOM
y4acTKe OKHA, BbIOEpHUTE B KOHTEKCTHOM MeHI0 MyHKT Co3gate, [lamky, BBeaute ums
Manky, COBIAJaiollee ¢ MMEHeM Balleil yueTHoi 3anucu (Hanpumep, Userl) u HaxmuTte
kiaBuiy Enter.

lenkHUTE MpaBOil KHOMKOW MBIIIY Ha 3HAUKE TOJBKO YTO CO3JAAHHOM MAanKu U BEIOEPUTE B
KOHTEKCTHOM MeHIO MyHKT OOmuii 1ocTyn 1 6e301macHOCTb.

B oTkprIBIIEMCS OKHE CBOWCTB MaNKu YOeIUTECh, UTO Bbl HAXOJAUTECh Ha BKIaake JlocTym.
B paznene O6mmit foctyn u 6e30macHOCTh momMeThTe (hiakku OTKpPBITH OOIIUN JOCTYI K
9TOM nanke u Pa3pemuts n3MeHnenue GaiyioB Mo CeTH, MOCIIe Yero MISJIKHUTE MBIIIBIO0 Ha
kHonke OK.

BeImtosHUTE TBOMHOM MIETYOK MBIIIBIO HA 3HAYKE CO3/IAHHOM MATKH.

B oTkprIBIIEMCS OKHE MANKH cO3/aiiTe TEKCTOBBIN (paiii ¢ UMeHEeM, COBIAJAIOIINM C
HMMEHEM Balllell yueTHo# 3anucu (Hanpumep, Userl).

OTtpenakTupyiiTe co3IaHHBIN (aiin, MOMECTHB TyAa HECKOJIBKO CTPOK TEKCTa, U
COXpaHUTE U3MEHEHUS. 3aKpOMTE BCE OKHA.

3agaHue 5
1. Pabora c 00muMu nankaMu B OJJHOPaHTOBOM ceTh

[Moaxmrouenue k obIel nmanke U padora ¢
ynaieHHbIMH Qaitnamu B mento ITyck BeiOepute
nyHKT CeTeBoe OKpY>KEHUE.

IIpumeuanue. Ecau nynkT CeTeBoe okpyxkeHue B MeHI0 IIyck oTCyTCTBYET, TO
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BbIOepuTe B HeM NyHKT [lanens ynpasnenus, Cetb

U TOJIKIIIOYEHUS K IHTEpHEeTYy U B OTKPBIBIIEMCS OKHE IIEIKHUTE MBIIIBIO Ha ccbulke CeTeBoe

OKpYKEHUE B JIEBOM 4aCTH 3TOI'0 OKHA.
B okne CereBoe OKpy)KE€HUE OTBIIIUTE SPJIBIK 001N ANKK, CO3/1aHHOM Ha KOMIIBIOTEPE
Balllero nmaptHepa (Hampumep, spibik nmanku User2 Ha kommnbsiorepe Comp2) U OTKPOUTE 3Ty
ManKy.

[Ipumeuanue. Ecau nckoMas namnka B OKHE HE MOSIBUJIACh, TO MOJ0KAUTE OJJHY-/IBE MUHYTHI,

MEPUOAUICCKHU
HaXUMas Ha KJIaBUIITY F5. Ecii sT0 He IMOMOracT, a APJIbIKA IAIOK, CO3JaHHbIX BaMU U APYTrUMHA

yUalUMUCS, UMEIOTCSI B HAJIMYUU, TO MONPOCUTE Ballero NapTHepa MPOBEPUTD MPABUIbHOCTh
BBIIOJIHEHUS UM 3aJaHui 1

u?2.

Haiinure daiin, co3nanHblil Baium naptTHepoMm (Hanpumep, gaitn User2.txt). OTkpoiite ero u
BHECHUTE CBOM M3MEHEHHUsI, 1ocie yero coxpanure daiin (knaBumamu Ctrl+S), He 3akpbIBas
OKHa OTKPBITOTO (aila u oO11el namku.

B menro Ilyck BbiOepuTe MyHKT BBIMOTHUTS.

B otkpriBIEMcs okHe 3amyck nporpammbl BBeaute komany: FSMGMT.MSC u

MIETKHUTE MBIIIBIO HAa KHOTIKE OK.

B otkpriBieMcst okae ocHacTku OOIIKe ANk BRITOJTHUTE TBOMHOMN MISITYOK MBIIIBIO Ha
nanke Ceancsl. [lepeiinure B manky OTKpbITbIE Qailiibl.

3akpoiiTe BCce OTKPBIThIE OKHA U 3aBEpIINTE PadOTy C KOMITBIOTEPOM.

[Ixaya u KpUTEpUU OIIEHUBAHMS KOHTPOJIBHBIX pabOT

Ikayna oneHnBaHuA Kpurepun oueHuBanus

«OMIUYHON OOyuarommiicst TITyOOKO M COICPKATEILHO PACKPBIBAET TEMY
KOHTPOJIbHOU pabOThI, HE TOMYCTUB OMUOOK. OTBET HOCHUT
pa3BEPHYTHIN U UCUEPITBIBAIOIINI XapaKTep.

«xXopouLoy OOyyaromuiics B 1I€JIOM PacKpbIBaeT TEMY KOHTPOJIbHOM
paboThl, OIHAKO OTBET HE HOCUT PAa3BEPHYTOTO U UCUEPIIHIBAOIIETO
Xapakrepa.

«y00871emM8opUMENILHOY OOyuaromuiics B IEJIOM PacKpbIBaeT TeMY KOHTPOJIBHOM paboThI U

JOITYCKaeT psiJl HETOYHOCTEH, parMeHTapHO pacKpbIBaeT
coJIep’KaHHe TEOPETHUECKUX BOIIPOCOB WIIM UX PACKPHIBAET
coJIepKaTeabHO, HO JOMYyCKas 3HAYUTEIbHBIC

HETOYHOCTH.

«Heyoosnemsopumenvro» | OOydaroluiics He BIaIeeT BHIOPaHHOM TeMOIl KOHTPOJIBHOM
paboThl. Tema KOHTPOJIBLHON PabOTHI HE pACKPHITA

2.2 IIpomexyTOUHASI ATTECTALHUA
IIpumepHBIe BOIPOCHI K 3a4eTy

Tema 1. Obwue ceedenusi o cemesoti ungpacmpykmype

1. Knaccudukarus 1 apXuTeKTypa BEIUUCIUTENIBHBIX CeTeH, TEXHUUECKOE,
nH(GOpPMAIMOHHOE U IPOTPaMMHOE 00ecrieueHne ceTel, CTPYKTypa U OpraHu3aIus
(GyHKIMOHMPOBAHUS ceTell (IN100abHBIX, pETHOHAIBHBIX, IOKAJIBHBIX).
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2. CpenctBa nocrpoenus JIBC, opranuzamms pynkunonuposanus JIBC. [Ipuunns! u
YCJIIOBHS Pa3BUTH KOMIBIOTEPHBIX ceTel. [IpenmyiiecTBa, obecrieunBaeMble MPUMEHEHUEM
ceteil. Mozienb B3auMOIEHCTBUS OTKPBITHIX cucTeM. CeMuypoBHEBasi CUCTEMA IIPOTOKOJIOB.

Tema 2. Ungpopmayuonnas mooenv TCP/IP

3. IIpoToKoOJI, CTEK TPOTOKOJIOB.

4. Mopaenu OSI-1SO, DoD, TCP/IP. Ctex TCP/IP, anpecarusi. KanaabHblil ypOBEHB:
nporokos1 ARP, ARP ¢ npencraButenem; CereBoii ypoBeHb: IP-mapmipyruzanus (npsimas,
KOCBEHHasI, TaOJIHIIBI MAapUIPyTU3AINH).

5. Komanmnsrit uatepdeiic OC FreeBSD.

6. ITomutuka 6e3onacaoct OC FreeBSD.

7. CereBble YTHIINTHI KOMaH/IHOM CTPOKH.

Tema 3. Cemesoe gzaumooeticmaue

8. IlpuBaTHBIE ceTH.
9. IlpokcupoBanue.
10. BupryanbHbIe YaCTHBIE CETH.
11. Hactpoiika u ynpasienue OC FreeBSD ¢ xoHconu oneparopa.
12. TlepexsaTt ceteBbix maketoB. Cuuddep WareShark.
13. Hactpoiika nmpokcu-cepepa Squid.
Tema 4. Huzkoypoenesas oopabomka nakemos

14. bpanamayspsel. bpanamaysp NetFilter/IPTables. bpannmaysp IPFW.
15. Hacrpoiika cucremsr DNS.

Tema 5. Apxumexmypol UHGOPMAYUOHHBIX cUCTIEM

16. CucTeMbl peruIMKaIui 1 pe3epBUPOBAHMSL.

17. Moaenu apXuTeKTypbl KIIMEHT-CEPBEP.

18. Cepep 2MEeKTPOHHOM MOYTHI.

19. IlnannpoBanue 3a1aHUH U Pe3ePBUPOBAHIEC JTAHHBIX.

Tema 6. Cemesvie onepayuonmnvie cucmemol

20. CereBbie OnepanOHHbIC CUCTEMbI 1 0COOCHHOCTH aJIMUHUCTPUPOBAHHS B HUX.
21. CpaBuenue ceteBbix OC.

Tema 7. AOmunucmpuposanue 8 cemsx ¢ OnepayuoHHviMu cucmemamu muna Windows

22. Pa3BepThiBaHue U HacTpoiika Server Core.

23. BHenpeHue 1 UCNOJIb30BaHUE YIAJIEHHOTO aJ]MUHUCTPUPOBAHHUS CEpBEpa.
24. O630p AD DS.

25. Pa3BepThiBaHue KOHTpoUIepoB JoMeHa Windows Server.
26. O630p Azure AD.

27. Peanu3anuus rpynnoBoil MOJIUTUKY.

28. O630p ciyx0bI cepTuukanuu Active Directory.

29. Toma u daiinossie cucreMbl B Windows Server.

30. Peanuzanus obmiero goctyna B Windows Server.

31. Buenpenue iSCSI.

32. Pa3BepThIBaHuE pacrnpeieieHHON (ailloBOi CHCTEMBI.

Tema 8. Cnysrcovl kamanoeos

33. CimyxObI KaTajaoros.
34. ADS u eDirectory.
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35. Samba - ciy:x6a nocrymna K pecypcam ceteir Microsoft.
Tema 9. AOmunucmpuposarnue 6 cpede Unix/Linux

36. YmanenHnslit noctyn K cepBepy Linux.

37. IuarHoctuka cetu Linux. MOHUTOPHUHT PECYPCOB CUCTEMBI.

38. IIposepka paborococodbHoCcTH cepBepoB. [IpocMoTp J1OTOB.

39. CucreMHOE a]MUHUCTPUPOBAHUE C TIOMOIIIBIO CETCBBIX MHCTPYMEHTOB.

40. YrpaBneHue y9éTHBIMH 3aITUCSIMU TT0JIH30BATEIICH M IOCTYIIOM K PECypcaM.

Tema 10. Cepsucvl u cyxicovl UHDOPMAYUOHHBIX CUCTEM

41. YcrpaHeHue HeuclipaBHOCTEN. YueT pecypcoB. Permkanus JaHHbIX.
KoudurypupoBanue u nMeHoBanne. MOHUTOPHUHT POU3BOAUTEIBHOCTH.

42. YupapneHne 0e30MacHOCThIO. APXUTEKTYypa CHCTEM CETEBOTO aJMHHHUCTPUPOBAHUSL.
43. O6navHbIC BBIYUCIICHUS.

44. Beb-cepBep Apache.

IIIkana 1 KpUTEPUH OLICHMBAHMS 324€eTa

Hlxana Kpurepun oneHuBanus
OlleHUBAHMS
«3aumeHo» O11eHKa «3a4TE€HO» BBICTABIISETCS CTYJEHTY, KOTOPBIN

- IPOYHO YCBOWJI NPEAYCMOTPEHHBIH  IPOrPAMMHBINA
MaTepHa;

- NPaBWJIBHO, apTyMEHTHPOBAHO OTBETUJI HA BCE BOIPOCHI, C
IIPUBEACHUEM ITPUMEPOB;

- HOKa3all IIyOOKHe CHCTeMaTH3MpPOBAHHBIE 3HAHUS, BIIAJEET
IpUEMaMHM PACCYKICHUS M COINOCTABIIACT MAaTepHal W3 Pa3HBIX
HNCTOYHUKOB: TEOPHUIO CBS3BIBACT C IPAKTUKOH, IPYrMMH TEMaMH
JAHHOTO Kypca, APYTrUX U3y4acMbIX IPEAMETOB

- 6e3 omMOOK BBINOJIHWI IPAKTUYECKOE 3aJaHue.

«He 3a4meHo» OleHKa «HE 3a4TEHO» BBICTABIISICTCS] 00YJarOIIeMyCs, €CITU: OH
HE 3HACT OCHOBHBIX OIPEACIICHUM, HEINOCeI0BaTejeH U COMBYUB B
W3JI0KEHUHU MaTepualia, He 00JagaeT onpeaesIeHHON CHCTEMON 3HaHHUIA
Mo JWCIUIUIMHE, HE B TIOJIHOH Mepe BIajeeT HEOOX0IUMBIMU
YMEHUSMH ¥ HABBIKAMH TIPH BBITIOJTHEHUN TPAKTUICCKUX 3aJaHUH.
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