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1. leaun u 3a1a4M OCBOEHUS TUCHUTLTHHbBI
Lenb QUCUMIUIMHBL - OCBOCHUE OOYUYAIOIMIMMHUCS TEOPETHYECKUX U MPAKTHUYECKUX OCHOB
aJIMUHUCTPUPOBAHUA MH(POPMAIIMOHHBIX CHUCTEM; CIIOCOOOB YyIpaBieHUS HH()OPMAITMOHHBIMHU
CETSAMH.

3amayn IUCIUIUIAHBL;

® II0JIYy4YUTh 3HAHHUA 00 OCHOBHEIX HaIlTpaBJICHUAX pa6OTI)I AIAMHUHUCTPATOPOB

UH(POPMALMOHHBIX CHCTEM;

® I3yYUTh OCHOBHBIE TOHSATHSA AJIMUHHCTPUPOBAHUS HHPOPMAIMOHHBIX CHCTEM;
CTPYKTYPY OCHOBHBIX CIYX0 aJMUHUCTPUPOBAHUS; MOJIEIH aJIMUHUCTPUPOBAHUS

CeTH U coCO0BI 0OeceueHUsT 0€30IMaCHOCTH;
(] HayLH/ITBCH OHpCI[@J'I?[TB 3aa4u aI[MI/IHI/ICTpI/IpOBaHI/ISI JUJTS KOHKpCTHOFO cnyqaﬂ;
® BBINOJHATH aHAJIU3 BO3MOKHBIX HapylIeHU! HH(OPMAIMOHHON 0€30MacHOCTH;

® OCBOMTh (PYHKIMH aJAMUHHCTPUPOBAHUS U YIpaBICHUS B HHOOPMALMOHHBIX

CUCTEMaAXx.

2. MecTO TMCHUILIMHBI B CTPYKTYpe 00pa30BaTeibHOI POrPpaMMBbl

JucuuiuimHa —«AIMUHHCTPHPOBAaHWE M 0OE30MACHOCTh  KOMITBIOTEPHBIX — CHCTEM»
OTHOCHTCS K TUCIHMIIMHAM 4acTd, (GOpMUPYEMO#l ydacTHUKaMH 00pa30BaTEebHBIX OTHOIICHHUH,
omoka bl «/lucuummmasl (Moaynm)» ydeOHoro tuiana, corjacHo @I'OC BO nmns HampaBieHus

noarotoBku 38.03.05 buznec-undopmaruka.



3. Ilnanupyembie pe3yabTaTbl 00y4eHHs

KOI( U HAMMCHOBAHHUE

KO[[ U HAMMECHOBAHUEC MHAUKATOPA TOCTHKCHU A KOMIIETCHIIMA

Ilnanupyembie pe3yabTaThl 00y4YeHUs

KOMIIETEHI[U U (MIK)
OIIK-4 Cnocoden monumarh | UOIIK-4.13HaTh:  BHIbl  MHGOPMAIMM, TMPUHIMIBL, METOABI W | 3HATH:
TIPHHITUITBL paboThl | MporpaMMHEBIE CcpeiicTBa ee  cOopa, o0paboOTKM © aHaiM3a s Bust nHOPMALHH, TPHHIMITEL, METOMBI 1
o H ]
MH(OPMAITMOHHBIX uH(OPMAITMOHHO-aHATUTUICCKOM MOICPHKKHU TIPUHATHS YIIPABICHUECKUX NporpaMMHBIE CpejicTBa eé c6opa, 00paboTKH 1
o o b
TCXHOIOTHH,  MCMOJB30BATH | PCIICHHUM aHamMza s MH(QOPMAIMOHHO-aHAIUTHYECKOM
uHpopmaruio, Meronsl U | MOIIK-4.2 YMers: ucmonb3oBaTh HHOOPMAIIMIO, METOIBI U IIPOTPaMMHBIE TOJIEPIKKH [IPHHATHS YIIPABIEHUECKNX PElIeHHUil
MpOrpaMMHBIC  CpPEJICTBA €€ | CpeiIcTBa €€ cOopa, 00paboTKM u aHaiamM3a M HWH(DOPMAIMOHHO-
. M ® OCHOBBI Ou3HEC-0pUEHTHUPOBAHHBIX
cbopa, 0OpabOTKM ¥ aHa/M3a | AHATUTUYCCKOW MOJJIEP KKK TPUHSTHS YIPABICHYECKUX PEIICHHUH.
SI3BIKOB MTPOIPAMMUPOBAHUS, HX IPEUM TB
TS unpopmaimonto- | MOIIK-4.3 Bnajers: HaBbIKAMH HCIONIB30BaHUS HHGOPMAIIMH, METOIOB U SBIKOB  TpOrpa pOBaHmN, PCHMYIICCTEA,
N HEJIOCTATKH U 00JIaCTH NPUMEHEHUSI.
AQHATUTUYECKOW  TIOAJIEP)KKH | MPOrPaMMHBIX ~ CPEICTB ee cOopa, o0paboTku W aHamm3a Juis v
NPHHATHSL  YIPaBIEHYECKUX | MH(OPMAIMOHHO-aHATTMTUIECKON TTOIIEPIKKH METR:
penieHuit NIPUHSTUS YIPABJICHYECKUX PEILICHUN e lcnonb30BaTh MH(OPMALKMIO, METOIBI U
I1IK-4 Crnocoben | MTTK-4.1  3HaTh:  OCHOBBI  OWM3HEC-OPHEHTHPOBAHHBIX  S3BIKOB | IIPOTPAMMHBIC CpefcTBa st cbopa, o0paboTku 1
pa3pabaTeiBaTh TMPHIOKEHHUS | MPOrPaMMHUPOBAHUS C YYETOM HMX IPEUMYIIECTB, HEAOCTATKOB, cdep | aHaIM3a JaHHBIX C MENBIO HH(pOPMALOHHO-

Ha OW3HEC-OpHEHTHUPOBAHHBIX
SI3BIKAX TPOTPAaMMHUPOBAHUS

MIPUMEHCHUS
HIIK-4.2 VYwmerb: pa3pabaTpiBaTh
npodecCHOHANBHON A TETbHOCTH
WIIK-4.3 Brmamerh: HaBBIKAMH BBEIOOpPA ONTHUMAJIBHBIX TEXHOJIIOTHHA U
WHCTPYMEHTAIBHBIX CPEJCTB Pa3paboTKU OPUTHHAIBLHOTO MIPUII0KCHHUS

IIPUKIIAAHBIC IIPUIIOKCHUA I

AHATUTUIECKOH MOJIEPIKKH
YIPaBJIEHYECKUX PEUIECHUMN.

MIPpUHATUA

e Pa3pabaTeBaTh NPHUKIAIHBIE TTPHIOKECHUS
JUTSt IPOECCHOHAITBHON eI TEITEHOCTH.
Baagern:

e HaprlkaMu HCIONB30BaHUS WH(OPMAIIHH,
METOJJOB W  TPOTPAMMHBIX  CPEACTB IS
nH()OPMAITMOHHO-aHATUTHIECKOH TTOIEPKKA
TIPUHATHUS YIIPABICHYSCKUX PEIICHUH.

e Hasrikamu BBIOOpa O TUMAJIbHBIX
TEXHOJOTUHA W HHCTPYMEHTAJIBHBIX CPEACTB MAJIS
Pa3pabOTKH OPUTHHAJIBHBIX IPUIOKEHHUH.




4. CTpyKTYpa 1 coAepKaHue TUCHUILIUHBI (MOIYJIs1)

4.1 O0bem aMCUMIVIMHBI M BUABI Y4e0HOi padoThI

Buabl yueoHoii padoThl

O0beM B yacax

OO61ast TpyA0€MKOCTh AUCITUTUIHHBI

108 (3 3a4eTHBIX eTMHHUILIBI)

oOy4Jaromierocs

KonTakTHas pabora oOydaroniuxcs ¢ 36
IpenojaBaTesieM (BCero)

AynuropHas pabora (Bcero), B TOM 4uCIIe: 36
Jlexuun 12
CeMHUHApPHI, TPAKTHYECKUE 3aHITUS 24
JlabopaTopHbie pabOTHI

Bueaynuropnas padota (Bcero): 72
B TOM YHCJIE:

KOHCYJIBTAIHSI 110 TUCITATIIINHE

CamocrositensHas paboTa oOydarommxcs (BCero) 2
Bun npomexyTo4HOM arrecTannu 3auer




4.2 TeMaTHYeCcKHUH NJIaH JUCHUIIIHHBI

HanmeHnoBaHue pa3je/ioB U TeM Buabl yueO6Ho# padoThl, BKJIKOYAs CAMOCTOATEIbHYI0 PadoTy Komnerenuun
00y4YalIIHXCSl M TPYA0EMKOCTh (B 4acax)
Bcero N3 Hux CamocrositesibHa | KypcoBasi | Konrposabha
? ayIMTOpPHbIE s1 pabora padora s1 padora
S 3aHATHSA
8 = | 9 =&
S| &3 g8
2 | SEz%
5 | BEEZ
Tema 1. O6mme ceemenus o | 4 12 2 4 6 OIIK-4, IIK-4
ceTeBOl HHPPACTPYKType
Tema 2.  HudopmarmonHas 4 12 4 6 OIIK-4, TIK-4
monens TCP/IP
Tema 3. CereBoe 4 12 2 2 8 OIIK-4, ITIK-4
B3aMMOACHCTBHEC
Tema 4.  HuskoypoBHeBas 4 12 2 2 8 OIIK-4, I1K-4
00paboTKa IMaKeToB
Tema 5.  ApXUTEKTYpHI 4 10 2 2 6 OIIK-4, I1K-4
MH(OPMALMOHHBIX CHCTEM
Tema 6. CereBble omepanuoHHble | 4 10 2 2 6 OIIK-4, T1IK-4
CHCTEMBI
Tema 7.  AamuuucrpupoBanue B | 4 10 2 8 OIIK-4, I1K-4
CEeTIX C ONEPAlMOHHBIMH CHCTEMaMH
trra Windows
Tema 8.  CuiyxObI KaTajaoros 4 10 2 8 OIIK-4, I[IK-4
Tema 9.  AnvunucrpupoBanue B | 4 10 2 8 OIIK-4, I[IK-4
cpene Unix/Linux
Tema 10. CepBucel u  ciayxOsl | 4 10 2 8 OIIK-4, I[IK-4
MH(OPMALIMOHHBIX CHCTEM
Hroro 108 | 12 24 72




4.3 Conepxanue IMCUMILTHHBI
Tema 1. OO0uue cBegeHNs 0 ceTeBO HH(PPACTPYKType

Knaccupukammss u  apXUTeKTypa  BBIUMCIUTENBHBIX  CeTEH,  TEXHHYECKOE,
WHPOpPMAIIMOHHOE W TIPOTpaMMHOE OOeclieyeHue CceTeil, CTpyKTypa ¥ OpraHu3anus
(GyHKIMOHMPOBaHUS ceTell (To0abHBIX, PETHOHAIBHBIX, JOKAIbHBIX). CpencTBa MOCTPOCHHUS
JIBC, opranuszanus ¢pynkunonuposanus JIBC. [IpuuuHel U ycaoBus pa3BUTHSI KOMIIbIOTEPHBIX
cerei. [IpeumymectBa, oOecreunBaemMble NPUMEHEHHEM ceTeil. Mojenb B3auMOJACUCTBUS
OTKpBITBIX cucTeM. CeMUypOBHEBasi CUCTEMa ITPOTOKOJIOB.
Tema 2. Nudpopmaunonnas moaean TCP/IP

ITpoTokon, crek mpoTokosioB. Moaenu OSI-1SO, DoD, TCP/IP. Crek TCP/IP, anpecarus.
Kananpheiii ypoBenb: mnporokon ARP, ARP c¢ mpencraButenem; CereBoil ypoBeHb: [P-
MapipyTu3anus (mpsiMasi, KOCBeHHas1, TAOIMIIbI MapIIPYTU3ALIH ).
Tema 3. CerteBoe B3auMoeiicTene

[IpuBaTHble ceTH: pAuama3oHel anapecoB, MackapamuHr: NAT, NAPT, NAT-T.
[Ipoxcuposanue: HTTP, FTP, Mapping, HTTPs, Socks. Bupryanbusie yactable cetu VPN:
NPUHIMIIBI  MHKAnCymsiquu W noctpoenus ceru, PPPoE L2TP IPIP PPTP, IPSEC.
Mapmpyruzanusi: Onion routing, TOR, Garlic Routing, I12P; Apxurtekrypa, BO3MOXXHOCTH H
MIPaBOBBIE€ BOIPOCHIL.
Tema 4. HuskoypoBHeBasi 00padoTKa NaKeTOB

[Ipouenypsl 00pabOTKM NAKETOB B sIpe ONEPAIMOHHOM CHCTEMBI;, CTPYKTypa H
B3aMMO/ICHICTBHE KOMIIOHEHTOB B HOTanuu Linux u FreeBSD. IlpaBuna dunsTpanmuu u 00paboTKu
naketoB B Iptables m IPFW; TaGmumpl mpaBwi, CTaTHYECKME W JUHAMUYECKHE TIpaBUIIA,
noacucteMbl NAT. IIpumepsl yrpo3 u METO0B UX MPEJOTBPAIICHUS CPEICTBAMU OpaHaMaydpa.
Tema 5. ApXuTEeKTYpPbl HHGPOPMAITHOHHBIX CHCTEM

ApXuTeKTypa KJIHEHT-CEPBEP: DBOJIOLUS AapXUTEKTyphl, 0a3bl JaHHBIX, KJIACCHI
MPUJIOKEHUH, TPEX3BEHHAs apXUTEKTypa. ApPXHUTEKTypa MPOMEXKYTOYHOIO MPOrPAMMHOTO
obecrieueHusa.  YJAleHHbI  BBI3OB  Mpolenyp. VHTepHeT, HHTpaHET, AKCTpPaHET,
neMuinTapu3oBaHHas 30Ha. dDopmarbl M MpeAcCTaBICHHE TAaHHBIX, METOJbI PE3epPBUPOBAHUS,
PEIUIMLIUPOBAHNS U TUPAKUPOBAHMHSL.
Tema 6. CeTeBble OnepanioOHHbIC CHCTEMbI

CeteBble ONEpallMOHHbIE CHCTEMBl W OCOOCHHOCTH aJMMHUCTPUPOBAHHUS B HHX.
Cpasnenue cereBbix OC.
Tema 7. AJIMMHHCTPHPOBAaHME B CETAX C ONepalMOHHBIMH cucTeMaMu THna Windows

Pa3BepTBIBaHI/IC u HaCTp0f/'IKa Server Core. BHe):[peHI/Ie U HUCIIOJIB30BAHUC YAAJICHHOT'O



anMuHUCTpUpoBanus cepsepa. O630p AD DS. Pa3pepTsiBanue KoHTpossiepoB gfomena Windows
Server. O630p Azure AD. Peanuzauus rpynmoBoit noautuku. O030p ciayxObl cepTHHUKAINN
Active Directory. Toma u ¢aitnossie cucremsr B Windows Server. Peanuzanus obmiero nocrymna
B Windows Server. Buenpenue iSCSI. PazBepTeiBanue pacnpeneneHHON GailioBOil CHCTEMBI.
Tema 8. Ciy0bl KaTAJI0r0B

daiinel ynpasienus noab3osatensivu, Jomern WINNT, Network Information Service NIS,
NIS++, X.500, LDAP, Novell Directory Service, Active Directory Servise.
Tema 9. AamuHuctpupoBanme B cpeae Unix/Linux

VY nanenHsiii noctyn k cepsepy Linux. /luarnoctuka cetu Linux. MoHUTOpUHT pecypcoB
cuctembl. [IpoBepka pabotocnocoOHOCTH cepBepoB. IIpocMoTp JoroB. CucremHoe
aIMUHUCTPUPOBAHHUE C TIOMOIIBIO CETEBBIX MHCTPYMEHTOB. YTpaBJICHHE YUETHBIMHU 3aIUCIMHU
MOJIL30BATEIICH U IOCTYIIOM K pecypcam.
Tema 10. CepBuchl U CJIy:K0bI HHPOPMALMOHHBIX CHCTEM

VYcerpanenue HEHCIIPAaBHOCTEN. VYuer pecypcoB. Perumkanus JTAHHBIX.
KondurypupoBanne u wnMeHOBaHWE. MOHUTOPHHT MPOU3BOJUTEIHLHOCTH. YTIpaBJcHUE

0€30MacCHOCThI0. APXHTEKTypa CHCTEM CETEBOTO a/IMUHUCTPUPOBAHHSI.

4.4. IlpakTHyeckas MOAroToBKa

[IpakTnueckass MOJArOTOBKAa pealU3yeTcsl MyTeM MPOBEACHUS MPAKTUYECKUX 3aHATHUH,
MpelyCMaTPUBAIOLIUX y4acTHe OOY4YaloIIMXCsl B BBIMOJHEHUH OTAEIbHBIX 3JIEMEHTOB padoT,
CBSI3aHHBIX C OyAyIIel npodeccHoHanbHON AEITEIbHOCTHIO.

O06bem 3aHaTHIl B hOpME MPAKTHUECKOM IMOJTOTOBKH COCTaBIIsICT 24 4acos.

5. YueOHO-MeTOANYECKOEe, HHPOPMAIIMOHHOE U MATEPUATBLHO-TEXHUYECKOE
o0ecnevyeHue TUCHUIIINHBI

5.1 OcHoBHasi 1uTEpaTypa

1. Keii, O. AnmunuctpupoBanue Windows Server 2022 / 3. Keit, . Dunepcon. — M.:
JAMK Ilpecc, 2022. — 560 c.

2. Kepn, Y. UNIX u Linux. PykoBoactBo cuctemHoro agmuaucrparopa / Y. Kepn, M.
JIxouc. — 5-e u3a. — M.: Anpnuna [Ta6mumep, 2020. — 1024 c.

3. Mexep, [Ix. OcHoBbl HHpOpMalmoHHOH 6e3onacHoctu / [lx. Mexep, b. Meiiep. — 3-e
u3n. — M.: Uudpa-M, 2021. — 448 c.

4. Touenbaym, 3. C. Komnsiorepusie cetu / 3. C. Tonenbaywm, [I. Jx. Yazepomn. — 5-e
uzn. — CII6.: Tlurep, 2021. — 928 c.



5.2 JlonoiHuTEIBHAS IUTEPATYPA
1. Bouuxos, C. B. AnmunuctpupoBanue ceteii Ha ocHoBe Windows u Unix / C. B.
Bomukos. — CI16.: Jlans, 2021. — 368 c.
2. CrapoBoiiToB, A. C. CereBbie OTIEpalMOHHBIE CUCTEMBI U MX aIMUHUCTPUPOBAHHE:
yuebnuk / A. C. CrapoBoiitoB. — M.: KOpaiit, 2021. — 416 c.
3. Kyznenos, E. H. UndopmannonHast 6e301macHOCTb: METOJIBI M TEXHOJIOTHH 3alTUTHI
nannbix / E. H. Ky3nenos. — M.: IIpocnexT, 2020. — 296 c.
4. boiiko, [I. C. Ceresie nmpotokoiasl u uadpactpykrypa TCP/IP / 1. C. boiiko. — CII6.:
[Turep, 2020. — 352 c.
5. Anekcanapos, B. U. CereBblie city:kObl U cucTeMbl: TeOpus U npaktuka / B. .
AnekcannpoB. — M.: Akanemus, 2021. — 384 c.
5.3 IIpogeccnonaibHbIe 0a3bI JAHHBIX U MHGOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMBbI
1. https://elibrary.ru - Hayunast snextponnas OubOmmoreka eLIBRARY.RU (pecypcer
OTKPBITOTO JIOCTYTIA)
2. https:/lwww.rsl.ru - Poccuiickas ['ocymapctBennast bubnunoreka (pecypchl OTKPBITOTO
JOCTYTIA)
3. https://link.springer.com - MexaynapoaHas pedepaTuBHas 0Oa3a JaHHBIX HayYHBIX
m3aannii Springerlink (pecypchl OTKPBITOTO TOCTYTIA)
4. https://zbmath.org - Mexnaynapoanas pedepaTuBHas 0a3a JaHHBIX HAyYHBIX H3TaHUI

zbMATH (pecypcbl OTKPBITOTO JIOCTYIIA)

5.4 MaTepuajibHO-TEXHHYECKO€E M MPOrpaMMHoe obecriedeHue (JIMEH3UOHHOE U CBOOOIHO

pacnpocTpaHsiemoe)
HauMeHoBanue HanMeHoBanue OcHallIEHHOCTDH Ilepeuennb
AUCHUTITHHBI CrenuaIbHbIX CIenuaIbHbIX JIMI[EH3HOHHOT 0
(MoayJsisi), MPaKTHK MoOMeIleHn i U MoMeIleHu u MPOrpaMMHOr0
B COOTBETCTBHUM C | NOMEIICHHH s MOMEIeHHuH IS o0ecreueHus.
Y4eOHBIM IIAHOM CaAMOCTOSITEJILHO CaMOCTOSITEJIbHOM
il paboThbI padoThI
b1.B.04 KaOuner VyeOHble MecTa, Microsoft Windows
AJIMUHUCTPUPOBAHU | UH(DOPMALIMOHHON | 00OpYyIOBaHHBIE XP Professional
¢ ¥ 0€30MacHOCTh 0€30IMacHOCTH 0JI0YHO# MeOETbIO, Microsoft Office
KOMITBIOTEPHBIX KOMIIBIOTEPAMH C 2010
CHCTEM BBIXOJIOM B CETh Kaspersky Endpoint
UHTEpPHET, pabouee JUIst Ou3Heca
MmecTo npenofaBatens B | Koncynerantllnroc
COCTaBe CTOJI, CTYII, AdobeReader
TyM0a, KOMIIBIOTEP Cisco WebEx
MpernoaBaTeis ¢ HNudopmannoHHo-
BBIXOJIOM B CETh KOMMYHHUKAIIHOHHAS
WHTEPHET, 3KpaH, wiatopma
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https://www.webex-russia.ru/

MYJIbTUMEIUMHBINA «Chepym»
IIPOEKTOP, TENEBU30D,
TEMAaTHUYECKHUE CTCH/IBI,

IIPE3EHTALIMOHHBIN

MaTepHan
Aynurtopus i VY4eOHble MecTa,
CaMOCTOSITENIbHON | 000pyAOBaHHbIE
paboTsl 0J104HO MeOenbIO,

KOMIIBIOTEPaMH C
BBIXOJIOM B CETb
UHTEPHET,
MHOTO(QYHKIIMOHAIBHOE
YCTPOWCTBO

6. MeToguueckue yKa3aHus JJisi 00y4AIOUIUXCH 110 OCBOCHHUIO JUCHHUIIIMHbBI

6.1 3aHATHA JIEKIIHOHHOT0 U CEMHMHAPCKOr0 (MIPaKTH4Y€CKOI0) THIIOB

Metouyeckue ykazaHusl AJs 3aHATUHN JIEKIIMOHHOTO THMA. B X0/1e TeKIIMOHHBIX 3aHITUN
oOydJaroreMycsi HEOOXOJMMO BECTH KOHCIIEKTHPOBAaHHWE Y4eOHOTO Marepuaia, oOpamiaTh
BHHMMAaHHE Ha KaTeropuu, GopMyIupOBKH, PACKPHIBAIOIINE COJACPKAHUE TEX UM HHBIX SIBJICHUN
U TIpPOILIECCOB, Hay4yHbIe BBIBOJBI M IMpaKTHUYecKue pexomeHaauuu. Heobxommmo 3amaBaTh
MPENnoaBaTeNi0 YTOUHSIONUIME BOMPOCHl C IENbI0 YSICHEHHS] TEOPETHUECKUX IIOJIOKEHUH,
paspeleHus CIOPHBIX CUTYAaIHil.

Lenecoobpazno opabaTbiBaTh CBOM KOHCHEKT JIGKIIUU, JeNias B HEM COOTBETCTBYIOIIHE
3alMcyu W3 OCHOBHOUM M JOMOJIHUTEIBHON JIUTEpaTyphbl, PEKOMEHJI0BAHHOM IpernogaBaTesieM U
MPEAYCMOTPEHHON Y4eOHOM MPOTpaMMOM JUCITUTUIUHBI.

Metonuyeckie yKazaHus JUIA  3aHATUA CEMHUHAPCKOTO  (MPAaKTUYECKOTO) THIA.
[IpakTHyeckue 3aHATHS TO3BOJIAIOT Pa3BUBATh y OOYYalOMIETOCS TBOPUECKOE TEOPETUYECKOE
MBIIILJICHHE, YMEHHE CaMOCTOSITEIbHO M3Yy4aThb JIUTEPATypy, aHAIM3UPOBATh MPAKTUKY; y4aT
4eTKO (POpPMYIHUpPOBATh MBICHIb, BECTH IUCKYCCHIO, TO €CThb MMEIOT HCKIIUUTENIHHO Ba)KHOE
3HAUYE€HHE B Pa3BUTUU CAMOCTOSITEIIbHOTO MBILIICHHUS.

[loaroroBka K MNpakTHYECKOMY 3aHATHUIO BKJIOYaeT JaBa drtana. Ha mepBoM sTame
oOyyaromuiicss MIaHUPYeT CBOK CaMOCTOSITENIBHYIO paboTy, KOTOpas BKIIKOYAET: YSICHEHUE
3aJJaHUsd Ha CaMOCTOSTEIbHYIO paldoTy; 1MoAOOp OCHOBHOHM M JOTOJHUTENIBHOW JIUTEPATYphI;
COCTaBJICHHE IUIaHAa paboThl, B KOTOPOM ONPEAEISIIOTCS OCHOBHBIE IYHKTBHI MPEACTOSIIECH
noarotoBku. CocTaBieHHe TUIaHA AUCHUILUTMHUPYET M MOBBIIIAET OPraHU30BaHHOCTH B padoTe.

BTOpOfI 9Tall BKIIKOYACT HEMOCPCACTBCHHYIO INOATOTOBKY K 3aHATHUIO, KOTOPAsA HAYUHACTCA C
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M3yUYEHHsI OCHOBHOM U JIONIOJHUTENBHON auTeparypsl. Oco6oe BHUMaHUE TPH 3TOM HEO00X0AUMO
0o0paTuTh Ha COJIEPKAHUE OCHOBHBIX IOJIOKEHUI M BBIBOJIOB, OOBSICHEHHE SIBJICHUH U (PAKTOB,
YSCHEHUE IPAKTHUYECKOIO0 IPWIOKEHUS PAacCMaTpPUBACMBIX TEOPETHYECKUX BONIpPOCOB. Jlaiee
CIIEYeT MOATOTOBHUTH TE3UCHI ISl BHICTYIUICHHH IO BCEM y4eOHBIM BOIIPOCAM, BBIHOCUMBIM Ha
MIPaKTUYECKOE 3aHATHE WM 10 TEME, BHIHECEHHON Ha JUCKYCCHIO (KPYTJIBIM CTOI), IpOAYyMaTh
IIPUMEPHI C LIEJIBI0 00ECTIEYEHHs] TECHOM CBSA3M M3y4aeMOU TeMbI C pealbHON KU3HbI0. ['0TOBSCH
K JIOKJIa Ty MJIH BBICTYIUICHHUIO B PAMKaX HHTEPAKTHBHOM (OPMBI (AMCKYCCHUs, KPYTIBIH CTOM), IPH

HGO6XOHI/IMOCTI/I CIICayeT 06paTI/ITI>C$I 3a IOMOMIBIO K MPENogaBaTeIIro.

6.2. CamocTosiTeIbHAs1 padoTa CTYAEHTOB

CamocTosiTenbHas paboTa CTYAEHTOB MPEIYCMOTPEHA y4eOHBIM TUIAHOM TI0 AUCIUILINHE
B 00beMe 72 uyacoB. CamocTosiTenbHas paboTa peanu3yercss B paMKax MpOrpaMMbl OCBOCHHUS
JTUCITUTIIMHBI B CIIETYIOMHX (popMmax:

- paboTa c KOHCIIEKTOM 3aHATus (00paboTKa TeKcTa);

- MpopabOTKa TEMATUKNA CAMOCTOSITETbHOU pabOTHI;

- HalMcaHue KOHTPOJIbHOM paboThI;

- mouck nHpopmanuu B cetu «HTEpHET» U IUTEpaType;

- BBITTOJIHEHNE WHANBUIYaTIbHBIX 3a/JaHNH;

- IOJITOTOBKA K C/1a4e 3a4eTa.

CamocTosTenbHas paboTa MPOBOJUTCS C IIETIBIO:

- CHCTEMaTH3allUH U 3aKPETJICHUS TOIyYSHHBIX TEOPETUIECKUX 3HAHUN U MPAKTHYECKUX
yYMEHHH 00yJaronmxcs;

- yriryOJIeHHs ¥ pacIIMpEeHUs] TEOPETUIECKUX 3HAHUI CTY/IEHTOB;

- (dopmupoBaHHS yMEHHMH HCIIOJIB30BaTh HOPMATHBHYIO, IPABOBYIO, CIIPAaBOYHYIO
JOKYMEHTAIHIO, YIEOHYIO U CIIEHUATILHYIO JTUTEPATYPY;

- Pa3BUTHS TO3HABATEIFHBIX CIIOCOOHOCTEH M AKTHBHOCTU OOYYAIOUIMXCS: TBOPYECKOI
VMHHUILMATHUBBL, CAMOCTOSITEJIBHOCTH, OTBETCTBEHHOCTH, OPraHM30BaHHOCTH; (OPMHUPOBAHHE
CaMOCTOSITEJIFHOCTH MBIIUICHHS, CIHOCOOHOCTEH K CaMOpa3BUTHIO, COBEPLICHCTBOBAHHIO U
CaMOOpraHu3alHy;

- Pa3BUTHIO MCCIIEJOBATEILCKUX YMEHUH CTYICHTOB.

TexHonorust OpraHM3allid  CaMOCTOSITEIBHON pabOThl  OOy4arOIIMXCS  BKIJIIOYAET
UCIOJb30BaHNE WH(POPMALIMOHHBIX W MaTepUalbHO-TEXHUYECKUX PEecypcoB: OMOIMOTEKa ¢
YUTAJIbHBIM 3aJI0M, KOMIIBIOTEPHBIE KJIAcChl ¢ BO3MOXHOCTBhIO paboThl B MIHTEpHET, ayaquropun
JUISL CAMOCTOSITEIIbHON PaOOTHI.

Hepe;[ BBIIIOJTHECHUEM 06y‘{aIOIJ_II/IMI/IC}I BHC&y,Z[PITOpHOfI CaMOCTOSTEIbHOMU paGOTBI
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MIPETo/1aBaTellb MPOBOJUT KOHCYIBTUPOBAHUE MO BBITIOJIHEHHUIO 33[aHUs, KOTOPBIA BKIIOYAET
LeNb 3aaHusl, €ro COACP)KaHUsS, CPOKH BBIIIOJHEHUS, OPUEHTUPOBOYHBIA 00BEM pPabOTHI,
OCHOBHBIE TpeOOBaHMUS K pe3yJbTaTaM padOThl, KPUTEPUU OLICHKH.

CamocrosiTenpbHas pabdoTa MOMKET OCYIIECTBIISTHCS WHAMBHUIYAIBHO WM TPYHIIaAMU
oOyJaromuxcss B 3aBUCUMOCTH OT IeNH, 00beMa, KOHKPETHOW TEMAaTHKH CaMOCTOSTEIbHOMN
paboTHI, YPOBHSI CJIOKHOCTH, YPOBHSI YMEHHIA 00yUJarOIINXCS.

KoHTposs camocTosITeTbHOM paboTHI CTYICHTOB NIPEAYCMAaTPHBAET:

-COOTHECEHHUE COAEPIKaHUSI KOHTPOJIS C IEISIMH 00yUYeHNS,

-00BEKTUBHOCTH KOHTPOJIS;

-BAIMAHOCTb  KOHTPOJII  (COOTBETCTBHE NPEABSBISIEMBIX 3aJaHUA  TOMY, 4TO
MPEANOJIaraeTcsi IPOBEPUTH);

- GepeHIannio KOHTPOIHHO-U3MEPUTEIFHBIX MaTEPHAIIOB.

@DopMBI KOHTPOJISI CAMOCTOSTETFHON paOOTHI:

-IIPOCMOTP | MTPOBEPKA BEIMOJIHEHUS CAMOCTOSITETEHON pabOTHI IPEToaBaTeeM;

-OpraHu3aIys CaMOIIPOBEPKH, B3aUMOIIPOBEPKH BHITIOJTHEHHOTO 33aHUs B TPYIIIIE;

-00CyX/IeHHE Pe3yIbTaTOB BHIIIOJHEHHOI pabOTHI HA 3aHSTHH;

-TIPOBE/ICHUE MICEMEHHOTO OIPOCa;

-IPOBE/ICHHE YCTHOTO ONpOCa; OpraHu3alus ¥ MPOBEICHHE WHIUBUIYAJIHHOTO
cobOecenoBaHus;

-OpraHu3alys 1 MpoBeJeHre codeceJoOBaHus C IPYIION.

7. MeToanuyecKkue peKOMeH AU M0 00y4eHH IO JINI ¢ OTPAHUYeHHbIMH

BO3MOKHOCTHAMMU 310POBbA U HHBAJIHU/10B

OO0ydeHue no IUCHUIUIMHE 00YYaIOIIUXCs ¢ OTPAaHUYEHHBIMU BO3MOYKHOCTSIMU 37I0POBbBS
(manee — OB3) ocymiecTBiseTCs C Y4YeTOM OCOOCHHOCTEH MCUXO(PHU3NYECKOTO pPa3BUTHA,
WHIUBUAYAIBHBIX BO3MOXHOCTEH M COCTOSIHUSA 3/I0POBbS TAKUX 00YJarOIIUXCS.

Copepxanre 00pa3oBaHUS M YCIOBUS OpraHuzanuu oOyudeHus, obOyuaromuxcs ¢ OB3
OTIPEIeNAI0TCA AdaNTUPOBAHHONW 00pa30BaTEIbHOM MPOrpaMMoOil, a il WHBAIHMIOB TAaKXe B
COOTBETCTBUU C MHIUBUAYAIbHON MPOTPaMMOii peaduInTalui HHBAIU/IA.

OcBoenne muctuIuinHbl oOydaromumucs ¢ OB3 Moxker OBITH OPraHHU30BaHO Kak
COBMECTHO C JAPYIMMH OOYdYalolIUMUCS, TaK UM B OTIENbHBIX Tpymmax. [Ipenmonararorcs
CrelHaibHbIe YCIOBUS Ui OJTydeHus: oOpa3oBaHus oOyqaromumucs ¢ OB3.

[Ipodeccopcko-mearorndecknii cocTaB 3HAKOMUTCSI C TICUXOJIOT0-(DHU3HOIOT HIECKUMHU
0COOCHHOCTSIMU oOyuaronuxcs WHBAMHIOB W juil ¢ OB3, MHAMBHIyaTbHBIMH TpOTpaMMaMHU

peabunuTanuy UHBATUAOB (TIPU HATTMYUH).
13



B xypce npeanonaraeTcs UCIOJIb30BaTh COIUAIBHO-aKTUBHBIC 1 PE(IICKCUBHBIE METOIbI
oOydeHusl, TEXHOJIOTHMM COLMOKYJIbTYpHOU peabuiuTanmuu ¢ TENbI0 OKa3aHWsl IOMOIIU B
YCTAHOBJICHUH TOJHOIEHHBIX MEKJIUYHOCTHBIX OTHOIICHUH C JAPYrUMU CTYACHTaMH, CO3JaHUU
KOM(pOPTHOTO TICHXOJOTHYECKOTO KiIMMaTta B cTyaeHdeckoil rpymme. Ilogbop u paspaborka
Y4eOHBIX MaTepUAIOB TPOU3BOJATCS C YYETOM TMPEIAOCTABICHHS MaTrepualia B Pa3IMIHBIX
dbopMax: ayTuaNibHOW, BH3YAIBHOW, C MCIIOJI30BAHUEM CITCIIUATBHBIX TEXHHYECKHX CPEIICTB H
MH()OPMAIIMOHHBIX CHCTEM.

OcBoenne aucuuiMHbl unamMu ¢ OB3 ocymiecTBiaseTcss ¢ MCHOJIb30BAHUEM CPENICTB
o0ydyeHHs: OOIIEro ¥ CHENHAIBHOTO Ha3HaueHus (NMEPCOHATLHOTO U KOJJIEKTUBHOTO
UCI0JIb30BaHus). MaTepraabHO-TEXHUUECKOEe 00ecrieueHre IpeycMaTpUBaeT IpUcrocoOieHre
aynutopuit k Hyxknam jui ¢ OB3.

dopma mpoBeeHUST aTTECTAUU JIJISl CTYJICHTOB-UHBAIHMIOB YCTAHABIMBACTCS C YIETOM
WHJIMBHUIYATBHBIX TICUX0(u3nyeckux ocodennoctet. [ cryaerto ¢ OB3 npenycmarpuBaeTcs

nocTymHas Gopma MpeAoCTaBICHHS 3aJaHUH KaK OIICHOYHBIX CPEJICTB, & UMEHHO:
— B MEYaTHOW WJIM AJEKTPOHHOU Gopme (I UL C HApYLIEHUSIMU OMOPHO-ABUTaTEIbHOTO
ammapara);

— B TMedaTHOW QopMe WIM OJJIEKTPOHHOH ¢dopMe C YBEIUYCHHBIM MIPUPTOM H

KOHTPACTHOCTBIO (IS JIUIL C HAPYIICHUSIMU CITyXa, pe4H, 3peHus);

— METOJIOM YTCHHUS aCCUCTCHTOM 3aJaHus BCIYX (IS JIUI] C HAPYIICHUSIMU 3PCHHUS).

CryneHTaM C WHBIMJHOCTHIO YBEIMYMBACTCS BpEMsl Ha IOATOTOBKY OTBETOB Ha

KOHTPOJIbHBIE BOTPOCHL. JIJIs1 TakuX CTYIACHTOB IpeaycMaTrpuBaeTcs JocTymHas (opma

MPEOCTaBJICHUS OTBETOB Ha 3aJ]aHHs, @ IMEHHO:

- MUCHbMEHHO Ha Oymare wii HabOpOM OTBETOB Ha KOMITBIOTEPE (ISl JIUII C HAPYIICHUSMHU

cllyXa, peun);

- BBIOOPOM OTBETa U3 BO3MOXHBIX BAPHAHTOB C MCIIOJIb30BAHUEM YCIYT acCCUCTEHTa (IUist

JIMII C HAPYIICHUSIMHU OTIOPHO-BUTATEIILHOTO ariapara);

- YCTHO (I[J'IH JIML ¢ HApYHICHUAMUA 3pCHUA, OIIOPHO-ABUTATCIIBHOTO armapaTa).

- pu HeO6XO,[[I/IMOCTI/I JJIA 06yqa}01u1/1xc5{ C HMHBAJIMJHOCTBIO IHponecaypa OLICHHUBAHUA

PE3YyIbTATOB O6y‘IeHI/IH MOXKCET IPOBOAUTHCA B HECKOJIBKO 3TAIlOB.
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[Ipunoxenue 1

DoH/ OLICHOYHBIX CPEACTB
JJI51 TEKYLIEro KOHTPOJISI M IPOMEKYTOYHOM aTTecTalun
NPHU U3YYEeHUH TUCHUTITNHBI
b1.B.04 AxMuHBCcTPpHpOBaHKe U 0€30MIACHOCTh KOMIIBIOTEPHBIX CUCTEM

r. Mocksa, 2025
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1. ITacnopTt poHIa OLIEHOYHBIX CPEACTB

OPHEHTHPOBAHHBIX S3BIKaX
MIPOrpaMMHUPOBAHUS

MPOrPaMMHUPOBAHHS C  y4YETOM  HX
MPEUMYIIECTB,  HEIOCTAaTKOB,  cdep

IPUMEHEHHUSI
HIIK-4.2 YMeTs: pa3pabaThiBaTh
MIPUKIIATHBIC MPHIIOKECHUS JUTSt

podeCcCUOHATBHON JeATETFHOCTH
NIIK-4.3 Bnagers: HaBBIKAMHU BBIOOpa

ONTHUMAJILHBIX TEXHOJIOTHHA U
WHCTPYMEHTANBHBIX CPEACTB
pa3pabOTKH OPUTHHAILHOTO
MIPHUIIOKECHUS

Koa u HamMeHOBaHuUe HNuaukaTop 10cTHKEHHUS HaumeHnoBanue
KOMIeTeHINHT KOMIIeTeHIUU OL[CHOYHOI' 0
cpeacTrBa
OIIK-4 CniocobeH moHuMaTh HOIIK-4.13nate: Buasl uH(opmammy, | Texymuid
TIPHHIAIE PaGOTHI NPHHLMIEL, METOZbl M MPOTPAMMHBIC | 1oyrpojp:
UH(OPMALMOHHBIX TEXHOIOTHIA; cpeictBa ee  cOopa, 00paGoTku u TECTOBOE
aHaJm3a TUTS UH(POPMAIMOHHO-
KCIOh30BaTh HH()OPMAITHIO, N 3a/IaHIe
AHAJIUTUYCCKON TOJACPKKH TPUHITHS >
METOIIb i IPOrPAMMHEIE CPENICTBA | ypyyap nonueckux pemeHHi KOHTpOIbHAS
ee cOopa, 00paboTKy U aHalM3a HNOTIK-4.2  VYMeTh:  WCIIOIB30BATH paboTa
17151 ”HPOPMALMOHHO- uH(OpPMAITHIO, METOABI M MPOTrPAMMHBIC
AHAIUTUYECKOM TTOIICPIKKU cpeactBa  ee  cObopa, 00pabOTKM U
[IPUHATHSL YIIPABJIEHUECKUX aHaIm3a AL MH(OpMAIHOHHO-
permerii AHATMTHYECKOH TOICPIKKM  PUHATHS
YIPABJICHUECKUX PEIICHHM.
NOIIK-4.3 Brnaners: HaBBIKAMHA
UCIOJIb30BaHM MH(POPMAILIMK, METO0B
U TPOrpaMMHBIX CpEICTB ee cOopa,
00paboTku u aHajam3a TUTSI
uH(OPMAITHOHHO-aHATUTHIECKOM TpoMexyTouHas
MOJUIEPIKKH _
NPUHATUA ynpaBlieHYE€CKUX arrecratus.
peLLeHwil aqer
[IK-4 Cnocoben pa3padaThIBaTh WIIK-4.1 3#ath: OCHOBBI OW3HEC-
MIPUIIOKECHUS Ha ousHec- OPUCHTUPOBAHHBIX SI3BIKOB

Oranel popmupoBaHus komreTeHIM B mporecce ocBoenus OOII mpsMo cBsizaHbl C

MECTOM JIUCHMIUIMH B oOpa3oBarenbHON mporpamme. Kabrii

KOMHCTCHHHﬁ, XapaKTCpU3yeTcsa ONpPCACIICHHBIMU 3HAHUAMHU, YMCHUAMNU W HABBIKAMHU U (I/IJ'II/I)
OIIBITOM HpO(l)CCCHOH&JIBHOfI ACATCIIBHOCTH, KOTOPBIC OLICHUBAKOTCA B IMPOHECCE TCKYLICTO
KOHTPOJIA YCIIEBACMOCTH, HpOMeX(YTOqHOﬁ aTTeCTallkuH 110 JUCITUITIINHEC (HpaKTI/IKe) H B IIPpOLECCC
HWTOTOBOM aTTECTAllMM. I[I/ICI_II/IHJ'II/IHa «A,Z[MI/IHI/ICTpI/IpOBaHI/Ie u 0e30IMacHOCTh KOMITBIOTCPHBIX

CHCTEM)» SIBJISIETCS MPOMEXYTOUHBIM 3TanoM (opmupoBanus komnereniuii OIIK-4, TIK-4 B

npouecce ocsoenus OOIL.
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Jis  OlCHKH YpOBHS C(HOPMHPOBAHHOCTH KOMIIETEHIIMH B TMpoIecce HU3ydeHUS
JUCLMIUIMHBI TPEAYCMOTPEHO MPOBEACHUE TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH II0 TEMaM

(pazgenamM) TUCHUILUIMHBI U TPOMEXKYTOUYHOM aTTECTAI[MU 1O TUCHUILTUHE — 3a4eT.

2. OueHo4YHbIE CpeACTBA

2.1 Texkymmii KOHTPOJIb

Tunosoe TecToBoe 3a1aHNe
Bomnpoc Nel .
[TpoBaiinep — 3to0:
Bapuanmur omeemos:
1. Bnagener y3na ceTH, ¢ KOTOPBIM 3aKJIFOYAETCSI IOTOBOP Ha MOJKIIOUYEHUE K €r0 Y31y

2. Ha3BaHHWE MPOTPAMMBI, ISl OCYIIECTBICHUS CBSI3U MEXIY KOMITBIOTEpaMHU
3. ammapaTHOE YCTPOMCTBO IS MOIKITIOUEHHS K Y3IIy CETH

Bomnpoc Ne2 .
Kommyranus — ato:

BapuaHmbz omeemoe.

1. sr1o mpouecc nepeaun qanHbIx ¢ ognoro [1K wa apyroit [1K, koraa stu 1K HaxoasaTcs B
pa3HBIX CETAX

2. mpoliecc COeIUHEHNs aDOHEHTOB KOMMYHHUKAIIMOHHOM CETH Yepe3 TPAH3UTHBIE Y3JIblI
3. 3TO MOCJIeN0BATEIILHOCTh MAPIIPYTU3aTOPOB, KOTOPHIE AOJDKEH MPONTH MaKeT OT
OTIPABUTEIS JI0 MyHKTa Ha3HAUCHUS

Bonpoc Ne3 .
[IporpamMma, B3aMOAEHCTBYIOIIAs C CETEBBIM aJaITEPOM Ha3bIBACTCS:

Bapuaﬂmbz omeemoe.

1. cereBoii npaiiBep
2. mepenaromas cpena
3. MYJIBTHILIEKCOP

Bonpoc N4 .

JloMeH-3TO...

BapuaHmbl omeenmoe.

1. gacth aJipeca, onpcaciaromad aapeC KOMIILIOTEPA I1O0JIb30BATCIIA B CCTU
2. Ha3BaHUE porpamMmmsal, Ijid OCYHICCTBIICHUSA CBA3U MCKAY KOMIIbIOTECpaMU
3. Ha3BaHHE YCTPOﬁCTBa, OCYHICCTBJIAIOUICTO CBA3b MCKAY KOMIIBIOTCPAMU

Bomnpoc No5 .

HpI/I YaCTOTHOM pa3ACJICHUN KaHAJIOB CBA3U ITPOUCXOIUNT:

Bapuaﬂmbl omeemoes.

1. nepenaua nunpopmaiyu B uppoBOM BUIE
2. yBeIUYEHUs MPOIYCKHOU CLIOCOOHOCTH CUCTEM Nepeaadn HH(OpMaIu
3. mepenaya MH(GOPMALMOHHOTO MOTOKA MO (PU3MUECKOMY KaHALy Ha COOTBETCTBYIOLICH
qacToTe
Bompoc Ne6 .
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Texunonorus Gigabit Ethernet ocHoBana Ha cranmapre:

BapuaHmbz omeenoes.

1. IEEE 802.1

2. |IEEE 802.2

3. IEEE 802.3
Bomnpoc Ne7.

[IvHa JadHBIX — ATO:

Bapuanmur omeemos:
1. yacTh cucTeMHON HIMHBI, IpeJHA3HAYECHHAs Ul [IepeJaul KOMaH/ MeXly KOMIIOHEHTaMU
KOMIIbIOTEpA
2. YacTh CUCTEMHOM IIMHBI, TIPEAHAa3HAYCHHAs /IS TIepeaunl aapeca si9eiHKy maMsaTH MEKIY
KOMIIOHEHTAMH KOMIIBIOTEpA
3. YacTh CUCTEMHOM IIWHBI, TIPeHA3HAYCHHAs IS TIepeadn JAaHHBIX MKy KOMIIOHEHTaMHU
KOMIIbIOTEpA

Bomnpoc Ne§ .

DOneMeHTHas 0a3a TpeTbero nmokojeHus IBM —

BapuaHmbz omeemoe.

1. uHTerpanbHbIE MUKPOCXEMBI

2. DIIEKTPOHHO-BaKyyMHBIE IPHOOPHI
3. TOJYIPOBOIHUKOBBIEC PHUOOPHI

Bonpoc N9 .

Jj1g moAKITIOUEHUS! KOMIIBIOTEPA K JIOKAIBHOM ceTu TpeOyeTcsi, 4TOObI B KOMIIbIOTEPE ObLIT
YCTaHOBJIEH -

Bapuaﬂmbz omeemoe.

1. Buaeoamantep

2. KOMMYTaTop
3. ceTeBoi aganTep

Bonpoc Nel0 .
Kakoii Tun ¢puznyeckoro coeAMHEeHUs SABIsETCS HanOoJiee BBICOKOCKOPOCTHBIM ?

BapuaHmbl omeenmoe.

1. OmTOBOJOKHO
2. KOakcuaJbHBII Kadenb
3. BUTas mapa

IIlkana oneHUBaHUS TECTOBOIO 3aJIaHHU

% BepHBIX pelIeHuil (0TBETOB) IIkana oneHUBAHUA
85-100% «OMJIUYHOY

70-84% «XOpOULON

51-69% «V0081€MBOPUMENLHOY
50% u MeHee «HEYO0BIIeMEOPUMETILHO Y
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IIpumepHbIe 3a1aHNs VI KOHTPOJIbHBIX padoT

3ananue 1

[TocTpouTh CeTh U3 TPEX CErMEHTOB, KaX bl N3 KOTOpbiX coctout u3 C, 102 D u E pabounx
CTaHIUI COOTBETCTBEHHO. KaX/1plif CErMEHT MOCTpOEeH Ha 6a3e KOMMYTATOPa, U KaxIbIi
KOMMYTATOp MOAKIIOUEH K OTAEIbHOMY Mapiipytuzaropy. [1lno3oM as kaxxaoro cermMenra
CIIY’)KUT COOTBETCTBYIOILUN MaplIpyTu3aTtop. Mapuipyru3aTopsl COEAMHEHBI MEXKIY CO00ii ¢
nomotisio uaTepderica DTE. Heobxomumo 3amath [P agpeca cereBsiM uHaTEpdEiicam
MapIIpyTU3aTOPOB M JOKAIBHBIX KOMITbIOTEPOB. 3anaTh mapamerp Clock Rate Ha
MapIpyTU3aTOpax. Y CTaHOBUTH Ha MapLIPYTU3aTOPax MapoJn i JOCTyIa K
MIPUBUJIETUPOBAHHOMY pexuMy. HacTpouTh cTraTndyecKkyro MapiipyTu3amio U 100UThCs
BO3MOXHOCTH MEPECHUIKU JaHHBIX 110 npoTokoiry ICMP mexny BceMu oObeKTaMu CETH.

3ananue 2

[TocTpouTh ceTh, COCTOSIIYIO U3 IBYX CETMEHTOB Ha OCHOBE KOMMyTaTOpoB. CermeHT Nel
coziepkut B pabounx cranuuii, cermeHT Ne2 — C paGouux ctaHuuii u cepep. MapuipyruzaTop
siBiIsieTCs UTI030M. CerMeHTh CoeIMHEHbI MapipyTu3atopoM. B mepBom cermente [P anpeca
pazzaroTcs MapuIpyTH3aTOPOM TMHAMUYECKH, Bo BTopoM [P anpeca 3amaHbl cTaTHUECKU.
HactpouTs mapmpyrusamuto no nporokony RIP. Cepsep sBisiercst DNS u BeGcepBepom.
HacTtpouTs Ha cepBepe BeO-CTpaHuUIly TPOU3BOJIBHOTO GopmaTta. JloOUTHCS BO3MOXKHOCTH
MepeChUIKH TaHHBIX 10 mpoTokoiry ICMP Mexnay Bcemu o0bekTamu cetu. JJodutbes mpocMoTpa
Be0-CTpaHUIIBI C CEpBEpa BO BCTPOCHHBIX Opay3epax pabodnx CTaHIIMMA

3amanue 3
Hacrpoiika kommbrorepa a1 paboThl B CETH

BoiiguTe B cucTeMy C y4€THOM 3aMKUCHIO.

B mento [Tyck BeiOepute myHkT [Tanens ynpasieHus.

B otkpsiBIeMcs okHe [laHenps ynpaBiieHHs IEIKHUTE MBIIIBIO Ha ccbulke CeTh U
noJkoueHus Kk Miarepuery.

B oxne Cetb 1 noaxitoueHust K MHTEpHETY 1IETKHUTE MBI Ha cTpoke Mactep
HacTpoiiku cetu. Ha mepBoit ctpanuiie Mactepa HAaCTpONKH CETH IIETKHUTE MBIIIBIO

Ha kHonKe Jlamee.

Ha crpanune Mactepa Ilepen Tem, kak IpoJ0JDKUTh LISJIIKHUTE MBILIBIO Ha KHOTIKE [lanee.
Ha ctpanune Beibepute MeTon noakitoueHus BbiOepuTe painokHonKy Jpyroe u
LIEIKHUTE MBIIIbIO Ha KHOTIKE Jlaree.

Ha crpanune pyrue cnocoObl monkiroueHust K HTepHETY BbIOGpHUTE PAIMOKHONKY JTOT
KOMITBIOTEp TPUHAUICKHUT CETH, HE MMEIOIIeH MONKIIoueHUs] K VIHTepHeTy M IIeJIKHHUTE
MBIIIBIO Ha KHOTKE Jlanee.

Ha ctpanune 3agaiite uMs 1 onucaHue AJsl TOr0 KOMIbIOTEpa yoeauTech, 4To B moJie Mms
KOMITBIOTEPA COJCPKUTCS MPABUIIHLHOE Ha3BaHUE BAIIETO KOMITbIOTEpa (€CIIH BbI
COMHEBAETECh, TO CIIPOCUTE y MPEIoaBaTellsl) U IEIKHUTE MBIIIbIO Ha KHoMKe Jlasee.

Ha crpanune 3agaiite uMs 1715 Baieil cetu BBenuTe B moJie Pabouas rpynmna

Ha3BaHue, ykazaHHoe npenojaasareneM (Hampumep, CLASS10A) u menkuute

MBIIIBIO Ha KHONIKe Jlanee.

HpHMeanI/IC. HazBanue pa60qel71 TPYIIIbI JOJIZKHO OBITh OJIMHAKOBLIM IS BCEX KOMIIBIOTEPOB
Kj1acCa, "Hau€¢ MOT'YT BO3BHUKHYTb HpO6HeMLI C OTO6pa)KeHI/IeM 3HAYKOB KOMIIBKOTCPOB B CCTH.

Ha crpanunie OOmmmii goctym K (aiiiaM u mpuHTepaM BBIOEPHUTE PaIMOKHONKY BKIIFOUNTH
oOmmii toctym
K (haiiiaM U IpUHTEpaM U IIEIKHUTE MBIIIbIO Ha KHOTKe [larnee.

Ha crpanunie Bce rotoBo 11 IpUMEHEHHS CETEBBIX ApaMETPOB YOCIAUTECH, UTO BCE
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HAaCTPOMKH yKa3aHbl
IIpaBUJIbHO, U LIEJIKHUTE MBIILIBIO HAa KHONIKE Jlanee.
Ha ctpanuiie Bee mout rotoBo BeIOEpUTE pauoKHONKY [IpocTo 3aBepuTh padboTy
MacTepa, HET HyK/Ibl 3allyCKaTh €ro Ha IPYruX KOMIIBIOTEpaX U IIEJIKHUTE MBIIIbIO Ha
kHonke Jlanee.
Ha ctpanune 3aBepiienue paboTbl MacTepa HaCTPOMKHU CETU yOeAUTECh, YTO
HAcTpOMKa 3aBeplIeHa YCIIEIIHO, U IIEJKHUTE MBIIIbIO Ha KHOIIKE ['0TOBO.
B nosBuBLIeMcs okHe MI3MeHEHNe TapaMeTpOB CUCTEMBI LIEJIKHUTE MBIILBIO Ha
kHOTKe Jla, 4TOOBI epe3arpy3suTb KOMIBIOTED.

3ananue 4
. [Ipenocrasnenue nanku B 0OIMIMIA TOCTYTI

Co3panue nanky 1 NpeoCcTaBIeHNE ee B
oOumii noctyn

Boiinure B cucteMy ¢ y4eTHOH 3alMChIO, BXOIAIIEH B JOKAJIBHYIO IPYIITY
«AIMUHUCTPATOPBDY.
B menro Ilyck BbiOepuTe myHKT Moii KOMIIBIOTED.
B otkpsiBIIEMCSI OKHE MO KOMITBIOTED BBITIOJIHUTE JIBOWHOM IIEITYOK MBIIIBIO HA
3HAYKE OJIHOTO M3 JKECTKUX TUCKOB (Harpumep, Jlokampubrit auck (C:)).
[Ipumeuanue. Ecau npu 3ToM NOSBUTCA NpenynpexaeHue: « ITu Gaisibl CKPbIThI», TO
IIEJIKHUTE MBIIIBIO Ha KHOIIKe OTOOpa)kaTh COAEPKUMOE STOM MaIKH.
B oxne JlokaneHerit quck (C:) MIENIKHUTE MPaBOH KHOTIKOW MBIIIK HA JTIOOOM CBOOOHOM
ydacTKe OKHa, BblOepUTE€ B KOHTEKCTHOM MeHI0 MyHKT Co3nartb, Ilanky, BBemuTe ums
Ak, COBIMAIAIOIIEe ¢ MMEHEM Baiel ydeTHo# 3anucu (Hampumep, Userl) u HaxxmuTe
kiaBuiy Enter.
[lenxkHUTE MPaBOW KHOMKOM MBIITH HA 3HAYKE TOJBKO YTO CO3JaHHOM ITaIKu U BHIOCPUTE B
KOHTEKCTHOM MeHIO MyHKT OOmuii 1ocTyn 1 6e301macHOCTb.
B oTkprIBIIEMCS OKHE CBOWMCTB MaNKu yOeAUTECh, YTO Bbl HAXOJUTECh Ha BKIaake JlocTym.
B paznene O6mmit foctym u 6e30macHoCTh momMeThTe (hiakkd OTKpPBITh OOIIUN JOCTYI K
9TOM nanke u Pazpemnts n3MeHnenue GaiyioB o CETH, MOCIE YeTo MIEIKHUTE MBIIIBIO Ha
kHonke OK.
BrinonHuTe ABOMHON IETYOK MBIIIBIO HA 3HAYKE CO3JaHHOM IMAIKU.
B oTkprIBIIEMCS OKHE MANKH CO3/aiiTe TEKCTOBBIN (paiii ¢ UMeHeM, COBIAAIOIINM C
MMEHEM Balllei yueTHoi 3anucu (Hanpumep, Userl).
OTtpenakTupyiiTe co3aHHbIN (aiin, MOMECTHB TyAa HECKOJIBKO CTPOK TEKCTa, U
COXpaHUTE U3MEHEHUS. 3aKpPOUTE BCE OKHA.

3amanue 5
1. Pabora c o06muMu nankaMu B OJJHOPaHTOBOM ceTh

[Moaxmrouenue k obIel nmanke U padora ¢
ynajieHHbIME Qaitnamu B menro [Tyck BeiOepuTte

nyHKT CeTeBoe OKpYKEHUE.

IIpumeuanue. Ecau nynkT CeTeBoe okpyxkeHue B MeHI0 IIyck oTCyTCTBYET, TO

BbIOepuTe B HeM NyHKT [lanens ynpasnenus, Cetb

U TIOJIKIIIOYEHMS K IHTEpHETY U B OTKPBIBIIEMCS OKHE IIEJIKHUTE MBIIIBIO Ha ccbulke CeTeBoe
OKpPY’KEHHUE B JIEBOM YaCTHU 3TOTO OKHA.
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B oxne CeteBoe OKpy:KEHUE OTHIIIUTE SPIBIK OOIIEH MMaNKK, CO3JaHHOM Ha KOMITBIOTEPE

Balllero napTHepa (Hanpumep, sapibik nanku User2 Ha koMibiorepe Comp2) U OTKPOUTE ATY

TarKy.

HpHMeanHe. Ecnu nckomas marka B OKHE HE MOsABHUJIACh, TO NOAOXKIUTE OJJHY-/IBC MUHYTHI,

MEPUOAUICCKHN

HaXXUMasl Ha KIIaBUIITY F5. Eciu »T0 He IIOMOr'acT, a APJIbIKA AIlOK, CO3JaHHbBIX BaMU U APYTUMHA

ydaluMucs, UMCIOTCA B HAJIMYKWHA, TO IMMOINPOCUTE BALLICTO ITAPTHEPA MMPOBCPUTH ITPABUIIBHOCTDH

BBIIOJIHEHUS UM 3amaHui 1

u?2.

Hatigure daiin, cozmanabii BammM mapTHepoM (Hampumep, daiin User2.txt). OTKpoiiTe ero u
BHECHUTE CBOM M3MEHEHHUs, Mociie uero coxpanure ¢aitn (knasumamu CtrH+-S), He 3akpbiBas
OKHAa OTKPBITOTO (haiiyia u 00IIel manku.

B menio Ilyck BbiOepuTe MyHKT BBIMOTHUTS.

B otkpriBIIEMcs OKkHE 3amyck nporpammsl BBeaute komany: FSMGMT.MSC u
LIEJIKHUTE MBIIIBI0 Ha KHOoIKe OK.

B otkpsiBieMcst okae ocHacTku OOIIre Ak BRIMOJTHUTE TBOMHOMN MISITYOK MBIIIBIO Ha
nanke Ceanchl. [lepeiinure B manky OTKphIThIE (ailiibl.

3akpoiiTe BCce OTKPBIThIE OKHA U 3aBEpIINTE PabOTy C KOMIIBIOTEPOM.

[lkana v KpUTEPUH OLIEHUBAHUS KOHTPOJBHBIX paboT

[Ixanaa oneHMBAHUA

Kpurtepuu onennBanus

«OMAUYHON OO6yyaromuiics r1y00KO U COAepKATEIbHO PACKPBIBAET TEMY
KOHTPOJIbHOU pabOThI, HE TOMYCTUB OMUOOK. OTBET HOCUT
pa3BEPHYTHIN U MCUEPIBIBAIOIIMNA XapaKTep.

«xopouio» OOyuaromuiicst B 11€JI0M PaCKPBIBAET TEMY KOHTPOJIBHOU

paboThl, OIHAKO OTBET HE HOCUT Pa3BEPHYTOTO U UCUEPIIBIBAIOLIETO
Xapakrepa.

«y00811emM8opUMENILHOY

OOyuaromuiics B 1I€JIOM PacKpbIBaeT TeMY KOHTPOJIBHOM pabOThI U
JOITYCKaeT psJl HETOYHOCTEH, parMeHTapHO pacKpbIBaeT
coJiep’KaHHe TEOPETHUECKUX BOIIPOCOB WM UX PACKPHIBAET
coJiepKaTenbHO, HO JAOIycKasi 3HaUUTeIbHbIE

HETOYHOCTH.

«HEYO08IeMBOPUMETLHO»

OOyuaromuiics He BIaeeT BEIOpaHHON TEMOW KOHTPOJIbHON
paboThl. Tema KOHTPOJIBLHOM pabOTHl HE PACKPHITA

2.2 IIpoMexyTOYHASI ATTECTALUSA

IIpumepHbIe BONIPOCHI K 3a4eTy

Tema 1. Obwue ceedenusi o cemesoli uHhpacmpykmype

1. Knaccudukarus 1 apXuTeKTypa BEIUUCIUTENIBHBIX CeTeH, TEXHUUECKOE,
nH(pOpPMALMOHHOE U IPOTpaMMHOE 00eCrieyeHne CceTel, CTPYKTYpa U OpraHu3aIus
(GyHKIMOHMPOBAHUS ceTell (IN100aIbHBIX, pETHOHAIBHBIX, JIOKAJIBHBIX).

2. Cpenctea nocrpoenus JIBC, opranuzanus pynkunonuposanus JIBC. [Ipuunnsl u
yCJIOBHS pa3BUTHS KOMIBbIOTEPHBIX ceTel. [IpenmyiiecTBa, obecrieunBaeMble TPUMEHEHUEM
cereil. Mozienb B3auMOIEHCTBUS OTKPBITBIX cucTeM. CeMUypOBHEBasi CUCTEMA IIPOTOKOJIOB.

Tema 2. Ungpopmayuonnas mooenv TCP/IP

3. IIpoTokoJ1, CTeK MPOTOKOJIOB.
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4. Mopaenu OSI-1SO, DoD, TCP/IP. Ctex TCP/IP, anpecarusi. KanaabHblil ypOBCHB:
npotokos ARP, ARP ¢ npexncrasutenem; CereBoit ypoBenb: [P-mapuipyruzanus (rpsimas,
KOCBEHHast, TaOJIHIIBI MapUIPyTHU3AIIH).

5. Komanausrit uatepdeiic OC FreeBSD.

6. ITomutuka 6e3onacaoct OC FreeBSD.

7. CereBble YTHIINTBI KOMaH/HOM CTPOKH.

Tema 3. Cemesoe gzaumooeticmaue

8. IlpuBaTHBIE ceTH.
9. IlpokcupoBanue.
10. BupryanbHbIe YaCTHBIE CETH.
11. Hactpoiika u ynpasienue OC FreeBSD ¢ xoHconu onepartopa.
12. TTepexsat cereBbix maketoB. Cauddep WareShark.
13. Hactpoiika mpokcu-cepBepa Squid.
Tema 4. Huzkoypoenesas oopabomka nakemos

14. bpanamayspsl. bpanamaysp NetFilter/IPTables. bpannmaysp IPFW.
15. Hactpoiika cuctemsr DNS.

Tema 5. Apxumexmypol UHGOPMAYUOHHBIX CUCTIEM

16. CucteMbl peruMKaIiuy U pe3epBUPOBAHNS.

17. Monenu apXUTeKTypbl KIHEHT-CEPBEP.

18. CepBep 37EKTPOHHOM IMOYTEHI.

19. TlnanupoBaHue 3alaHUi U PE3EPBUPOBAHNEC JTAHHBIX.

Tema 6. Cemesvie onepayuonnsie cucmemol

20. CeteBbie omepaIiiOHHBIC CHCTEMBI M 0COOCHHOCTH aIMUHUCTPUPOBAHUS B HUX.
21. CpaBuenue ceteBbix OC.

Tema 7. AOmunucmpupogatnue 8 cemsx ¢ OnepayuoHHbimu cucmemamu muna Windows

22. PazBepThiBaHue U HacTpoiika Server Core.

23. BHepeHue 1 UCIIOJIb30BAHKE YIAIEHHOTO aJMUHUCTPUPOBAHUS CepBEpa.
24. O630p AD DS.

25. Pa3BepThiBanue KOHTpOJUIepoB foMeHa Windows Server.
26. O630p Azure AD.

27. Peanuzanuusi rpynmnoBOi NOJUTUKH.

28. O630p ciyx0bl cepTuduranmuu Active Directory.

29. Toma u daitnossie cuctembl B Windows Server.

30. Peanuzanus obuiero goctyna B Windows Server.

31. Buenpenue iSCSI.

32. Pa3BepThiBaHUE pacnpeaeaeHHON (HaiIoBOil CHCTEMBI.

Tema 8. Cnyarcovl kKamanozoe

33. CimyxObl KaTajnaoros.
34. ADS u eDirectory.
35. Samba - ciiyxba goctymna k pecypcam cereir Microsoft.

Tema 9. Aomunucmpupoeanue 6 cpede Unix/Linux

36. YmaneHHslit noctyn K cepBepy Linux.
37. lnarnoctuka cetu Linux. MOHUTOPHHT PECYpCOB CHCTEMBI.
38. IIpoBepka pabotocnocobHOCTH cepBepoB. [IpocMoTp OTOB.
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39. CucreMHOE aIMUHICTPUPOBAHUE C TOMOIIBIO CETEBBIX HHCTPYMEHTOB.
40. YropaBneHue y9€THBIMH 3aITUCSIMU MOJIH30BATENICH U IOCTYIIOM K pECypcaM.

Tema 10. Cepsucst u cysicobl UHGOPMAYUOHHBIX CUCTIEM

41. YcrpaHeHue HeuclpaBHOCTEN. YueT pecypcoB. Permkanus JaHHbIX.
Kondurypuposanue u nMeHoBaHne. MOHUTOPHHT MPOU3BOAUTEIBHOCTH.

42. YupapneHne 0e30MacHOCThIO. APXUTEKTYpa CHCTEM CETEBOTO aIMHHHUCTPUPOBAHUSL.
43. O6navHbIC BBIYUCIICHUS.

44. BeG-cepBep Apache.

Ilkana n KPUTEPUU OLCHUBAHUSA 3a19€Ta

Ml xana
OLICHUBAHUA

Kpurepuu onennBanus

«3a4meHo»

Ol11eHKa «3aU4TE€HO» BBICTABIISETCS CTYJAEHTY, KOTOPBIH

- IPOYHO yCBOWJI NPEAYCMOTPEHHBIH  IPOrPAMMHBIN
Marepua;

- MPaBWJILHO, apTYMEHTHUPOBAHO OTBETHJI Ha BCE BOIPOCHI, C
MIPUBEJICHUEM TPUMEPOB;

- MOKa3aj TIIyOOKHE CHUCTEeMaTHU3UPOBAHHBIC 3HAHUS, BJIAJICET
MpUEeMaMH  PACCYXICHUS ¥ COTOCTABJISET MaTepual W3 Pa3HBIX
HWCTOYHUKOB: TEOPHIO CBS3BIBACT C MPAKTUKOU, IPYTUMHU TEMaMH
JAHHOTO Kypca, IPYruX U3ydaeMbIX MPeIMETOB

- 06€3 OMMOOK BBITIOJHUIT MPAKTHIECKOE 3aJaHHE.

«He 3a4YmeHo»

O1eHKa «HE 3a4TEHO» BBICTABIISICTCS] 00YJarOIIEMYCsl, €CTH: OH
HE 3HAeT OCHOBHBIX OIPECIICHUI, HETOCIeA0BaTeliecH U COMBYKB B
W3JI0KEHUU MaTepuasia, He 00J1aaeT OnpeaesIeHHON CHCTEeMON 3HAHHIA
M0 JUCHUIUIMHE, HE B TMIOJHOW Mepe BIIaJeeT HEOOXOAUMBIMU
YMEHUSMH ¥ HABBIKAMH TIPH BBITIOJTHEHUW TPAKTUICCKUX 3aJJaHUH.
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